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About This Manual

Introduction
This document chapter includes an introduction to the Fiberroad L2+ Managed
Industrial PoE Switch products family.

Conventions
This document contains notices, figures, screen captures, and certain text
conventions.

Figures and Screen Captures

This document provides figures and screen captures as example. These examples
contain sample data. This data may vary from the actual data on an installed system.
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I Chapter 1 System Configurations

This chapter describes the port configuration in detail, including but not limit to the
following:

o,
o

Administrator
Router Table

ARP Table
Software Upgrade

o,
£

o,
o

o,
£

1. About Web-GUI Management

There is an embedded HTML web site residing in flash memory on CPU board of the
switch, which offers advanced management features and allows users to manage
the switch from anywhere on the network through a standard browser such as
Mozilla Firefox or Chrome. (Note: Window IE is not supported) The Web-Based
Management supports Mozilla Firefox 54.X or later, or Chrome 59.X or later. The
Web browser is a program that can read hypertext.

1.1 Preparing for Web Management

Before using the web management, install the Industrial POE Switch on the network
and make sure that any one of the PCs on the network can connect with the
Industrial PoE Switch through the web browser.
The Smart PoE Switch default value of IP, subnet mask, username and password are
listed as below:
< IP Address: 192.168.1.6

HTTP service: Enable

User Name: admin

Password: admin

>

*

>

S

*

R/
*¢

o,
L2
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1.2 Device Summary
Overview the device information and port status.

IEF\EIEFIROAD

Running Time: 00:13:38

Seve  Langusge: [Aulo  v|  Logout

Device i Port Tx Rate(bps)
Product Model FR-TM3208 GEA 68.30K 24.00K N/A
System Name switch GE/2 0.00 0.00 NfA
Product MAC Address 001893-12544D GE/3 0.00 0.00 NfA
Product Serial Number N/A GE/4 ooo oo0 N/A
Software Released Date 2022-04-27 08:30:55 GE/S ooo 000 N/A
Date And Time 2000-01-01 00:13:40 GE/6 0.00 0.00 N/A
Running Time 13 Minute 40 Second GE/T 0.00 0.00 NfA
Current Temperature 300°C GEB 000 000 /A
Power Supply Status Power 1 GES 000 000 Removed
GE/0 000 000 Remowved
sage e A
26.5%
157%
39%
cpu Memory Nyram

1.3 System - Administrator
1.3.1 System-Administrator-Administrators
Add Users and its level, status and description.

IEF\EIEFIROAD

Running Time: 00:14:01

Seve  Langusge: [Aulo  v|  Logout

Add User
Hame

Fassword

Canfirm Password

Level Guest User ~

Item Description Notes
Name/Password/ConfirmPassword As Needed
Level Super/Senior/junior/Guest

Status ON/OFF

Description As Needed

Remarks: 1. A total of 16 users can be added regardless of the level

www.fiberroad.com
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1.3.2 System - Administrator - Online Users
Overview online users information

iE FiBeRROAD

Running Time: 00:14:31 Save  Language: Auo  ~| Logout

[ Name Lovel [ Login Type [ Login T Login Time Dese ]
| “admin | Super Administrator | web-3 | #ttt:192.168.1.138 | 2000-01-01 0007:08 | Detault Administrator ]
Mk wih i curront achinetaic )

| Ratrash

Remarks: 1, Only super administrator have this privilege.

1.3.3 System - Administrator - Management Setting
Access Timeout Setting

{E FiBeRROAD
— . s R e e e
| £} - ‘ :p-:oa. Default:Sminutes

Item Description Notes

Consolt Timeout 1-30(When enabled) Default:5 minutes
Telnet Timeout 1-30(When enabled) Default:5 minutes

SSH Timeout 1-30(When enabled) Default:5 minutes

WEB Timeout 1-30(When enabled) Default:5 minutes

www.fiberroad.com
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1.4.1 System Log - Setting

WebGUI User Manual

In the system log setting interface, you can view or modify system log configuration

{E FizerrOAD
:::::um.w :)::::!S‘mus f";‘"' O Leval
i o .
4 cntpen
prian
# A ctnton
‘it
Item Description Notes
Admin Status Enable/Disable Default: Enable
Output To Console ON/OFF Default:OFF
Output To Local Cache ON/OFF Defalt:ON
System log level, divided into 8
levels according to the severity
EMERG: level 0, the system
cannot be used
ALERT : Level 1, need to be
processed immediately
CRIT: Level 2, Severe State
ERR: Level 3, Error Status
Level Default: INFO

WARNNING : Level 4, Warning
Status

NOTICE : Level 5, normal but
important state

INFO : Level 6, Notification
Event

DEBUG : Level 7, debugging
information
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Expand| Collapse
Device Summary

WebGUI User Manual

ng Time: 00:18:00

asy:::“\:g"mw' Cancel
;amvv::mnm‘
B -
b et
:u;m
Item Description Notes
Host IP Address Remote log host IP address
Host IP Port Remote log host port, range 514,1024- Default:514
65534
System log level, divided into 8 levels Default: INFO

Level

according to severity

EMERG: level 0, system cannot be
used

ALERT : Level 1, need to be processed
immediately

CRIT: Level 2, Severe State

ERR: Level 3, Error Status
WARNNING : Level 4, Warning Status
NOTICE : Level 5, normal but
important state

INFO : Level 6, Notification Event
DEBUG : Level 7, debugging
information

Remarks: 1. The smaller the log level value, the higher the level. Only logs with a level
equal to or greater than the set level will be output. For example, if you set the
logging level to the console to 5 (NOTICE), only logs with level 0 to 5 will be output to

the console.
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{E FiBeRROAD

Runaing Time: 00:18:25 Save  Langusge Auo  v| Legout

System Log

| Rofrosh | Ravorsed | Em«ﬂ Cloar
1

Item Description Notes
Refresh Refresh the system log content

Reversed New to old display in chronological order

Export Export the contents of the system log

Clear Clear he contents of the system log

www.fiberroad.com
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1.5 Configurations

1.5.1 Configurations - View

i€ FiBeRROAD

WebGUI User Manual

Running Time: 00:08:04

Save  Langusge: Auwo |  Logout

| Startup Configuration | Reload |

Item Description Notes
Running : : .

Configuration Show system running configuration  Text Style
Startup Configuration Show system startup configuration  Text Style

Reload

Reload the running or startup
configuration

1.5.2 Configurations - Import

i€ FiBeRROAD

T | -
T

Running Time:00:07:00

Save  Language Auto _v|

| impert

Browsa..

Submit |

Remarks: 1, In the Configurations [Import] interface, click [Browse], select the
configuration file to import, and click [Submit] to start the import.

www.fiberroad.com
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1.5.3 Configurations - Export

i€ FieerROAD

 Startup configuration

[export [ Export

| Running configuration

= =

Running Time: 00:07:19 Save  Langusge:|Auo |  Logout
|
|
|
\

Remarks: 1. Export configuration is divided into startup configuration and running
configuration. Click [Export] in the corresponding project to prompt up the "File
Save" dialog box (different browsers may differ, here take the IE11 browser as an
example), click [Save] to export the corresponding configuration file to the local.

1.5.4 Configurations - Restore Factory Default

fE FiBERROAD

Running Time:00:12.25 Save  Language Ao ~|  Logout

]

[[_Restre | ystem will ebant atte restoring o factory defaul |

Configuration Steps

1, Click [Restore] and then click [OK] in the confirmation dialog box to restore the
factory configuration.

2. Click [Cancel] to cancel the factory configuration restoration. After a successful
factory reset, the system automatically restarts to take effect to the factory
configuration.
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1.5.5 Configurations - Date & Time

i€ FizERROAD

Expand| Collapse
Device Summary
“ Systam
+ Administrator
+ System Log
= Configurations
View
Import
Export
Restore Factory Default
Date & Time
Summer Time
Device Status
ARP Table
Software Upgrads
Reboat
‘Varsion Information
+ Management
+ Base Configuration
+ Advanced
+ L3 Config
+ Alarm
< Pok Management
Port Config
Smart Power Canfig
Time Range Config
Timing Supply Config
+ Extended

SNTP Cliant

00:07:57 3 nguage: | Auto v

nute 57 v|Secand | Set 1o PC time

Item

Description Notes

System Time

Display the actual effective system time. Read Only

System time zone setting, select any time

Time Zone zone from the drop-down list.
Manual Set It can be set after the SNTP client is disabled.
Time The year range is 1970-2037.0thers are the

same as the common settings.

Set to PC time

Synchronize with PC time

Enabled: Enable the SNTP client

SNTP Client . ; . Default:Disabled
Disabled: Disable the SNTP client
Date & Time
System Time 2018.06.25-17:15:52
Time Zone (GMT+8:00) Beijing, Perth, Singapore, Hong Kong v
Manual Set Time 2018 v Year |6 v Month|25 v Day 17 ~ Hour 15 v Minute|10 v Second
SNTP Client Enabled v
¥ Unicast IP:g88s8 Interval(unit:minutes)] 1440 <10-43200> Sync now
MultiCast
Broadcast
Sync Status
Refresh Apply
Item Description Notes
: These three modes
Unicast .
Synchronous . are multi-selectable,
Multicast
Mode but at least one must
Broadcast
be selected
IP address pf SNTP, Default IP address
IP 8.8.8.8; Interval range 10-43200, and Onlyfor unicast mode
default value 1440
Interval SNTP client time synchronization interval  Only for unicast
Sync now SNTP client immediate synchronize times
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1.5.6 Configurations - Summer Time Setting

{E Fierr0AD

Running Time: 00:10:26 Save  Language Auto  v| Lagout

 Summer Time Setting |
| summar Time [ Dsatioa v |
on-Flocurng

| Rafresh | Apoly |

Configuration Step
1.Select [System/ Summer Time] in the navigation bar to enter the [Summer Time]
interface.

Non-Recurring

Summer Time Setting

Summer Time | Non-Recur v

Start Time [1970 ~ | Year 01 ~|Month (01 ~|Day 00 ~|Hour(00 v|Minute 00 ~|Second

End Time [1970 v |Year 01 ~|Month (01 v|Day(00 ~ Hour |00 ~|Minute(00 v|Second

Offset(unitminutes) [0 | <1-1440> DefaultOminutes

Refresh | Apply

Recurring

Summer Time Setting

Summer Time (Recuring_v]

Start Month |January  v|

Start Week [First  ~|

Start Day |Monday  ~|

Starting Time of Day [00 ~|Hour[00 ~|Minute|00 | Second

End Month January v

End Week [First  ~|

£nd Day Monday

Ending Time of Day 00 ~/Hour[00 | Minute|00 ~ Second

Offset{unit:minutes) [0 <1-1440> DefaultOminutes

Default: Disabled

www.fiberroad.com 17 I



1.5.7 Configurations -

IE FiBerROAD

Expand] Collapse
Device Summary
- Systam
+ Administrator
+ System Log
= Canfigurations
View

Import
Export Hardware Version

Davice Information
Product Model
System Name
Product MAC Address

Product Serlal Mumber

Software Version

Restore Factory Default Date And Time
Date & Time Running Time
Summer Time
Device Status
ARP Table
Software Upgrade

Current Temperature

Power Supply Status

+ Managament
+ Base Configuration
+ Advanced
4+ 13 Config
+ Alarm
- PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Config
+ Extanded

Software Released Date

WebGUI User Manual

Device Status

ning Time: 00:10:58

FR-7M3208

switch
001893-12544D
N/A

V2o

2022-04-27 09:3055
V2o

26.9% (Tatal1 26484 KBytes, Free 92436 KBytes)
3.9% (Total 262136 Bytes, Free 251880 Bytes)

310°C

Power 1

In the [Device Status] interface, the basic information and the operating status
information of the device system are displayed.

Item Description Notes
Product Model The device mode Read Only
Product MAC The device MAC address Read Only
Address

Product Serial The device product serial number Read Only
Number

Software Version The software version running on Read Only
Software The time when running the software Read Only
Released Date

Hardware Version The hardware version of the current device Read Only
Date and Time The device system time Read Only
Operation Hours  The system running time Read Only
CPU Usage The system's CPU usage. Read Only
Memory Usage The memory usage of the device system Read Only
Configuration Configuration space usage of the device Read Only
Usage system
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1.5.8 Configurations - ARP Table
Each switch has an ARP table to stroe the IP addresses and MAC addresses of the
network devices.

EF\EEHROAD

Running Tine:00:11:28 Save  Language Auto  v| Lagout

1P Address ‘MAC Address Interface
192.168.1.138 PBFCBA-E3273F ip0

[ f1 [Go| Fist | Last Rerash

1.5.9 Configurations - Software Upgrade

]

i€ FiBerRROAD

|

Running Time: 00:11:44 Save  Language: Awo |  Logout

FR-7M3208
2022-04-27 09:3055
V20

=
£

Configuration Step

1, On the [Software Upgrade] interface, click [Browse] to select the upgrade file to be
imported. (The upgrade files are generally of the form .ub and .urk. Marked with "b"
for BOOT files and "r" for "File System". The file is marked with k for the file with the
kernel. Click [Submit]. The system starts uploading the upgrade file. After the upload
is complete, the device automatically restarts to update the software after the
upgrade is complete.

2, During the software upgrade, make sure that the device is powered up until the
upgrade is completed.

www.fiberroad.com 19 I
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1.5.10 Configurations - Reboot

EF\EERROAD

Running Time: 00:12:03 Save  Language Auto  v| Lagout

Reboot.
Reboot Reboot

Configuration Step

1.Select [System / Configurations / Reboot] in the navigation bar to enter the
[Reboot] interface

2. Click [Reboot] and the ‘Confirm Restart’ dialog box will pop up. Click OK to restart
the device. A restart progress bar is displayed. Click [Cancel] to cancel the restart of
the device.

192.168.1.6 says

Are you sure you want to reboot the system?

Message window

System is rebooting...

-
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I Chapter 2 Management Configurations

This chapter describes the port configuration in detail, including but not limit to the
following:

% |P Interface
<+ SNMP

o,
.
o,
*

% LLDP

2. Management

2.1.1 Management - IP Interfaces - Settings

IP (Internet Protocol Address) is short for IP Address. IP address is a unified address
format provided by the IP protocol, which assigns a logical address to each network
and host on the Internet to mask physical address differences.

o

fE rieerRROAD

00:12:20

Expand] Collapse Mo
Device Summary

+ System

= Management

IP Address 1PVE Address VLAN

DHCP : Disabled
e 192.168.1.92/24(static) IPV6 : Disabled

- IP Interfaces
Setting
DHCP Client
DHCP Client{IPv6)
+ SNMP
+ LLDP
+ Base Configuration
+ Advanced
+ L3 Config
+ Alarm
- PoE Management
Port Conflg
Smart Power Config
Time Range Config
Timing Supply Config
+ Extended

Add

Configuration Steps

1. Select [Management / IP Interface / Setting] in the navigation bar to enter the IP
interface [Setting].

2. All current IP interface and configuration information can be viewed in the IP
interface [Setting],

3. To add a new IP interface, click [Add], then fill in the relevant configuration, and
click [Apply],

4. To modify an IP interface, check the corresponding IP interface, click [modify], then
modify the configuration, and click [Apply], the IP interface is shown.

5. To delete an IP interface, check the appropriate IP interface and click [Delete].
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Setting
Static IP Address | | IPv4(AB.C.D)
Subnet Mask | | IPv4(AB.C.D)
VLAN | | <1-4094>
IPv6 |Disabled  v|
IPv6 Address | | IPVB(X:XXX/M)
l Apply Cancel ]
Item Description Notes
Static IPv4 address, the format is dotted
. decimal system, each interface IPv4
Static IP Address ) A.B.C.D
address can not be in the same network
segment.
Mask The mask of IPv4 address A.B.C.D
VLAN VLAN bound by assigned IP interface <1 - 4094>
IPv6 Disabled/Enabled Default:Disabled
IPv6 Address XXX XM

2.1.2 Management -

i€ FiBeRROAD

Expand| Collapse
Device Summary.
+ System
= Management
= IP Interfaces
Setting
DHCP Client
DHCP Client(1Pvs)

Admin Status

DHCP Client Status
Status

+ SNMP
+LLDP
- Bane Configuration Lease Expires
+ Advanced
+ 13 Config
+ Alarm
~ PoE Management
Port Conflg
Smart Power Config
Time Range Config
Timing Supply Canfig
+ Extanded

DHCP Client Setting

uuuuu

Time: 00:12:28 Save  Language:|Auto  v|  Logout

Configuration Step

1,Select [Management / IP Interface / DHCP Client] in the navigation bar to enter the
[DHCP Client] interface.
2,In the [DHCP Client] interface, you can view the current configuration information
and DHCP client status.

Item

Description

Notes

Admin Status

Enable/Disable

Default: Disable

www.fiberroad.com
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Renew DHCP Client renew the configuration

Release DHCP Client release the current
configuration

Refresh Refresh the configuration

2.1.3 Management - IP Interfaces - DHCP Client(IPv6)

§ LI

IE FiBERROAD

Expand| Collapse DHCP Client(IPvé) Setting
Device Summary Admin Status

+ Systam

= Management DHCP Client(1Pv) Status.
= IP Interfaces

Time Range Config
Timing Supply Config
4 Extended

Configuration Steps

1,Select [Management / IP Interface / DHCP Client(IPv6] in the navigation bar to enter
the [DHCP Client(IPv6] interface.

2,In the [DHCP Client(IPv6)] interface, you can view the current configuration
information and DHCP client status.

Item Description Notes
Admin Status Enable/Disable Default: Disable
Renew DHCP Client renew the configuration
Release DHCP Client release the current
configuration
Refresh Refresh the configuration
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2.2 Management - SNMP

2.2.1 Management -SNMP - v1/v2 setting

The Simple Network Management Protocol (SNMP) is an Internet Standard protocol
that is based on the manager/agent model with a simple request/response format.
The network manager issues a request and the managed agents will send responses
in return.

fE FizerROAD

Expand] Collapse SNMP Basic Setting
Device Summary Admin Status.

+ System

= Management
= 1P Interfaces

® Enabled O Disabled
SHMP Port 161 <1-65538> Default:181

System Name

System Location

Setting
DHCP Client System Contact contact (Any UTF-8

DHCP Client{IPv8)
g Communities

V1/V2 Setting Community {Any UTF-8 String Except Spaces, MAX: 127 Bytes) Type.
3 Setting Communities public Read-Only  Read-Write
Trap Setting private Read-Only ~ Read-Write
+ LLDP
+ Base Configuration
+ Advanced
+ L3 Config
+ Alarm
- PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Canfig
+ Extended

Configuration Steps

1.Select [Management / SNMP / V1/V2 Setting] in the navigation bar to enter the
SNMP interface.

2.You can view the Base Setting of SNMP in the [SNMP Base Setting] interface.

3.To modify the Base Configuration, modify the corresponding configuration in the
configuration box, and then click [Apply] to make effective.

4. If you want to add a group word, click [Add] and a group word is added to set the
group word name and type.The system supports up to eight group characters, with
the first and second being the default, so you can add up to six more.Click [Apply] to
make effective.

5. To delete a group word, click [Delete] on the right corresponding entry (the first
and second are the system default, cannot be deleted), and click [Apply] to make
effective.

Item Description Notes

Admin Status Enable / Disable Default: Enable

SNMP Port SNMP port with Range <1-65535> Default: 161
System name, any legal character other

SNMP Name than a space can be entered with a

maximum length of 255

System Location

System location information, any legal
character other than a space can be
entered with a maximum length of 255

System Contact

System contact information, any legal
character other than a space can be
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entered with a maximum length of 255
Name: Any legal character other than a
space can be entered with a maximum
length of 127

Type: Read and write

Note: The system supports a maximum
of 8 group characters and requires at
least two group characters. The default
two group characters can only change
the group name, cannot change the type
or delete. Click [Add ] to add a group
character, add a group character can
change the name and type, and delete.

Communities

2.2.2 Management - SNMP - v3 setting

SNMPv3 addresses issues related to the large-scale deployment of SNMP,
accounting, and fault management. Currently, SNMP is predominantly used for
monitoring and performance management. SNMPv3 defines a secure version of
SNMP and also facilitates remote configuration of the SNMP entities.

fE FizerROAD

Expand] Collapse
Device Summary
-System
= Management
= IP Interfaces
Setting
DHCP Client

User Type Security Level Auth Type Auth Password Priv Type Priv Password

DHCP Client{IPv8)
- shmp
V1/V2 Setting
V3 Setting
Trap Setting
+ LLDP
+ Base Configuration
+ Advanced
# L3 Config
+ Alarm
= PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Config
+ Extended

Configuration Steps

1.Select [Management / SNMP V3 Setting] in the navigation bar to enter the SNMP
interface.

2.You can view the Base Setting of SNMP in the [SNMP Base Setting] interface.

3.To modify the Base Configuration, modify the corresponding configuration in the
configuration box, and then click [Apply] to make effective.

4. If you want to add a group word, click [Add] and a group word is added to set the
group word name and type.The system supports up to eight group characters, with
the first and second being the default, so you can add up to six more.Click [Apply] to
make effective.

5. To delete a group word, click [Delete] on the right corresponding entry (the first
and second are the system default, cannot be deleted), and click [Apply] to make
effective.
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IE FiBeRROAD

Item Description

User Name As Needed

User Type Read-Write/ Read-Only
NoAuthNoPriv:Communication without authentication and
privacy.

Security Level AuthNoRriv:Communication with authentication an witout
privacy.
AuthRriv:Communication with authentication and privacy.
NoAuthNoPriv can’'t support
MD5: The MD5 message-digest algorithm is a cryptographically
broken but still widely used hash function producing a 128-bit
hash value.

Auth Type SHA: In cryptography, SHA-1 (Secure Hash Algorithm 1) is a
cryptographic hash function which takes an input and produces
a 160-bit (20-byte) hash value known as a message digest -
typically rendered as a hexadecimal number, 40 digits long.

Auth As Needed

Password

Only supports AuthPriv level

DES: DES is based on the Feistel structure where the plaintext is

divided into two halves. DES takes input as 64-bit plain text and
Priv Type 56-bit key to produce 64-bit Ciphertext.

AES: AES algorithm takes 128-bit plaintext and 128-bit secret key

which together forms a 128-bit block which is depicted as 4 X 4

square matrix.

Priv password As Needed
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2.2.3 Management - SNMP - Trap Setting

The Simple Network Management Protocol (SNMP) is an Internet-standard protocol
used to manage devices on IP networks. The SNMP messages are used to inspect
and communicate information about managed objects. The Trap message is one of

the types of SNMP messages which are generated to report system events.

IE FiBERROAD

Ecpand] Collages SNMP Trap Setting
Device Summary
+ Systam
= Management
< 1P Interfaces
Setting

Admin Status Enabled ® Disabled
Enabled ® Disabled
public (Any UTF-8 String Except Spaces, MAX: 127 Bytes)

ndex | Community (Any UTF-8 String Except Spaces, MAX. 127 Bytes) Server IP Address Server [P Port <1-85535> Add

BHCP Clent 1 public 102.164.1.108 162
DHCP Client{1Pvé)
- SMp
V1/V2 Setting
V3 Satting
Trap Setting
+ LLDP
+ Base Configuration
+ Advanced
+ L3 Config
+ Aarm
- PoE Managament
Port Config

Apply

Smart Power Config

Time Range Config

Timing Supply Config
+ Extanded

Configuration Steps

1. Select [Management / SNMP / Trap Setting] in the navigation bar and enter the
SNMP [Trap Setting] interface.

2. The current trap configuration of SNMP can be viewed in the SNMP [Trap Setting]
interface.

3. If you need to modify the Trap Setting, modify the corresponding configuration in
the configuration box, and then click [Apply],

4. If you want to add a Trap server, click [Add] and the Trap server entry will occur.The
system supports up to 4 groups of Trap servers, the first group is the default of the
system and cannot be deleted, so you can add up to 3 groups of Trap servers, click
[Apply] to make effective.
5. If you want to delete the Trap server, click [Delete] on the right of the corresponding
entry (where group 1 is the default of the system and cannot be deleted), and click
[Apply] to make effective.

SNMP Trap Setting

Admin Status OEnabled ® Disabled
Send Authentication Failed Trap (OEnabled © Disabled
Default Trap Community [pubiic | (Any UTF-8 String Except Spaces, MAX: 127 Bytes)

) Index | Community (Any UTF-8 String Except Spaces, MAX: 127 Bytes) Server [P Address Server IP Port <1-65535> Add
T Servers 1| [public | [192.168.1.166 | [1e2 |
Item Description Notes
Admin Status Enable / DIsable Default: Enable
Send Enable: Enable the Sending SNMP Default-Disable
Authentication Authentication Failed Trap '
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Failed Trap Disable: Disable the Sending SNMP
Authentication Failed Trap

Default trap Community characters, any
legal character other than a space can be
entered with a maximum length of 127
Coummunity Characters: Any legal
character other than a space can be
entered with a maximum length of 127
Server IP Address: The IP address of
trap serve, IPv4, dot decimal format.
Server IP Port: The IP port of trap serve,
range <1-65535>, default 162

Note: The system supports up to 4
servers. Click the [Add]to add. The
system default server number:1,
community character: public, IP
address: 192.168.1.166, IP port: 162. The
default server cannot be deleted, but the
added server can be deleted.

Default Trap
Community

Trap Server

2.3 Management - LLDP

2.3.1 Management - LLDP - Global Setting

LLDP can be used in scenarios where you need to work between devices which are
not Fiberroad proprietary and devices which are Fiberroad proprietary. You can use
the LLDP protocol for troubleshooting purposes. The switch gives all the information
about the current LLDP status of ports and you can use this information to fix

i€ FiBeRROAD

Expand| Collapse
Device Summary
+ System
= Management
= IP Interfaces
Setting
DHCP Client

<5-32768> Default:30 second
<210 Default:4

1-10> Default:2 second
<5-3600> Default 30 second

<1-100> Defay

DHCP Client(IPvé)
- SNMP
Vi/V2 Setting Fos

<1-3600> Default:1 second

<1-8> Defaultd

V3 Setting
Trap Setting
- LLDP
Gl

Apply

Global Setting
Port Configurations
+ Base Configuration
+ Advanced
+ L3 Config
+ Alarm
- PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Config
+ Extended

Configuration Steps
1. Select [Management / LLDP / Global Setting] in the navigation bar to enter the LLDP
[Global Setting] interface.

www.fiberroad.com 28 I



WebGUI User Manual

2. The LLDP global configuration can be viewed in the LLDP [Global Setting] interface.
3. Modify the corresponding LLDP configuration in the LLDP [Global Setting] interface,
and then click [Apply].

LLDP global setting

LLDP admin status Disabled v
Transmit interval 30 <5-32768> Default:30 second
Hold multiplier 4 <2-10> Default:4
Reinit delay 2 <1-10> Default:2 second
Trap interval 30 <5-3600> Default:30 second
Transmit credit num 5 <1-100> Default:5
Fast transmit interval 1 <1-3600> Default:1 second
Fast transmit num 4 <1-8> Default:4
Apply
Item Description Notes
LLDP admin status Enable / Disable Default:
Disable
Transmit interval LLDP transmit interval range 5-32768 Default: 30
Hold multiplier LLDP hold multiplier range 2-10 Default: 4
Reinit delay LLDP reinit delay range 1-10 Default: 2
Trap interval LLDP trap inerval range 5-3600 Default: 30
Transmit credit num LLDP transmit credit num range 1-100 Default: 5
Fast transmit LLDP fast transmit interval range 1-3600 Default: 1
interval
Fast transmit num LLDP fast transmit num range 1-8 Default: 4
2.3.2 Management - LLDP - Port Configurations
IE FiBERROAD . :
Ea::l:lli:l:::" Port .Dntinulloluddr" Admin Status Ir:l(n’;millnwl :‘Ii:r\d multip :l:)ln\lduhr I1;l‘|;p interva 'T::umiurudi :::l.‘tlrll)mmlt int ::.s':llunlmll Trap enable TI.Vnr‘anlmil.rublo
+ System . 01B0C2-00000E v || <>
M T‘:;::::;. GEM | D180C2-00000E C Disabled v
Setting GE/2 | 0180C2-00000€ Disabbed vl 0 0 { 0 0 i 0 Disabled v
DHCP Cliant GE/3 | 0180C2-00000¢ [ Disabled ~
DHCP Client(IPv6)
- SNMP GE/4 | 0180C2 00000E C Disabled v
V1/V2 Setting GE/S | 0180C2-00000€ Disatied w0 0 0 0 0 ) 0 Disabled v
WMIW GE/é | 0180C2-00000E C Disabled v
Trap Setting
5 LLDP GE/7 | 0180C2-00000E [ Disabled v
Global Setting GE/8 | 0180C2-00000¢ r Disabled ~
+ Advanced GE/10 | 0180C2-00000E L Disabled v
+ L3 Config
+ Alarm Apply | Rofiosh
- PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Config
+ Extended

Configuration Steps,

1. Select [Management / LLDP / Port Configuration] in the navigation bar to enter the
LLDP [Port Configuration] interface

2.The LLDP port corresponding configuration can be viewed in the LLDP [Port
Configuration] interface
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3. Choose the LLDP configuration of all ports corresponding to any destination
address 0180C2-00000E, 0180C2-000003, 0180C2-000000 in the LLDP [Port

Configuration] interface

4. To modify the LLDP configuration of a destination address port, click [Modify] after
selecting the destination address, and enter the port configuration interface
4.Select or fill out the configuration items that need to be modified, and click [Apply]
to make effective. There will be a corresponding prompt if the configuration item is

incorrectly filled.

Item

Description Notes

Destination Address

0180C2-00000E
0180C2-000003
0180C2-000000

Remarks :

0x0180-C200-000E for LLDP frames destined for nearest bridge agents.
0x0180-C200-0000 for LLDP frames destined for nearest customer bridge agents.
0x0180-C200-0003 for LLDP frames destined for nearest non-TPMR bridge agents.

Item Description Notes
Transmit Only: Enable LLDP port transmit
function
Receive Only: Enable LLDP port receive
. function Default:
Admin Status Transmit and receive: Enable LLDP port Disable

transmit and receive function
Disable: Disable LLDP port transmit and
receive function

Transmit Interval(s)

Default: Use[Global Setting] transmit
interval
LLDP transmit interval range 5-32768

Hold Multiplier

Default: Use[Global Setting] hold
multiplier
LLDP hold multiplier range 2-10

Reinit Delay(s)

Default: Use[Global Setting] reinit delay
LLDP reinit delay range 1-10

Trap Interval(s)

Default: Use[Global Setting] trap interval
LLDP trap inerval range 5-3600

Transmist credit
num

Default: Use[Global Setting] Transmist
credit num
LLDP transmit credit num range 1-100

Fast transmit
interval(s)

Default: Use[Global Setting] Fast transmit
interval
LLDP fast transmit interval range 1-3600

Fast transmit num

Default: Use[Global Setting] Fast transmit
num
LLDP fast transmit num range 1-8

Trap enable

Enable / Disable

TLVs transmit

Port Description

www.fiberroad.com
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enable

System Name
System Description
System Capabilities
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I Chapter 3 Base Configuration

This chapter describes the port configuration in detail, including but not limit to the
following:

o,
£

Ports
VLAN
QOS
FDB

o,
o

o,
£

o,
L X

3 Base Configuration

IE FiserROAD
Running Time: 00:14:35 Save  Lenguags:[Auo  v| Logout
Expand] Collapse Running Status Admin Status
Davice Summary Port | Link Status PortType | Speed | Duplex | Rx Rate(bps) T Rate(bps) Admin Status Speed Duplex | Flow Control EEE Setting
 Syatnm cEn  |v Copper 100M | Full 0.00 241K on Auto Aute off Disabled | Modiy
 Management .
ey o2 |v Copper 100M | Full 000 3241k on Auto Auto off Disabled | Modity
& ports G |® Copper oM | Half 0.00 000 on Auto Auto oft Disabled | Modiy
et el G4 |V Copper 100M | Full 0.00 3241K on Auto Auto oft Disabled | Modity
Description [ e Copper oM | Half 000 000 on Auto Auto off Disabled | Modity
Statistics cEs | v Copper 100M | Full 000 220K on Auto Auto oft Disabled | Modily
Stp Information GEr |V Copper 1000M | Full 56.35K 19,.84K on Auta Auto off Disabled Modity
SRSy G |V Copper 100 | Full 0.00 32.24K on Auto Auto off Disabled | Modity
. v::m cen R Fioer oM | Half 000 00 on Fiber-Aut | Full off Disabled | Modity
s ceno | % Fiber oM | Half 000 000 on Flber-Auta | Full off Disabled | Modity
+ FDB Table Rafresh
Port Mirror
Port Isolate
Storm Filters
+ Bdvanced
+ L3 Config
+ Alarm
- PoE Management
Port Config
Smart Power Canfig
Time Range Config
Timing Supply Config
+ Extended

Configuration Steps

1. Select [Bae Configuration / Ports / Status and Setting] in the navigation bar to
enter the [Status and Setting] interface.

2. The Status and Settings interface shows the operating status and configuration
information for each port.

Setting

Port GEN

Link Status Link Down
Admin Status On v

Fiber Mode Fiber-Auto  ~
EEE Disabled v

‘ Apply | | Cancel ‘

3. If you need to modify the configuration of a port, just click the [Modify] on the

right side corresponding entry. to enter the modification interface and modify the
corresponding configuration item. Click the [Apply] to complete the modification,

and click the [Cancel] to cancel the modification.
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Item Description Notes
Port The name and number of the port
Link Status % Indicates that the port is linked up
g [Indicates that the port is linked down
Port Type Copper or Fiber Port
Rate The port working speed, unconnected port
is always displayed as 10M
Duplex The port working duplex mode, the
unconnected port always shows half
duplex
Item Description Notes
Port Read Only
Link Status Read Only
Admin Status ON/OFF Default: ON
Fiber Mode Fiber-Auto Default:
Fiber-100M Fiber-Auto
Fiber-1000M
EEE Energy Efficient Ethernet Default:
Enabled / Disabled Disabled

Remarks: Energy Efficient Ethernet (EEE) is an IEEE 802.3az standard that is designed
to reduce power consumption in ethernet
network during idle periods.

#E FizerRROAD

Expand] Collapse

Storm Filters
& hdvanced
+ L3 Config
+ Alarm
= PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Cenfig
+ Extended

Port

GE/

GE/2
GE/3
GEj4
GE/S
GE/6
GEfT
GE/8
GE/9
GEMNO

3.1.2 Base Configuration-Port-Description

Time: 00:15:15
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3.1.3 Base Configuration-Port-Statistics

IE FiBERROAD

00:15:44 nguage: | Auto v

Expand| Collapse
Davice Summary
+ System
+ Managamant
- Base Configuration
< Ports
Status And Setting
Description
Statistics
Sfp Information Rx Pouse Packets
Sfp Datail Information Drop Events
Traffic Fragmants
o VLAN
+ Qos
+ FOB Table = PortGE/3
oLy ~ Port:GE/4
Port Iaolate
Storm Filters ~ PortGE/S
i) = Port:GE/S
+ 13 Config
+ Mlarm
- PoE Management

Port Config
Smart Powar Conflg Rx Unicast Packets 14984 T Unicast Packats 22032

181996 Tx Bytes 3605822
380 Tx Packets 27426

292 Tx Unicast Packets 234
6 Ti Multicast Packets 8467
Tx Broadcast Packets 18725

Tk Discards Packets o

Rx Multicast Packets
Rx Broadcast Packats
Rx Discards Packets

Tx Pause Packets 0

Fes Errors a

olelelelxly

= Port:GE/2

* Port:GE/7
Rx Bytes 6208721 T Bytes 14875507
Rx Packets 4391 T Packets 22034

Time Range Config Rx Multicast Packets 8860 Tx Multicast Packets 576

Timing Supply Config Rx Braadcast Packats 20067 Tk Broadcast Packets 228
+ Extended a
Q

n

Configuration Steps

1. Select [Base Configuration / Ports / Statistics] to enter the port [Statistics] page
2. The [Statistics] shows each port statistical information. You can expand
corresponding port statistics by clicking * flag on the left of port entry, and click
cleared button on the right to clear the statistics of the port.

3. Click the [Refresh] to update the statistics of all ports. Click [Clear All] to clear the
statistics for all ports.

Item Description Notes
Rx / Tx Packets Total received / sent packets

Rx / Tx Unicast Packets Total received / sent unicast packets

Rx / Tx Multicast Packets Total received / sent multicast packets

Rx / Tx Broadcast Total received / sent broadcast packets
Packets

Rx / Tx Discards Packets Total received / sent discarded packets
Rx / Tx Pause Packets Total received / sent flow control packets
Drop Events Drop messages (interval sampling)

FCS Errors FCS error packet

Fragments Fragment packets (less than 64 bytes)
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IE FiBeRROAD
5‘::::"”‘ Port | Status | Wavelength(nm)  Distance(m)  Bit Rate(MBd) | Ethernet Codes | DOM Calibrated | Tx —_— ) Vnhag:wl ‘:m‘:(ma;wl
o S [ P T T T 2 T
3 boe comrton
i::‘s"w
ey
e
Timing Supply Config
Item Description Notes
Port The name of information Read Only
Status Removed / Inserted Read Only
Wavelength Operating Wavelength Read Only
Distance(m) SFP effective transmission distance Unit: Meter
Bit Rate N/A / Bit Rata Unit: MBd
Ethernet Codes N/A / Fiber-100M / Fiber-1000M Read Only
DDM N/A / Supported Read Only
Calibrated N/A / Internally / Externally Read Only
Tx Power(dBm) Transmitter optical power Unit: dBm
Rx Power(dBm) Receiver optical power Unit: dBm
Temperature(TC) SFP operating temperature Unit: C
Voltage(V) SFP Voltage Unit: vV
Crrent(mA) SFP Current Unit: mA

www.fiberroad.com
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3.1.5 Base Configuration-Port-SFP Detail Information

Running Time: 00:18:08 Save  Languags: [Auto  ~|  Logout

Expand | Collapse
= porscess

Status Inserted Ethernet Codes BASE-BX10 Mode Single Mode
‘Wavelengthinm) 1310 Distance(m) 20000 Bit Rate(MBd) 1300
Vandor Name OEM oul 00-00-00 PN SFP Transceiver
Varsion SN HW352107150386 Date 2021-0715
Connactor Type L DDM Supported Calibrated Intarnally

v Power(dBm) -501 Rx Power(dBm) “inf Temperature{°C) nas
Voltage(V) 328 Current(ma) 1080

~ Port:GE/10

Status Inserted Ethernet Codes 1000BASE-LX Mode Single Mode
‘Wavelengthinm) 1310 Distance(m) 20000 Bit Rate(MBd) 1300
Vendor Name OEM oul 00-00-00 PN SFR
Varsion 000 SN HW35207001557 Date 2020-07-04
Connector Type L DDM Supported Calibrated Internally

Tx Power(dBm) -7.00 Ry Power(dBm) -inf Temperature{°C) 2740
Voltage{v) 328 Current(mA) 930

Fotrash |

3.1.6 Base Configuration-Port-Traffic

Running Time: 00:18:20 Save  Language:|Auto v | Logout

100%)

B0r%)

| Refresh |

Remarks: Real-time traffic statistics of each ports.
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3.2 Base Configuration - VLAN
3.2.1 Base Configuration-VLAN-Basic Setting

fE FizerROAD

00:18:09

Expand| Collapse VLAN Setting
Device Summary Choose Range 1-200 ~[1 | Search | ('M'WLAN Port Member, "UVLAN Untagged Member)
# Syst vian Name GE/1 GE/2 GE/3 GE/4 GE/S GE/E GE/T GE/8 GE/9 GE/10

- Maragoment VLANT u u u u u u u u u u
- Base Configuration

+ Ports
= VLAN
Basic Setting
Port Setting
Double VLAN
# QOS
'+ FDB Table
Port Mirror
Port Isolate
Storm Filters
+ Advanced
* L3 Config
+ Aam
= PoE Management
Port Config
Smart Power Conflg
Time Range Config
Timing Supply Config
+ Extended

Configuration Steps

1. Select [Base Configuration / VLAN / Basic Setting] to enter the VLAN [Basic Setting]
interface.

2. On [Basic Setting] interface, you can view the related configuration information of
each VLAN. If you want to find information about a VLAN ID, select the range of the
VLAN ID in the drop-down box, enter the specified VLAN ID in the input box, and click
[Search].

3. To add, modify, or delete VLANS, click [Setting]. Enter the VLAN to be added,
modified, or deleted in the <VLAN list> box on setup interface. Then select Add,
Modify, or Delete. Click [Apply]. The setting and modification options can only modify
the VLAN name

Basic Setting
Created VLAN 1

VLAN List
Example:1-10,13,15-4094

® Add ' Delete ' Modify Name:

Apply Cancel

Item Description Notes
Choose Range

To search for a VLAN ID

1. Select the interval where the VLAN to be
searched in the interval selection box;

2. If you enter a specific VLAN ID in the
input box, for example 11, the information
bar with the VLAN number 11 turns yellow;
3. If there is no such VLAN, the
corresponding information is prompted.

Search
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Top Display the first page of VLAN information

Bottom Display the last page of VLAN information

Item Description Notes
It is to input the VLAN list to be set and

VLAN List Box supports multi-VLAN batch input, such as
1,2,3,4-10

To add the VLAN that is entered in the
VLAN list box. VLAN 1 is the default VLAN.
It already exists and does not need to be
created

Add

To delete the VLAN input in the VLAN list
Delete box. VLAN 1 is the default VLAN and cannot
be deleted.

To modify the VLAN input in the VLAN list
box. The VLAN name can be modified. The
new name needs to be entered in the
name box.

Modify

3.2.2 Base Configuration-VLAN-Port Setting

-

IE FiBerROAD

Expand| Collapse Created VLAN
Device Summary
+ System

Created VLAN

# Managemant Port VLAN Mode PVID  Tagged VLANS for hybrid / Permitted VLANS for trunk Untagged VLANS
= Base Canfiguration T
+ Ports
= VLAN
Basic Setting

Access

Port Satting Ll
Double VLAN GE/S 5
v QoS GE/6 Access 1
+ FOB Table GEfT =
Poet Miever GE/B
Port Isolate
Storm Filters
+ Advanced
+ L3 Config Relrash
+ Alarm
- PoE Management
Port Conflg
Smart Power Canflg
Time Range Config
Timing Supply Config
+ Extended

Configuration Steps

1. Select [Base Configuration / VLAN / Port Setting] to enter the VLAN Port Setting
interface.

2. 0On the [Port Setting] interface, you can view the VLAN related configuration
information of each port.

3. To modify the VLAN configuration of a port, click [Modify] in the corresponding
port display field to enter the port setting interface,

4. Select or fill in the configuration items that need to be modified and click [Apply].
There will be prompts if the configuration item is filled in incorrectly.
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trunk v

PVID <1-4094>
. | = -Apply H Cancel
Item Description Notes
Port Port Name Information
Port VLAN Mode
Access: Access mode
VLAN Mode Trunk: Trunk mode
Hybrid: Hybrid mode
PVID Port PVID <1-4094>
List of VLANs allowed to pass through the
port. It supports batch input of multiple
VLANs. For example: ‘1,2,3,4-10";
Add: Add the tagged VLAN to the port as the
input VLAN;
Delete: Delete the VLAN from the tagged
Tagged VLAN VLAN of the port;
Replace: Replace the original tagged VLAN of
the port with the input VLAN;
All created VLANSs: All the created VLANs are
tagged VLANSs of the port. Even if they are
created later, they will be automatically
added to the tagged VLAN of the port.
Port untagged VLAN list, supports multi-VLAN
batch input, such as: "1,2,3,4-10";
Add: Add the incoming VLAN to the untagged
Untagged VLAN VLAN of the port;

Delete: Delete the incoming VLAN from the
untagged VLAN of the port.

Replace: Replace the original untagged VLAN
of the port with the input VLAN.
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3.2.3 Base Configuration-VLAN-Double VLAN

EF\EEHRDAD
["Apply ] Rafiosh
Item Description Notes
Port Port Name Information Read Only
Mode Enabled / Disabled Default: Disabled
Outer PVID 1,33-46
Ingress Mode All / Tagged / Untagged Default : All
Egress Mode Tagged / Untagged Default: Untagged

3.3 Base Configuration-QOS
3.3.1 Base Configuration-QoS- Mapping -802.1p Priority
The 802.1p determines the packet's queue in the outbound port on the switch.

IE FiserR0AD
Running Time: 00:18:58 Save  Language: Auto  v| Logoul
802.1p Priority Mapping
8021p Priority |0 1 2 ia \s |s 7
LB(IIFWI!Y o 1 2 3 4 5 L3 7

[ Modiy |
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Configuration Steps

1. Select [Base Configuration / QOS / Mapping / 802.1p Priority] in the navigation bar
to enter the QOS [802.1p Priority] interface.

2. 0n the QOS [802.1p Priority] interface, you can view the mapping from 802.1p
priorities to local priorities.

802.1p Priority Mapping
802.1p Priority |0 1 2 3 4 5 6 7
Local Priority Q v 1 v 2 ~ 3 ~ 4 ~ 5 ~ 6 v 7

3. To modify the mapping relationship, click [Modify] and select the mapped local
priority for the corresponding 802.1p priority in drop-down list box.
Item Description Notes
Modify Mgdlfy the mapplng b.e.tween 802.1p
priorities and local priorities

3.3.2 Base Configuration-QoS- Mapping - DSCP Priority
DSCP is a 6-bit packet header value used for traffic classification and priority
assignment.

fE FizerROAD

Expand] Collapse DSCP Priority Mapping
Devics Summary DSCP Pricrity | 0 1 2 3 4 5 5
-Syatnen
+ Management
- Base Configuration
o Ports
- VLAN
Basic Setting
Port Setting

16 17 18 19 20 21 22 23

24 25 26 27 28 20 30 31

£ 3% 37 38 39

Mapping
802.1p Priority DSCP Priority a0 41
DSCP Priority Lecal Prierity

Local Priority DSCP Pricrity 28 18 50 51 52 53 54 55
+ Ports
+ FDB Table

a3 as a5 a6 47

DSCP Priority 56 57 58 59 60 61 62 63

Configuration Steps

1. Select [Base Configuration / QOS / Mapping / DSCP Priority] in the navigation bar
to enter the QOS DSCP Priority Mapping interface.

2. 0On the QOS [DSCP Priority] interface, you can view the mapping from DSCP
priorities to local priorities.

3. To modify the mapping relationship, click [Modify] and select the mapped local
priority for the corresponding DSCP priority in drop-down list box

Item Description Notes
Modify Mgd@ the mapping t?ety\{een DSCP
priorities and local priorities
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The local priority is assigned to the local clock and is used if needed when the data
associated with the local clock is compared with data on another potential

grandmaster (or the master) clock.

F._l;‘ ¥ : 12 ¥ : 2 t
i€ FiBeRROAD ———

ExsendiCollapse Local Pricrity Mapping
Device Summary Local Priority 0 1 2
#Systam Queue o 1 2
+ Management
- Base Configuration
+ Ports
= VLAN
Basic Setting
Port Setting
Double VLAN
&-qos
= Mapping
802.1p Priority
DSCP Priority
Local Priority
+ Ports
+ FDB Table

© Alarm
= PoE Management
Port Config
Smart Power Canfig
Time Range Config
Timing Supply Config
+ Extended

Time: 00:20:38 nguage: | Auto v

Configuration Steps

1. Select [Base Configuration / QOS / Mapping / Local Priority] in the navigation bar

to enter the QOS Local Mapping.

2. You can view the mapping from the local priority to the egress queue on the QOS

[Local Priority] interface.

3. To modify the mapping relationship, click [Modify] and select the mapped egress
queue for the corresponding local priority in drop-down list box.

Item Description

Notes

Modify the mapping relationship

Modify between the local precedence and the

egress queue
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3.4 Base Configuration-QoS- Ports

3.4.1 Base Configuration-QoS- Ports-Port Priority

Quality of Service (QoS) Port-based settings allow you to configure each port on the
device for QoS Local Area Network (LAN) settings using different priority levels for
network traffic. This allows the router to prioritize and handle traffic differently on
each port so you may get the best performance while connecting to a range of
devices.

fE FizerRROAD

Time: 00:20:51 Save  Language:|Auto  v|  Logout

Expand] Collapse Port Default Priority QOs Policy Schedule Mode Weights Setting
Device Summary GEN NONE sp Modity

+ System

+ Management

= Basa Configuration
 Ports
= VLAN GE/S

GEf2 NONE 5P Moty
NONE 5P Madify
NONE sp Madity

NONE 5P WMadiy

GE/3

GE/4

NONE s Madity
NONE E Modity
NONE s Madity
NONE s Madity

Basic Setting GE/6
Port Setting GE/T
Double VLAN aE8
o] GEfS
= Mapging
802.1p Priority
DSCP Priority
Local Priority
= Ports
Port Priority

GE/10 NONE sP Medity

Rate Limitation
+ FDB Table
Port Mirror
Port Isolate
Storm Filters
+ Advanced
+ 13 Config
+ Alarm
= PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Config
+ Extended

Configuration Steps

1. Select [Base Configuration / QOS / Ports / Port Priority] in the navigation bar to
enter the QOS [Port Priority] interface.

2. The QOS related configuration of the port can be viewed on the QOS [Port Priority]
interface.

3. To modify the QOS configuration of a port, click [Modify] on the corresponding
port display to enter the port setting interface, as shown in Figure 5.4.

4. Select or fill in the configuration items that need to be modified and click [Apply]
to confirm. There will be prompts if the configuration item is filled in incorrectly.

Port Priority

Port GE2 v

Default Priority 0 <0-7>

QO Policy NONE v

Schedule Mode SP v

Weights 1 [13 U5 U7 [11 (|25 ||31 ||44 | <1-127>

Apply Cancel
Item Description Notes
Port Port name information
Default Priority = The port default with priority Range <0-7>
NONE: indicates no policy. The port does not

QoS Policy have a policy by default.

COS: COS priority policy
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DSCP: DSCP priority policy

OS-DSCP: COS-DSCP priority policy

SP: Strict Priority scheduling strategy
Scheduling WRR: Weighted Round Robin scheduling
Mode strategy
WFQ: Weighted Fair Queue scheduling strategy
If the selected scheduling mode is WRR or
WEQ, you need to configure the weight of each
gueue, total 8 queues. To set 8 weights, the
weight of all queues must be 127.

Weights

3.4.2 Base Configuration-QoS- Ports-Rate Limitation

Port-based rate limiting allows you to limit the speed at which network traffic is sent
or received by a device that is connected to a port on your switch. Unlike 802.1p
Quality of Service (QoS), port-based rate limiting does not prioritize information
based on type. Rate limiting simply means that the switch will slow down traffic on a
port to keep it from exceeding the limit that you set. If you set the rate limit on a port
too low, you might see degraded video stream quality, sluggish response times
during online activity, and other problems.

fE FiBeRROAD

e 00:21:03

Expand] Collapse Port Ingress Rate Limitation Rate(Kbps) Egress Rate Limitation Rate(Kbps)
Loty GEN off N/A off N
+ System
+ Management
% Bas Canfiguration
+ Ports g
< VLAN GE/S
Basic Setting 6 off /A off N
Port Setting GE/7 off N/A off NiA
8
0

GEf2 off MNyA off M
GE/3 off N/A off N/ Modity
off N/A off N/A Madity
off N/A off NiA

Double VLAN off A off NfA
®-Qas off N/A off N/A
= Mapping
802.1p Priority
DSCP Priority
Local Priority
= Ports
Port Priority

GENO off /A off N/

Rate Limitatio
+ FDB Table
Port Mirror
Port Isolate
Storm Filters
+ Advanced
+ 13 Config
+ Alarm
= PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Config
+ Extended

Configuration Steps

1. Select [Base Configuration / QOS / Port / Rate Limitation] in the navigation bar to
enter the QOS [Rate Limitation] interface.

2. 0On the QOS [Rate Limitation] interface, you can view the related configuration of
the port's speed limit.

3. To modify the port's speed limit configuration, click [Modify] in the port display
column to enter the Rate Limitation setting interface.

4. Select or fill in the configuration items that need to be modified and click [Apply]
to confirm. There will be prompts if the configuration item is filled in incorrectly.
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Rate Limitation

Port GE/5 v
Ingress Rate Limitation On & Off <16-1000000>kbps
Egress Rate Limitation On ® Off <16-1000000>kbps
Apply Cancel
Item Description Notes
Port Port name information
Set the port's entry speed limit:
On: Enables the port to limit the rate
Ingress Rate of ingress. The rate limit ranges
Limitation from <16-1000000>

OFF: Close the port's ingress rate
limit

Egress Rate

Limitation

Set the port's output speed limit:

On: Enables the port to limit the rate of
egress. The rate limit ranges from <16-
1000000>

OFF: Close the port's egress rate limit

3.5 Base Configuration-FDB Table

3.5.1 Base Configuration-FDB Table- Configuration - Aging Setting

IE FisERROAD

Expand| Collapse
Device Summary
+ Systam
+ Managament
« Base Configuration
+ Ports
- VLAN
Basic Satting
Port Satting
Double VLAN
- qos
“ Mapping
802.1p Priority
DSCP Priority
Local Priority
= Ports.
Port Priority
Rata Umitation
- FDB Table
« Configuration
Aging Setting
Static MAC Entry.
Port Leaming Abllity
FOB Table
Dalate Entries
Port Mirrar
Port lsolate
Storm Filters
+ Advanced
+ L3 Config
+ Alarm
- PoE Management

Aging Satting
Aging Time(unitsecond) ®on O off| 300 <1-86400> Default:300second

Configuration Steps
1. Select [Base Configuration / FDB Table / Configuration / Aging Time] to enter the

[Aging Time]

interface.

2. The aging time related configuration of the FDB Table can be viewed in the [Aging
Time] interface.

3. If you need to modify the aging time configuration of the FDB Table, you can

modify the corresponding configuration in the aging time configuration box and click

[Applyl.
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Item Description Notes
The FDB Table aging time can be configured

via the radio button.

Enabled: The aging time is on. Range 1-86400

seconds, default value 300 seconds.

Disabled: The FDB Table never aging, but the

system resetting could clear the dynamic

forwarding entries.

Note: Default with Enable, 300 seconds.

Aging Time

IE £iBERROAD

Expand| Collapse
Device Summary
+ System Static MAC Entry
+ Management  Addse
= Base Configuration
+ Ports.
= VLAN
Basic Setting
Port Setting
Double VLAN
= Qos
- Mapping
802.1p Priority
DSCP Priority
Local Priority
= Ports.
Port Priority
Rate Uimitation
= FDB Table
= Configuration
Aging Setting
tatic MAC Ent

try
Port Leaming Abllity
FOB Table
Delete Entries
Port Mirror
Port Isolate
Storm Filters
+ Advanced
+ L3 Config
+ Marm
- PoE Management

Configuration Steps

1. Select [Base Configuration / FDB Table / Configuration / Static MAC Entry] to enter
the [Static MAC Entry] configuration interface.

2.0n FDB Table [Static MAC Entry] interface, you can view the static MAC related
configuration information of FDB Table,

3. If add a new static MAC address, click [Add] to enter the Static MAC configuration
interface. Fill in the corresponding configuration items and click [Apply] to complete
the addition. There will be prompts if the configuration item is filled in incorrectly.
4. If modify the static MAC address, select the corresponding static MAC address and
click [Modify] to enter [Static MAC Entry] interface. To modify the corresponding
configuration item, click [Apply] to complete the modification. There will be prompts
if the configuration item is filled in incorrectly.

5. If delete a static MAC, select the corresponding static MAC and click [Delete] to
delete the static MAC.

Item Description Notes
A valid unicast MAC address, format XXXXXX -

MAC Address XXX

VLAN A valid VLAN ID, rang 1-4094
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Port Select a specified port

IE FiBerROAD

Expand| Collapse Part Admin Status Laarning Number Satting
Davies Summary GEN on 8192

4 Systam

4 Management

Madiy
= Bass Configuration Uic L.~

8192
8192
8102
8192
8102
8192
8102

= VLAN GE/S

Double VLAN
- qos
= Mapping
802,1p Priority
DSCP Priority
Local Priority
= Ports
Port Priority
Rate Limitation
~ FOB Table
= Configuration
Aging Satting
Static MAC Entry
Port Learning Ability
FOB Table
Delete Entries.
Port Mirror
Port Isolate

2
a
glolololelglele

Storm Filters
+ Advanced
+ L3 Config
4 Aarm
= PoE Management

Configuration Steps

1. Select [Base Configuration / FDB Table / Configuration / Port Learning Ability] to
enter the [Port Learning Ability] interface.

2.0n the FDB Table [Port Learning Ability] interface, you can view the Port Learning
Ability related configuration information of FDB Table.

3. To modify the Port Learning Ability configuration, click [Modify] in the
corresponding port column to enter the port configuration interface.

4. Select or fill in the configuration items that need to be modified and click [Apply].
There will be prompts if the configuration item is filled in incorrectly.

Item Description Notes
Port Port name, selected modified port

Functional configuration of port learning,

configured via radio buttons.

ON: The Port Learning Ability is on. IS3000
Learning /152000 series range is 1-8192;

OFF: Closes the Port Learning Ability.

Note: The default is Enable with value

8192.

Remarks: The number of address learning is shared by all ports
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3.5.4 Base Configuration-FDB Table- FDB Table

The FDB (forwarding database) table is used by a Layer 2 device (switch/bridge) to
store the MAC addresses that have been learned and which ports that MAC address
was learned on. The MAC addresses are learned through transparent bridging on
switches and dedicated bridges.

IE FiBerRROAD

Running Time: 00:24:28 Save  Language:[Auto  v| Logout

| Index. MAG Address VLAN Port Type
o | 00017C-DEDIER ' GE dynamic
o |z 000311-112208 1 GE/? dynamic
EHE 00031C-0F3003 1 [oen | aynamic
EHD DOOBAB-APFFIF 1 I [ aynamsc
o |s D01893-1753E4 1 ag/7 aynamic
0 |s DO1893-1854E5 1 GE/? dynamic

) |7 DOIBYD-0ABBCA 1 GE/? dynami

L le DO204B-49FESI 1 0E/7 dynamil
o | DOEO4C-360160 0 Tog |
o |w» DOEDAC-3401AA 0 [oer | aynami
o [n DOE04C-373329 ] GE dynami

) [ DOEDAC-4BEIZ2 1 GE/? aynami
(m] I n DB6284-55303C 1 | BE/T | dynami
0 |u 089798-F37726 ! [oer | éynam
o [s T0ETCA-6C4BT4 ' GE ynami
O |u 201A06-BDO0AA 1 GE/? dynami
o |n 209BE4-123918 1 :uen | aynami

MNet |1 f4 [ Go First | Last ot Refrash

Configuration Steps

1. Select [Base Configuration / FDB Table / FDB Table] to enter [FDB Table] interface.
2. 0n the FDB Table interface, you can view the FDB Table information.

3. If delete a forwarding entry, select the corresponding forwarding entry or select it
all and click [Delete] to delete the entry.

3.5.5 Base Configuration-FDB Table- Delete Entries

i€ FiBerROAD

Running Time: 00:24:43 Save  Language: Auto  v|  Logout

MAC Doletion

Delete By ALL d
Dynamic or Statlc | Dynamic ] Static
VLAN 409

Port

Apply
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Configuration Steps
1. Select [Base Configuration / FDB Table / Delete] to enter the [Delete] interface.
2. If delete related entries in the FDB Table in batches, select the corresponding
remove condition in the MAC address deletion column, and then click [Apply].
Item Description Notes
All: Deletes all FDB Table entries.
VLAN: Specifies the VLAN ID to delete FDB Table
Delete By entries.
Port: Specify the port number to delete the FDB
Table entries.
Dynamic: Delete the dynamic FDB Table entries

Dynamic or that have been learned.

static Static: Delete manually added static FDB Table
entries.

VLAN Delete the forwarding entry of the specified
VLAN. The range is 1-4094.

Port Delete the forwarding entry of the specified port.

3.5.6 Base Configuration-FDB Table- Port Mirror

Port mirroring is used on a network switch to send a copy of network packets seen
on one switch port (or an entire VLAN) to a network monitoring connection on
another switch port. This is commonly used for network appliances that require
monitoring of network traffic such as an intrusion detection system, passive probe or
real user monitoring (RUM) technology that is used to support application
performance management (APM).

IE FiIBERROAD

Expand| Collapse Part Mirror Setting
Device Summary

+ System

+ Management

= Base Configuration
+ Ports

+ VLAN Saurce Egress Purts All cPU OEN BE/2 0E/3 OEfd 0E/S
+ QoS OE/B OE/Y BE/D
- FDB Table
+ Configuration
FOB Table
Delete Entries
Port Mirro
Port Isolate
Storm Filters
+ Advanced
+ L3 Config
+ Aarm
+ PoE Management
+ Extended

Configuration Steps

1.Select [Base Configuration / Port Mirror] in the navigation bar to enter the [Port
Mirror] configuration interface

2.Modify the port mirroring configuration information. Pull down and select to disable
or enable mirroring, select the mirroring destination port, check the ingress port and
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egress port, the ingress or egress cannot contain the destination port, and click [apply]
to submit the modification

Item Description Notes
Admin Status Select whether to enable port mirroring

Select the destination port for port mirroring via
drop-down box

Select the source port list in the ingress direction.

Monitor Port

Source Ingress It can be selected with the check button. (The
Ports source port list cannot contain the destination
port)
Select the source port list in the egress direction.
Source Egress It can be selected with the check button. (The
Ports source port list cannot contain the destination
port)

3.5.7 Base Configuration-FDB Table- Port Isolate

Port isolation allows a network administrator to prevent traffic from being sent
between specific ports. This can be configured in addition to an existing VLAN
configuration, so even client traffic within the same VLAN will be restricted.

IE FiBERROAD

Expand| Collapse
Device Summary
+ System Insiate Add
- Maragemant [
- Base Configuration Al
 Ports aalata Ports oen  Clogr cen  Uoen  Cogs  Coes  Cloen Cloens
+ VLAN ogn o
+ Qos Apply Cancol
= FDB Table
 Configuration
FOB Table
Delete Entries
Port Mirrar
Port Isolate
Storm Filters
+ Advanced
4 L3 Config
'+ Alarm
& PoE Managemant
'+ Extended

Configuration Steps

1.Select [Base Configuration / Port Isolate] in the navigation bar to enter the [Port
Isolate] configuration interface

2.Modify the port isolate configuration information. Pull down and select to Add or
Modify, enter Isolate ID, select a Isolate Ports, and click [apply] to submit the
modification.
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3.5.8 Base Configuration-FDB Table- Storm Filters

Broadcast filtering helps to prevent a broadcast storm, which is a massive
transmission of broadcast packets being sent by a single port to every port on a local
area network (LAN). Forwarded message responses can overload network resources,
slow regular network traffic, or cause the network to time out. Broadcast filtering lets
you limit the number of broadcast packets that each port sends. When you turn on
broadcast filtering, you have the option to set the storm control rate on each port of
your switch.

nEF\E!EF!F!OAD

Running Time: 00:26:08 save  Language:|Auto

Expand| Collapse Part
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+ Management
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+ QoS GE/S [ b off N/ off NiA Moy
= FDB Table O[T 0
* Configuration OEfe | O
FOB Table o
Delete Entries. o
Port Mirrar
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+ Advanced

'+ L3 Config

+ Alarm

'+ PoE Management
+ Extended

Configuration Steps

1. Select [Base Configuration / Storm Filters] in the navigation bar to enter [Storm
Filters] configuration interface.

2. The Storm Filtering interface displays broadcast storm filtering configuration
information for each port.

3. To modify the port storm filtering configuration information, click the [Modify] to
enter the [Storm Filters] modification interface, as shown in Figure 13.2. Enter valid
configuration parameters and click [Apply] to submit the changes. Click [Cancel] to
cancel the modification

Item Description Notes
Port Modify the configured port

ON- If you choose to enable, enter the
Broadcast corresponding rate suppression value, <16-
Packets 1000000>, and enter 16, unit is kbps

OFF

On - If you choose to enable, enter the
Unknown corresponding rate suppression value, <16-
Unicast Packets 1000000>, enter 16, unit is kbps

OFF

On - If you choose to enable, enter the
Unknown . ,
Multicast corresponding rate suppression value, <16-

1000000>, enter 16, unit is kbps
Packets

OFF
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I Chapter 4 Advanced Configurations

This chapter describes the advance configuration in detail, including but not limit to
the following:

o,
o

ACL

DHCP snooping
Multicast
GMRP

GVRP

EPRS

*

/)
S

*

o,
*

o,
£

o,
L

o,
L X

4. Advanced Configuration
4.1 Advanced Configuration - Ports - Ports Security

Port security is a layer-2 traffic control feature on Fiberroad Industrial switches. It
enables an administrator configure individual switch ports to allow only a specified
number of source MAC addresses ingressing the port.

fE FizerROAD

Running Tims: 00:26:26 Sava  Language [Auto_~| Logout

Expand| Collapse Port Mode Action State MACT MAC 2 MAC 3 Clear
Device Summary . e v

+ System

+ Management.

+ Base Configuration

= Advanced
& Ports GE/4

Port Security BE/5

* ACL GE/
+ DHCP snooping GEfT

GEf8

GE/1
GE/2
GE/3

000000-000000 000D0D-000000

Hon-Execution

000000-000000 000000-D00000

000000-000000 000000-000000

<Jfl<lfl</|Lef|[<)] <

+ Multicast

+ GMRP

+ GVRP

+ 802.1%

+ Link Aggregation
* Loopback

v TP

+ ERPS

GEfS
GE/10

Han-Execution 000000-000000

3| (K3 | K3 (3} K3

000000-000000 000000-000000

Hon-Execution 0000

Apply | Refresh

Note:If you wanl 10 modify 1he mode, you Must enabie the portfeaming abilty and sst te leaming rumber 10 8192,

+ L3 Config
+ Alarm

+ PoE Management
+ Extended

Configuration Steps

1.Select [Advance] in the navigation bar to enter the [Port Security] configuration
interface

2.Modify the Port Security configuration information. Pull down and select to disabled
or enabled mode, select the action, enter the number of MAC addresses to be secured
on a port, and click [apply] to submit the modification.

Item Description Notes
Mode Enable port security on the desired ports. If

desired, specify the secure MAC address.
Action Trap/Shundown/Trap&Shundown/Drop/Trap&Drop
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MAC 1/MAC You can add MAC address to the list of secure
2/MAC 3 address

Remarks: If you want to modify the mode, you must enable the port learning ability
and set the learning number to 8192.

4.2 Advanced Configuration - ACL

4.2.1 Advanced Configuration - ACL - ACL Group Setting

The Groups for ACLs feature lets you classify users, devices, or protocols into groups
and apply those groups to access control lists (ACLs) to create access control policies
for those groups.

fE FiBeRROAD

Running Time: 00:26:40 Save  Language: Auo  v| Logout

Expand| Collapse
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Configuration Step
1. Select [Advanced / ACL / ACL Group Setting] in the navigation bar to enter the ACL
interface.
2. The ACL information will be added in [ACL Group Setting] interface.
3. Add an ACL Group: click [Add] to enter [ACL Group Setting] interface, An ordinal
number (0-3999) is assigned to the group. Set a name for the group, not repeatable.
Then select the port and bind to the group. It is not workable if port binding not
done. Click [Apply] to complete the configuration.
4. Modify an ACL Group Configuration: select an ACL group and click [Modify] to enter
the [ACL Group Setting] interface. Fill in the required configuration items, and click
[Apply] to complete the configuration.
5. Delete an ACL Group Configuration: select an ACL group and click [Delete] to delete
the configuration.

ACL Group Setting

Index <0-3999>

Group Name
All GE/ GE/2 GE/3 GE/4 GE/S

Binding Ports GE/6 GE/7 GE/8 GE/9 GE/10
(Leave Binding Ports empty to disable the ACL Group.)
Apply Cancel
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Item

Description Notes

Index

ACL group index, range <0-3999>, divided into 4

matching groups L2, L3 / L4, Source L2 / L3/ L4,
Destination L2 / L3/ L4. The matching items
supported by each matching group are as follows:
L2: Source MAC, Destination MAC, Ethernet type,

VLAN, IP protocol, range 0-999.

L3/ L4: VLAN, Source IP, Destination IP, Source IP
port, Destination IP port, IP protocol, range 1000-
1999.

Source L2/ L3/ L4: Source MAC, Ethernet type,

VLAN, Source IP, Source IP port, IP protocol, range

2000-2999.

Destination L2 / L3 / L4: Destination MAC,
Ethernet type, VLAN, Destination IP, Destination
IP port, IP protocol, range 3000-3999.

Group Name

The Group name must be unique and string
format, ASCII code A-Z, a-z,0-9, _, no more than 32
characters.

Binding Ports

An ACL is applied to a certain port or some port,
then the bound port ACL becomes effective.

4.2.2 Advanced Configuration - ACL - ACL Rule Setting

ACLs are a collection of permit and deny conditions, called rules, that provide
security by blocking unauthorized users and allowing authorized users to access
specific resources. ACLs can block any unwarranted attempts to reach network

resource

@ FRIM3.
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Configuration Step

1. Select [Advanced / ACL / ACL Rule Setting] in the navigation bar to enter the ACL
Rule view interface.

2. In Select Range, select the interval of the group in the first drop-down list, and
select a specific group within the group interval in second drop-down list. The next
two lines show the selected group name and the port that the group binds. The table
shows the ACL rules that the group has configured. Click the icon ® in the filter rule
bar to expand and view the specific content of the filter rule, the icon changed to be
=

ACL Group Information

Choose Range [0-099 vl v

[J | Index Action Filtering Rule

3. Add an ACL Rule: click [Add] to enter the ACL rule setting interface.One of the
filtering rules can be selected by selecting different filters via the drop-down list,
and then the corresponding filtering items will be automatically generated for
users to fill in. You can also remove the filter items by the [Delete] on the right
side. Fill in the required configuration items, and click [Apply] to complete the

configuration.
ACL Rule Setting

Index <0-65535>
Action * Drop Permit ') Redirect| GE/1
Filtering Rule - M
Apply Cancel

4. Modify an ACL Rule: select an ACL and click 'Modify' to enter the [ACL Rule Setting]
interface. Fill in the required configuration items, and click 'Apply' to complete the
configuration.

5. Delete an ACL Rule: select an ACL and click 'Delete’ to delete the configuration.

ACL Rule Setting

Index :<0-65535>
Action ® prop O permit O Redirect
Filtering Rule
IP Protocol @ icve O1gmp O1cp O upp ‘m|
Source MAC @ any O XXXXXX-XXXXX MAsk: FFFFFF-FFFFFF | Delete |
Destination MAC ® any O XXXXXX-XXXKX MAsk: FFFFFF-FFFFFF | Delete |
VLAN ®any O <1-4094> | Delete |
Ethernet Type @y O Hex | Delete |
Apply I Cancel
Item Description Notes
Index ACL Rule Index

When the message conforms to the filter rule, the
action includes:

Action Allow

Discarded

Redirect to the destination port

ACL filtering rules include:

Source MAC

Destination MAC

IP Protocol

Filtering Rule
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Ethernet type

VLAN

The filtering items can be filtered by a range via
setting the mask.

Note: When the match mask is 1, it is
matched. Not matched at 0

Item

Description Notes

Sources MAC

Format xxxxxx-xxxxxx, support the mask, default
mask ffffff-ffffff

Destination MAC

Format xxxxxx-xxxxxx, support the mask, default
mask ffffff-ffffff

IP Protocol Only supports TCP, UDP, ICMP, IGMP currently

Ethernet Type Hexadecimal format, support mask, default mask
FFFF

VLAN <1-4094>

4.3 Advanced Configuration - DHCP snooping
4.3.1 Advanced Configuration - DHCP snooping - Global Setting
DHCP snooping is a security feature that acts like a firewall between untrusted hosts
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unning Time: 00:27:03 Save  Language: Auo  v| Logout

Configuration Steps

1. Select [Advanced / DHCP Snooping / Global Setting] in the navigation bar to enter
the [Global Setting] interface of DHCP snooping.
2. The global configuration information can be viewed in of DHCP snooping [Global

Setting] interface.

3. To modify the global configuration of DHCP snooping in the DHCP snooping global
configuration box, click [Apply].
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DHCP snoopoing Global Setting
Admin Status Ooff

DHCP option 62 o
Aoy
Item Description Notes
paminstatus Ol S0 O0CE Sonnre e o
ohcpaption sz Q1 e
4.3.2 Advanced Configuration - DHCP snooping - Port Setting
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= DHCP snooping
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Configuration Steps

1. Select [Advanced / DHCP Snooping / Port Setting] in the navigation bar to enter the
DHCP snooping [Port Setting] interface.

2. The port configuration can be viewed in the DHCP snooping [Port Setting]
interface.

3. To modify the DHCP snooping configuration for a port, click the [modify] to enter
the port configuration interface, as shown in figure 17.2.

4. Select or fill in the configuration items that need to be modified, and click [Apply]
to make effective. There will be prompts if the configuration items are incorrectly
filled.

Item Description Notes
Port The name of information
Yes: Set as trust port
Trust
No: Set as untrust port
Circuit ID Default by global agent circuit ID
Remote ID Default by global agent remote ID
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4.3.3 Advanced Configuration - DHCP snooping - Binding Table

nding Table X

<« 192.168.1.92
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+ Management.
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Configuration Steps

1.Select [Advanced / DHCP Snooping / Binding Table] in the navigation bar to enter
the DHCP snooping [Binding Table] interface.

2.All bind list information can be viewed in the DHCP snooping [Binding Table]
interface.

3.Click [Refresh] to update all DHCP snooping bind list information.
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4.4 Advanced Configuration - DHCP Server

4.4.1 Advanced Configuration - DHCP Server - Global Setting

A DHCP Server is a network server that automatically provides and assigns IP
address, default gateways and other network parameters to client devices. It relies
on the standard protocol know as Dynamic Host configuration protocol or DHCP to
respond to broadcast queries by clients.

obal Setting %

IE FiBERROAD

Expand| Collapse DHCP server Global Settin
Devica Summary
+ System
+ Management
+ Base Canfiguration Apply
= Advanced
. IP Interfaces. Status Setting
Port Security p0 Disatled Modity
- ACL
ACL Group Setting
ACL Rule Setting
 DHCP snooping
Global Setting
Port Setting
Binding Table
= DHCP Server
Global Setting
1P Address Pool
1P Address Lease Informat
+ Multicast
+ GMRP
+ GURF
+ B02.1%
+ Link Aggregation

Admin Status Disabled

Lease Times({unit:minutes) +30-525600> Default-30minutes.

# Loopback
% 5T
+ ERPS
L3 Config
+ Alarm
+ PoE Management
+ Extended

Configuration Steps

1.Select [Advanced / DHCP Server / Global] in the navigation bar to enter the DHCP
Server[Global Setting] interface.

2.The DHCP server global setting admin status can be enabled/disable, and enter

the lease times.

Remarks: 1. This DHCP-assigned IP address is not permanent and expires in about
24 hours.

3, Click [Modify] to modify IP interface individually.

Setting

IP Interfaces

| Apply || Cancel |
Item Description Notes
Admin Status Ena!oled / Disabled DHCP server global Default: Disabled
setting
Lease time <30-525600> Default:30minutes
Status Enabled / Disabled IP interface Default-30minutes

individually
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4.4.2 Advanced Configuration - DHCP Server - IP Address Pool

Each DHCP address pool has a group of assignable IP addresses and network
configuration parameters. The DHCP server selects IP addresses and other
parameters from the address pool and assigns them to the DHCP clients.

fE FieerROAD

Running Time: 00:27:48 Save  Language'[Auto_v| Logout

Expand] Collapse

Configuration Steps

1.Select [Advanced / DHCP Server / IP Address Pool] in the navigation bar to enter
the DHCP Server[IP Address Pool] interface.

2. All IP Address Pool information can be viewed in the DHCP Server [IP Address
Pool] interface.

3, Click [Add] to add IP address pool individually. Click [Apply] to complete the
configuration.

Item Description Notes

Pool Name The name information of IP address pool ~ Default: None

IP Interface Select a needed IP interface Default: None

Start IP Address Start IP Address in the IP address pool Default: None

End IP Address End IP Address in the IP address pool Default: None

Subnet Mask Subnet Mask of IP address Default: None

Lease Times No Default: None
Yes: <30-525600> minutes

Default Gateway No Default: None
Yes IPv4(A.B.C.D)

DNS Server No Default: None
Yes IPv4(A.B.C.D)

Secondary DNS No Default: None

Server Yes IPv4(A.B.C.D)

Static IP Address  Add Static IP Address as needed Default: None
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4.4.3 Advanced Configuration - DHCP Server - IP Address Lease Information
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Configuration Steps

1.Select [Advanced / DHCP Server / IP Address Lease Information] in the navigation
bar to enter the DHCP Server [IP Address Lease Information] interface.

2. All IP Address Lease Information can be viewed in the DHCP Server [IP Address
Lease Information] interface.

3, Click [Refresh] to refresh the list of the information.
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4.5 Advanced Configuration - Multicast

4.5.1 Advanced Configuration - Multicast - Manual Address Setting

Multicast is the delivery of information to a group of destinations simultaneously,
using the most efficient strategy to deliver messages over each link of the network
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Configuration Steps

1.Select [Advanced / Multicast /Manual Address Setting] in the navigation bar to
enter the Multicast [Manual Address Setting] interface.

2. All manual address can be viewed in the Multicast [Manual Address Setting]
interface.

3, Click [Add] to manual add MAC address and VLAN for corresponding ports.4, Click
[Apply] to complete the configurations
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4.5.2 Advanced Configuration - Multicast - IGMP snooping Global Setting
IGMP snooping is the process of listening to Internet Group Management
Protocol(IGMP) network traffic to control delivery of IP multicasts.

FR7M13208

L ]
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Configuration Steps

1. Select [Advanced / Multicast / IGMP snooping / Global Setting] in the navigation
bar to enter the [Global Setting].

2. You can view the global configuration of IGMP snooping on the IGMP snooping
global interface.

3. If you need to modify the global configuration of IGMP snooping, you can modify
the corresponding configuration in the configuration box, and then click [Apply].

Item Description Notes
Enabled: Enable the IGMP snooping function Default:
Disabled: Disable IGMP snooping function Disabled
Blinding VLAN List of VLANSs to be bound

Select the operation for the VLAN and enter the

list of VLANs to add or remove:
Add or Remove  Add: Add a VLAN. The format is as follows: 1-
VLAN 10,13,15-4094;

Delete: Delete the VLAN. The format is as

follows: 1-10,13,15-4094.

Admin Status

Route Port Valid aging time of routed ports, range 30-300.

Aging Time The default is 105. The unit is seconds.

Host Port Aging  Effective host port aging time, range 60-600. The  Unit:
Time default is 260. Second

4.5.3 Advanced Configuration - Multicast - IGMP snooping VLAN setting
To run the IGMP Snooping querier on a VLAN, you have to enable it globally and on
the VLAN. To enable IGMP snooping on a specific VLAN, use the IP IGMP snooping

www.fiberroad.com 63 I



WebGUI User Manual

VLAN enable command in switch configuration mode.

LAN
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Configuration Steps
1. Select [Advanced / IGMP Snooping / VLAN Settings] to enter the VLAN Settings

VLAN Router Ports Fast Leave Querier Querier Interval(s) Querier Source IP Address Setting
1 Dynamic Disabled Disabled Modify
| Prev | Next 1 M Go | Home | Tail | Bulk Configuration

2. The IGMP snooping [VLAN Settings] interface displays all the VLAN configuration
information of IGMP Snooping.

3. Modify individual bound VLAN configuration information. After entering the [VLAN
Settings] interface, click the [Modify] to enter the modification interface, as shown in
Figure 12.2. Enter valid configuration parameters and click [Apply] to submit the
modification. Click [Cancel] to abandon the modification.

VLAN Setting

VLAN 1 <1-4094 >

Router Port Mode Dynamic v

Fast Leave Disabled A

Querier Disabled v

Querier Interval 60 s <30-120=>s

Querier Source IP Address 0.0.0.0 ABCD
Apply Cancel

4. Bulk VLAN configuration information in batches. After entering the [VLAN Setting],
click the [Bulk Configuration] at the bottom of the page to enter the [VLAN Bulk
Configuration], as shown in Figure 12.3. Enter valid configuration parameters and
click [Apply] to submit the modification. Click [Cancel] to abandon the modification.

VLAN Bulk Configuration

AR Example:1-10,13,15-4094
Router Port Mode Dynamic
Fast Leave Disabled
Querier Disabled

Apply /| Cancel
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Item Description Notes

VLAN VLAN being configured

Select the mode of the routed port in this VLAN.
Use the drop-down box to modify it.

Dynamic

Static - If you choose the static routing port
mode, you still need to select specific routing
ports.

It can be selected with the check button.

RouterPort
Mode

Select whether to enable the quick leave mode

under this VLAN. Use the drop-down box to
Fast Leave Mode modify it.

Disabled

Enabled

Select whether to enable the querier function in
this VLAN. Use the drop-down box to modify it.
Disabled

Enable - If the querier is enabled, you need to set
the corresponding querier interval and query
source [P address.

Querier

The query interval of the querier is 30-120

uery Interval
Query seconds.

Set the source IP address of the query message
sent by the querier. The valid unicast address is
“192.168.1.11"."0.0.0.0" is also available

Queryer Source
IP Address

4.5.4 Advanced Configuration - Multicast - IGMP snooping IP Groups
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Configuration Steps
Select [Advanced / IGMP snooping / IP Groups] in the navigation bar to enter the
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IP Group interface.
The IGMP snooping [IP group] interface displays the IP group information
maintained by IGMP Snooping and can be refreshed by clicking the [Refresh].

IGMP snooping MAC Groups

4.

5.5 Advanced Configuration - Multicast -
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Configuration Steps

1. Select [Advanced / IGMP Snooping / MAC Groups] in the navigation bar to enter
the MAC Group interface

2. The IGMP snooping [MAC Group] interface displays the MAC group information
maintained by IGMP Snooping. Click the Refresh button to refresh.

IGMP snooping Multicast Table

4.5.6 Advanced Configuration - Multicast -

able %+
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Configuration Steps

1. Select [Advanced / IGMP Snooping / Multicast Table] in the navigation bar to enter
the Multicast Table interface

2. The IGMP snooping [Multicast Table] interface displays the Multicast Table
information maintained by IGMP Snooping. Click the Refresh button to refresh.

4.6 Advanced Configuration - GMRP

4.6.1 Advanced Configuration - GMRP- GMRP Setting

GARP Multicast Registration Protocol (GMRP) is a Generic Attribute Registration
Protocol (GARP) application that provides a constrained multicast flooding facility
similar to IGMP snooping. GMRP and GARP are industry-standard protocols defined
by the IEEE 802.1
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Configuration steps

1. Select [GMRP / GMRP Setting] in the navigation bar to enter the GMRP
configuration interface.

2. You can view the global configuration of GMRP in the [GMRP Global Settings]
interface

3. If you need to modify the global configuration of GMRP, modify the corresponding
configuration in the GMRP global configuration box, and then click <Apply>.

Item Description Notes
Admin Status GMRP global enable switch. Default:
Enabled: Enable GMRP function; Disabled
Disabled: Disable the GMRP function.
Hold Time Hold timer period, the range is 100-32760 (ms), <2
the default value is 100ms;
Join Time Join timer period, the range is 100-32760 (ms), <2
the default value is 200ms;
Leave Time Leave timer period, the range is 100-32760 (ms), Leave Time
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the default value is 600ms < Leave All
Time
Leave All Time Leave all timer period, the range is 100-32760 Leave Time
(ms), the default value is 10000ms; < Leave All
Time

GMRP Port Mode Configurations,
1.If you need to modify the Port Mode of GMRP, Click [modify] to select GMRP Mode
as Normal , Fixed, Forbidden

GMRP Port Mode

Port
GMRP Mode O normal O Fixed @ Forbidden
| Apply | Cancel |
Item Description Notes
Port \ Port name of information
GMRP Mode \ Normal, Fixed, Forbidden Default: Forbidden

4.7 Advanced Configuration - GVRP

4.7.1 Advanced Configuration - GVRP - GVRP Setting

Same as GMRP, GVRP (GARP VLAN Registration Protocol) is a VLAN registration
protocol based on GARP (Generic Attribute Registration Protocol), which is used to
register and deregister VLAN attributes

<« 192.168.1.92
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Configuration Steps

1.Select [GVRP/GVRP configuration] from the navigation bar to enter the GVRP
configuration interface.

2.The global configuration of GVRP can be viewed in the [GVRP global Settings]
interface,
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3.To modify the GVRP global configuration, modify the corresponding configuration
in the GVRP global configuration box, and then click < apply >.

Item Description Notes
GVRP global enable switch. ;
Admin Status Enabled: Enable GVRP function; IZD):ESF:\;LIIETD
Disabled: Disable the GVRP function.
. Hold timer period, the range is 100-32760
<
Hold Time (ms), the default value is 100ms; <2
A Join timer period, the range is 100-32760
<
el (ms), the default value is 200ms; =2
Leave Time Leave timer period, the range is 100-32760 LEAVE TIME <
(ms), the default value is 600ms LEAVE ALL TIME
Leave all timer period, the range is 100- LEAVE TIME <

Leave All Time .7, (ms), the default value is 10000ms; ~ LEAVE ALL TIME

GVRP Port Mode Configurations,
1.1f you need to modify the Port Mode of GVRP, Click [modify] to select GVRP Mode
as Normal, Fixed, Forbidden

GVRP Port Mode
Port GE/M v
GVRP Mode () Normal ) Fixed (® Forbidden
| Apply || Cancel |
Item Description Notes
Port Port name of information
GVRP Mode Normal, Fixed, Forbidden Default: Forbidden
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4.8 Advanced Configuration - 802.1X
4.8.1 Advanced Configuration - 802.1X - Authentication Server

IEEE 802.1X is an IEEE Standard for port-based Network Access Control (PNAC). It is
part of the IEEE 802.1 group of networking protocols. It provides an authentication
mechanism to devices wishing to attach to a LAN or WLAN.

fE FizerROAD

Expand| Collapse Radius Authentication Server Configuration

Configuration Steps

1. Select [Advanced / 802.1X / Authentication Server] in the navigation bar to enter
Radius Authentication Server Configuration.

2. Check the configuration information in the interface

3. To apply the Authentication Server configuration, click [Apply] in the Authentication
Server configuration box.

Item Description Notes

Host The IP of Radius Authenticated Server, IPv4 and
Dotted decimal format

Port Number The port of Radius Authenticated Server, Default:1812
range<1-65535>, default with 1812

Shared Key Must be consistent with Radius server,

otherwise it can not pass authentication.
String format, only contain letters, numbers,
underscores, and the length cannot be more
than 20 byte

www.fiberroad.com 70 I



192.168.1.92

fE FizerROAD

Expand] Collapse

Authentication Server
Global Setting
Port Configurations
User Authentication Info
+ Link Aggregation
+ Loopback
wsTP
'+ ERPS
# L3 Config
+ Alarm
+ PoE Management
+ Bxanded

4.8.2 Advanced Configuration - 802.1X - Global Setting

WebGUI User Manual

Running Time: 00:30:22

0 <1-120> Default-30

Configuration Steps

1. Select [Advanced / 802.1X / Global Setting] in the navigation bar to enter the [Global

Setting] interface.

2. The global configuration information can be viewed in the interface.

3. To modify the global configuration in the Global Configuration box, click [Apply].

Item Description Notes

Admin Status Disabled: Disabled Global 802.1X Default:

Enabled: Enabled Global 802.1X Disabled
Reatuthentication Disabled: Disabled re-authentication Default:

Enabled: Enabled re-authentication Disabled
Quiet Function Disabled: Disabled quiet function Default:

Enabled: Enabled quiet function Disabled
Authentication Method EAP/PAP/CHAP
Tx Period (Unit:Second) 1-120 Default: 30
Supplicant Timeout )
(Unit: Second) 1-120 Default: 30
Server Timeout .
(Unit:Second) 1-120 Default: 30
ReAuthentication Period Default:
(Unit:Second) 60-7200 3600
Quiet Period .
(Unit:Second) 10-3600 Default: 60

www.fiberroad.com

71 |



WebGUI User Manual

4.8.3 Advanced Configuration - 802.1X - Port Configurations

fE FizerROAD

ning Time: 00:30:33 Sava  Language [Auto_~| Logout

Expand| Collapse Port Admin Status Authentication Contral Authentication Mode
Device Summary oEN

+ System

+ Management

+ Base Configuration

= Advanced =
& Ports GE/S
# ACL oEfs
+ DHCP snooping GE/T
+ DHCP Server .

oEf?
GE/10

ax Host Number Setting

isabled Auto PortBase Modify

GE/2 isabled Auto PortBaset Madify

GEM abled Auto PortBass Modify

isabled Aute PortBase:
sabled Auta PortBase Modiy
isabled Aute PeriBase Modify
sabled Aute PortBase Moy
ssblod futo PortBass Wadiy

T
",
[
e
]
B Modify
[
[
8
[
isablod Aute PortBase ]
]

Modify

isabled Auto PortBase Modify

GMRF Setting
= GVRP
GVRP Setting
= 802.1%
Authentication Server
Global Setting
Port Configurations.
User Authentication Info
+ Link Aggregation
+ Loopback
v sTR
'+ ERPS
# L3 Config
+ Alarm
+ PoE Management
+ Extended

Configuration Steps

1. Select [Advanced / 802.1X / Port Configurations] in the navigation bar to enter the
[Port Configurations] interface.

2. On the [Port Configurations] interface, you can view the configuration information
of each port, the current 802.1X configuration information of each port is displayed.
3. To modify the configuration of a port, simply click the [Edit] in corresponding entry
to enter modification interface, as shown in Figure 10.4. Modify the corresponding
configuration item, click the [Apply] to complete the modification, and click the
[Cancel] to cancel the modification.

802.1X Port Configurations

Port GE/5

Admin Status Disabled v

Authentication Control Auto v

Authentication Mode PortBased ¥

Max Host Number 8 <1-8> Default:8
Apply Cancel

Remarks: When the 802.1X port is configured to authentication mode, all
authenticated users will go offline and re-authentication is required to access the
network.

Item Description Notes
Port Selected port configurations

. Enabled: Enabled port 802.1X Default:
Admin Status Disabled: Disabled port 802.1X Disabled

Auto: You cannot access the network before
authentication. You can access the network
Authentication after passing the authentication.
Control Forced-Authentication: Always have access to
the network
Forced-Unauthentication: Always cannot
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access the network

PortBased: After a user is authenticated, all
Authentication users can access the network.
Mode MacBased: All users need to be authenticated
individually to access the network.
There is maximum number of authenticated
hosts supported by the port. Authentication Default: 8
will fail if this number is exceeded.

Max Host
Number

4.8.4 Advanced Configuration - 802.1X - User Authentication Info

@ FR-7M3208

€« (s 192.168.1.92,
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Running Time: D0:30:48 Save  Lenguage Aula  v| Logout
Expand| Collapse Expand | Callapse

b L ~ PortGEN
+ System
+ Management

+ Base Configuration ~ PortSE/1
= Advanced

~ PortGE/2

= PoriGE/d
BACL B PortGE/S
+ DHCP snooping =~ PortGE/6
~ PortGE/?

- GMRP = PoriGE/8
GMRP Setting ~ PortGEM
= GVRP
GVRP Setting
= 802.1% Refrazh
Authentication Server
Global Setting
Port Configurations
User Authentieation Info
+ Link Aggragation
+ Loopback
* sTP
+ ERPS

~ PartGE/ID

+ L3 Config

* Alarm

 PoE Management
+ Extended

Configuration Steps

1. Select [Advanced / 802.1X / User Authentication Information] in the navigation bar
to enter the [User Authentication Information] interface.

2. Click [Expand] in the upper left corner to expand the user authentication
information for all ports, and click [Close] to close the user authentication
information for all ports. Click the Hlicon to expand the user authentication
information for the corresponding port, and click the Hlicon to close the user
authentication information for the corresponding port.

3. The authentication information of the user can be viewed on this interface: user
name, client MAC address, and the time the authentication passed.

4. Click [Refresh] to refresh the current user authentication information.
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4.9 Advanced Configuration - Link Aggregation

4.9.1 Advanced Configuration - Link Aggregation - Global Setting

Link aggregation is a way of bundling a bunch of individual (Ethernet) links together
so they act like a single logical link.

+

192.168.1.92

IE FiBERROAD

Expand| Collapse LACP Setting
Device Summary

# Syctem

+ Management

# Basa Configuration

- Advanced Aory

001893125440

32768

B Source Port & Saurce MA

+ Ports
+ ACL
+ DHCP snaoping

Groug ID Group Mode Minimur Link Number Maximum Link Number MemberPorts  Valid Port List

+ DHCP Server
+ Multicast
= GMRP
GHRP Satting
= GVRP
GVRP Setting
+ B02.1%
= Link Aggregation
Global Setting
Port Configurations.
Aggregats Information
+ Loopback
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- ERPS
+ L3 Config
+ Alarm
+ PoE Management
+ Extended

Configuration Steps

1.Select [Advanced / Link Aggregation / Global Setting] in the navigation bar to enter
the [Link Aggregation / Global Setting] interface.

2.The link aggregation global configuration can be viewed in the link aggregation
global setting interface.

3.To modify the global configuration of link aggregation, modify the corresponding
configuration in the LACP (Link Aggregation Control Protocol) configuration box, and
then click [Apply]

4.If you want to add an aggregation group, click [ set], as shown in figure 14.2. click

[Apply].

Item Description Notes
System MAC

Set the link aggregation system priority,
range 0-65535, the smaller the better.
The system supports one or more to
compute the load ports according to the
source port, source MAC, destination MAC,
source IP, destination IP, source IP port and
destination IP
Group ID Aggregation Group ID information

Set Aggregation Group Mode

Manual: Manual mode, the port of the
Group Mode aggregation group member is manually
configured and the port LACP protocol is
closed.

System Priority Default: 32768

Distribution
Algorithm
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Static: Static mode, the port of the
aggregation group member is manually
configured and the port LACP protocol is on.
The active ports minimum number of
aggregation group configuration, ranging <0-
8>, and the value cannot exceed the
maximum number of links.

The active ports maximum number of
aggregation group configuration, ranging <0-
8>, and the value cannot be less than the
minimum number of links.

Member Port Member port of aggregation group

List configuration

Minimum Port

Maximum Port

4.9.2 Advanced Configuration - Link Aggregation - Port Configuations

<« 192.168.1.92
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=
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GMRF Setting
= GVRP
GRP Setting
* 802.1%
= Link Aggregation
Global Setting
Port Configurations
Aggregate Information
 Loopback
* STP
* ERPS
+ L3 Config
+ Alarm
+ PoE Management
+ Extended

Configuration Steps

1. Select [Advanced / Link Aggregation / Port Configurations] in the navigation bar to
enter the link aggregation [Port Configurations] interface.

2.In the link aggregation [Port Configurationslinterface, you can view the link
aggregation related configuration of the port.

3. If the link aggregation configuration of the port needs to be modified, click the
[Modify] to enter the port configuration interface.

4. Select or fill in the configuration items that need to be modified, and click [Apply]
to make effective. If the configuration items are incorrectly filled, there will be
corresponding prompts.

Item Description Notes
Port Name of port
Group ID The Port ID of aggregation group
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Priority Port link aggregation priority, range <0-65535>

Default:32768

Enter a value to configure the LACP actor
admin key that is used while port participates
in dynamic aggregation selection. Rang:<0-
65535>

Port master-slave mode in LACP protocol
Active: Active mode, the port send protocol
messages automatically when LACP protocol
enabled.

Passive: Passive mode, the port will not send
protocol messages automatically, but only
send when received protocol messages.
Enabled: Enabled LACP on port

Disabled: Disabled LACP on port

Admin Key Default: 0

LACP Mode Default: Active

LACP Admin
Status

Default:
Disabled

4.9.3 Advanced Configuration - Link Aggregation - Aggregation Information

192.168.1.92 # W O € [ Updat
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Device Summary
+ System
'+ Management
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- Advanced
+ Ports
+ ACL
+ DHCP snaoping
+ DHCP Server
+ Multicast
= GMRP
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+ 802.1%
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Global Setting
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L3 Config

~ PortGEN
~ PortGE/2

~ PortGE/3

Lacp Actor Information:

LACP enabled
Priority
Operate Key

Selected

Lacp Partner Information:

System MAC
Port name

Operate key

State

~ PartGE[d
- PartGE/S
~ PortGE[4
- PortGE/T

- PartGE[8

Group ID

Admin Key

Admin active mode

Synchranization
FALSE

System priority
Pert priority

FALSE

ning Time: 00:31:30 Save  Lenguage: Auto v

Collscting Distributing Defaulted Expired
FALSE FALSE FALSE FALSE

Collecting Distributing Defaulted Expired
FALSE FALSE FALSE FALSE

© Alarm + PortGEM
+ PoE Management
+ Extended Refrash

Configuration Steps

1. Select [Advanced / Link Aggregation / Aggregate Information]in the navigation bar
to enter the [Link Aggregation / Aggregation Information]interface.

2. In the link aggregation [Aggregate Information] interface, all port link aggregation
related information can be viewed.

3. Click [Refresh] to see the latest aggregation information for each port.
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4.10 Advanced Configuration - Loopback
4.10.1 Advanced Configuration - Loopback - Global Setting

IE FiBERROAD

Running Time: 00:34:44 Ssve  Lsngusgs: Awo  v| Logout

Expand| Collapse Loopback Glebal Configuration
BNvice Summary; Datection Timer{unitSecond) 5 <1-32767> Default:5
'+ System
+ Management
+ Base Configuration Aoply
= Advanced
+ Ports.
v acL
+ DHCP snooping
# DHCP Server
+ Multicast
= GMRP
GHRP Satting
= GVRP
GVRP Setting
* 802.1%
= Link Aggregation
Global Setting
Port Configurations.

Rasums Timer(unit:Second) 30 “10-65535+ Detault:30

Aggregats Information
= Loopback
Global Setting
Port Configurations.
w SR
« ERPS
& L3 Config
+ Alarm
& PoE Management
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Configuration Steps

1. Select [Advanced / Loopback / Global Setting] in the navigation bar to enter [Global
Setting] interface.

2. In the global configuration interface, you can view the global configuration
information.

3. To modify the global configuration, modify the corresponding configuration in the
Global Configuration box and click [Apply], as shown in Figure 11.1

Item Description Notes
Detection Loop detection packet sending interval,
Timer range<1-32767>

Port auto resume period, range<10-65535>,
must be less than 2x detection timer

Default: 5sec

Resume Timer
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anced Configuration - Loopback - Port Configuration

x4+

4.10.2 Adv
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Running Time: 00:31:52 Sava  Language [Auto_~| Logout

Expand| Collapze Part Adrmin Status Resume Mode Execute Operate Port Status Setting
Device Summary oEN Disabled

+ System

+ Management

+ Base Configuration
" "
& Advanced GE/fa Disabled Automation Shutdown Linkup Modify | Resume Now

Automatien Shutdown Linkup Modily || Resume Now
GEf2 Disabled Automation Shutdewn Linkup Modify | Resunie Now

GE/3 Disabled Automatien Shutdown Linkdown Modify | Resume Now

# Ports GE/S Disabled Automation Shutdown Linkdown Moty || Resume Now
. AcL BE/s Disabled
+ DHCP snaoping oE/? Disabled
+ DHCP Server oef Disabled

Shutdown Linkup Modily || Resume Now
Shutduwn Linkup Modify || Resunie Now

Shutdown Linkup Wodity

oEf? Disabled Shutdown Linkdown Wodity

GE/D Disabled Automation Shutdown Linkdown Modily
GMRP Setting
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GVRP Setting
+ 802.1%
~ Link Aggregation
Global Setting
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‘Aggregate Information
= Loopback
Global Setting
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+ L3 Config
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+ PoE Management
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Configuration Steps

1. Select [Advanced / Loop Detection / Port Configuration] in the navigation bar to
enter the Port Configuration interface.

2. 0On the Port Configuration page, you can see the loop detection configuration
information and running status of all the ports.

3. To modify the configuration of a port, simply click the [Edit] on the right side of the
corresponding entry to enter the modification interface. Modify the corresponding
configuration item, click the [Apply] to complete the modification, and click the
[Cancel] to cancel the modification.

Port Admin Status Resume Mode Execute Operate Port Status Setting

GE/1 Disabled Atuomation Shutdown Linkdown Modify || Resume Now
GE/2 Disabled Atuomation Shutdown Linkdown Modify || Resume Now
GE/3 Disabled Atuomation Shutdown Linkdown Modify || Resume Now
GE/4 Disabled Atuomation Shutdown Linkdown Modify || Resume Now
GE/5 Disabled Atuomation Shutdown Linkdown Modify || Resume Now
GE/6 Disabled Atuomation Shutdown Linkdown Modify || Resume Now
GE/T Disabled Atuomation Shutdown Linkdown Modify | Resume Now
GE/8 Disabled Atuomation Shutdown Linkup Modify || Resume Now
GE/9 Disabled Atuomation Shutdown Linkdown Modify || Resume Now
GE/10 Disabled Atuomation Shutdown Linkdown Modify || Resume Now

4. After a loop occurs on a port and the port is shut down or blocked by a specified
action, if you want to restore it immediately, you can click the [Restore Now] on the
right side of the corresponding entry.

LoopBack Port Configurations

Port GE/7 v
Admin Status Disabled v
Resume Mode Atuomation
Execute Operate Shutdown v

Apply Il Cancel
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Item Description Notes
Port Selected Port

. Disabled: Disabled loop detection Default:
Admin Status Enabled: Enabled loop detection Disabled

Automatic: After the loop occurs, the port is

closed or blocked, and the port automatically
Resume Mode  recovers.

Manual: After a loop occurs, the port is closed

or blocked, need to manually restore the port.

Shutdown: After the loop occurs, the portis

Execute shutdown
Operate Blocked: After a loop occurs, the port is
blocked

4.11 Advanced Configuration - STP

4.11.1 Advanced — STP — Bridge Configuration

The Spanning Tree Protocol (STP) is responsible for identifying links in the network
and shutting down the redundant ones, preventing possible network loops. In order
to do so, all switches in the network exchange BPDU messages between them to
agree upon the root bridge.

IE FiBERROAD

Expand| Collapse
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+ System

+ Management

+ Base Canfiguration

= Advanced

+ 802.1% Agply | Ratresh

Configuration Steps
1. Select [Advanced / STP / Bridge Configuration] in the navigation bar to enter the
STP[Bridge Configuration] interface.
2.The STP Bridge Configuration can be viewed in the [Bridge Configuration] interface.
3. To modify the configuration, you can enter the values that need to be configured
directly in corresponding configuration item.

Item Description Notes

STP Mode STP/RSTP/MSTP

Bridge Priority  STP System priority,Range<0-61440>, the step  Default: 32768
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must be 4096

Forward Delay

Delay when port switch between disabled /
listening / learning / forwarding, Range<4-30>

Default:15sec

The maximum survival time of the STP

Max Age protocol packet received by the bridge. If no Default:
new protocol packets received at this time, the 20second
packet will be discarded. Range<6-40>
Maximum Hop Determines the transmission range of bpdu. Default:
Count The range of hops is 6-40. 20
Transmit Hold  Count the number of sending hops. The count  Default: 6 per
Count range is 1-10. sec
EdgePOrt D Us o he hostonaportwitnthe DS
BPDU Filtering Disabled

edge port feature enabled.

BPDU guards prevent bridging loops by

Edge Port enabling ports with edge port characteristics
BPDU Guard to enter the err-disable state when receiving
BPDUs
Enable the recovery function for the port in the
Port Error : o
Recover err-disable state. If checked, it is enabled. By
y default, if it is not checked, it is disabled.
Port Error
Recover . .
. y Restart this port after timeout.
Timeout

4.11.2 Advanced-STP-Mapping Configuration

IE FiIrerRROAD

Expand] Collapse

Running Time: 00:34:08

Configuration Steps
1. Select [Advanced / STP / Mapping Configurations] in the navigation bar to enter the
STP [Mapping Configuration] interface.
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2. The STP Mapping configuration information can be viewed in the [Mapping
Configurations] interface.

3. To modify the mapping configuration, you can enter configuration item on the
right side of the corresponding ccolumn .

Item Description Notes

Port Port Name

Configuraiton MAC address identifier

Name

Conflguratlon The modification range is 0-65535 Default:0
Revision

Use commas to separate, the VLAN range is 1-

VLANs Mapped o0 o1 as 2.5, 7, 9. etc

4.11.3 Advanced-STP-Priority Configuration
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Configuration Steps
1. Select [Advanced / STP / Priority Configurations] in the navigation bar to enter the
STP [Priority Configuration] interface.
2. The STP Priority configuration information can be viewed in the [Priority
Configurations] interface.
3. To modify the priority configuration, you can enter configuration item on the
right side of the corresponding column .
Item Description Notes
The size of the bridge priority determines
— whether the device can be selected as the root
Priority of the spanning tree. The bridge priority Default:32768

ranges from 0 to 61440
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4.11.4 Advanced-STP-CIST Port Configuraion
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Configuration Steps
1. Select [Advanced / STP / CIST Port Configuraion] in the navigation bar to enter the
STP [CIST Port Configuraion] interface.
2. The STP CIST Port Configuraion can be viewed in the [CIST Port Configuraion]
interface.
3. To modify the CIST Port Configuraion, you can enter configuration item on the
corresponding column.
Item Description Notes
Port Display switch port number
The checked end means the port stp function
is enabled. If it is not checked, it is disabled.

STP Enabled Default:Disabled

<> ~
Path Cost [AUtO ] Default:Auto

Auto: Auto Negotiation
Specific: Manual Setting
When the port priority is changed, STP will
recalculate the role of the port and perform
Priority state migration. The value of the port priority Default:128
can only be a multiple of 16. The
configuration range is 0-240.

Default:

Admin Edge Non-Edge/Edge Non-Edge

If it is selected, automatic edge port
identification is enabled. If it is not selected,
automatic edge port identification is
disabled. By default, automatic edge port

Auto Edge
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identification is enabled
If it is selected, the role is enabled. If it is not
Role selected, the role is disabled. By default, the
role is disabled
The check end indicates TCN. If the check end .
TCN is not selected, TCN is disabled. Default:Disabled
The BPDU Guard enables an edge port to
enter the Err-disable state when receiving
BPDUs to prevents bridge loops. The BPDU
filter prevents the switch from sending
BPDUs to hosts on an edge port. This
function is disabled by default

BPDU Guard

Force True: Indicates point-to-point link.

If the port is in full-duplex mode, the link

type is point-to-point link.

Force False: Shared link. If the link is running
Point-to-Point in half-duplex mode, the link type is shared.

Auto: Indicates that the port automatically

establishes a link. The default port

automatically establishes a link.

Nowadays, switches are generally of point-to-

point link type

4.11.5 Advanced-STP-MSTI Port Configuraion
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Configuration Steps

1. Select [Advanced / STP / MSTI Port Configuraion] in the navigation bar to enter
the STP [MSTI Port Configuraion] interface.

2. The STP MSTI Port Configuraion can be viewed in the [MSTI Port Configuraion]
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interface.

3. To modify the MSTI Port Configuraion, you can enter configuration item on the
corresponding column .

Port Display switch port number

<> ~
Path Cost [AUtO ]

Auto: Auto Negotiation
Specific: Manual Setting
When the port priority is changed, STP will
recalculate the role of the port and perform
Priority state migration. The value of the port priority Default:128
can only be a multiple of 16. The configuration
range is 0-240.

4.11.6 Advanced-STP-Bridges Status
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Configuration Steps

1. Select [Advanced / STP / Bridges Status] in the navigation bar and enter the STP
[Bridges Status] interface.

2. The Bridges Statuscan be viewed in the [Bridges Status] interface

3. Click [Refresh] to show the latest running information.

Click the name of the MSTI column, for example, the blue text with the
underline "CIST" here, to view detailed status information about the bridge.
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CIST Port Configuration = DesignatodPart Forwarding 128 200000 os Yeos 0d 01:39:30
MSTI Port Configuration
Dridgas Status Roresh | Back
Ports Status
Statistics
* ERPS
% L3 Config
+ Alarm
+ PoE Management
& Fxtended

19:

fE FieerROAD
Expand| Collapse
Device Summary
+ System

+ Management

+ Base Configuration
- Advanced

CIST Role CIST State Uptime
DesignatedPort Forwarding Dd 01465
DesignatedPort Forwarding D4 014655
Disabled Discarding

DesignatedPort Forwarding 00 014659
Disabled Discarding -
DesignatedPart Forwarding DA D1:47:48
DesignatedPart Forwarding D4 14T SE
DesignatedPort Forwarding Dd D147:53

Disabled Discarding =

Disabled Disearding

Refrasn

Bridge Configuration
Mapping Configuration
Priority Configuration
CIST Port Configuration
MSTI Port Configuration
Bridges Status
Ports Status
Statistics.
+ ERPS

'+ L3 Config

& Alarm

'+ PoE Management

Configuration Steps

1. Select [Advanced / STP / Ports Status] in the navigation bar and enter the STP
[Ports Status] interface.

2. The Bridges Statuscan be viewed in the [Ports Status] interface

3. Click [Refresh] to show the latest running information.

www.fiberroad.com 85 I



WebGUI User Manual

4.11.8 Advanced Configuration - Statistics

x4+

fE FieerROAD

Expand] Collzpse Transmitied Recelved Discarded
EonmE ey per TR RSTR stP TeN MSTR RSTP stP TeN
 System aEN
+ Management
+ Base Configuration
= Advanced
* Ports.
+ ACL
+ DHCP snaoping
lEEET Refresh
+ Multicast
= GMRP
GMRP Setting
= GVRP
GVRP Setting
+ 802.1%
* Link Aggregation
+ Loopback
= 5TP
Bridge Configuration
Mapping Canfiguration
Priority Configuration
CIST Part Configuration
MSTI Port Configuration
Bridges Status.
Ports Status
Statistics
« ERPS
+ L3 Canfig
+ Alarm
+ PoE Management

M
o [
0 []
0 3032 []
0 []
0 []
0 [

GE/T
og/8

Configuration Step

1. Select [Advanced / STP / Statistics] in the navigation bar and enter the STP [Statistics]
interface.

2. The STP current running information can be viewed in the [Statistics] interface

3. Click [Refresh] to show the latest running information.

4.12 Advanced Configuration - ERPS

4.12.1 Advanced Configuration - Global Setting

Ethernet Ring Protection Switching, or ERPS, is an effort at ITU-T under G. 8032
Recommendation to provide sub-50ms protection and recovery switching for
Ethernet traffic in a ring topology and at the same time ensuring that there are no
loops formed at the Ethernet layer.

g X+

<« 1

fE FieerROAD

ning Time: 01:51:12 Sava  Language [Auto_~| Logout

Expand| Collapse ERPS Global Setting
Device Summary. Link Cheek Disabled
+ System Jisabled
nabi
P " Enabled

+ Base Configuration the fing port. 1t s recommended to 119 o, you may decide wNewer 1o ENZ0Ie 1t In folowing two cases:
= Advanced

* Ports.

« ACL

+ DHCP snaoping

+ DHCP Server

+ Multicast

= GMRP
GMRP Setting

= GVRP
GVRP Setting

+ 802.1X%

+ Link Aggregation

+ Loopback

= 5TP
Bridge Configuration
Mapping Canfiguration
Priority Configuration
CIST Port Configuration
MSTI Port Configuration
Bridges Status.
Ports Status
Statistics

= ERPS
Global Setting
Ring Setting
Ring Information

the drawback i
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Configuration Step
1.Select [Advanced / ERPS / Global Setting] in the navigation bar and enter the ERPS
[Global Setting] interface

Remarks: 1, There is a way to check port link by sending packets. If the optical port is
used as the ring port, it is recommended to ‘Disable’ the link check. If the ethernet
port is the ring port, you may decide whether to ‘enable’ it in the following two cases:
(1) Please enable it if the switch time demand is very high. Although the switching
time has been improved, the drawback is that the packet mechanism will occupy
bandwidth.

(2) Please disable it if the switching time requirement is not high.

4.12.2 Advanced Configuration - ERPS - Ring Setting

IE FiBERROAD

+ DHCP snaoping

+ DHCP Server

+ Multicast

= GMRP
GMRP Setting

- GVRP
GRP Setting

+ 802.1%

+ Link Aggregation

+ Loopback

- sTP
Bridge Configuration
Mapping Configuration
Priority Configuration
CIST Port Configuration
MSTI Port Configuration

Bridges Status.
Ports Status
Statistics
- ERPS

Global Setting
Ring Setting
Ring Information

+ L3 Config

'+ Alarm

+ PoE Management

+ Extended

Configuration Step
1.Select [Advanced / ERPS / Ring Setting] in the navigation bar and enter the ERPS
[Ring Setting] interface
Item Description Notes
Ring ID Ring Adding ID <1-255>
Ring Type Major-ring / Sub-ring
Transfer: Forward both service packets and
protocol packets
rpl-owner: Responsible for blocking traffic over
the RPL so that no loops are formed in the
Ethernet traffic. There can be only one RPL owner
in a ring.
rpl-neighbour: An Ethernet ring node adjacent to
the RPL. It is responsible for blocking its end of
the RPL under normal conditions. This node type
is optional and prevents RPL usage when

Node Type
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protected.
Protocol VLAN Adding ring ERPS protocol VLAN
East Port A Ring port created on this node
West Port Another ring port created on the node
*Port on an RPL Link
RPL Port East Port
West Port
Belong Major
Ring
Virtual
Channel
WTR Timer <1-12> minutes, Default: 1 minutes, Step 1

minutes

Guard Timer

<10-2000>milliseconds Default:500 milliseconds,
Step is 10 milliseconds

HoldOff Timer

<0-10000>milliseconds Default:0 milliseconds,
Step is 100 milliseconds

192.168.1.92

fE FieerROAD

= Advanced

+ Multicast
GHRP Satting

GVRP Setting

Eridge Configuration
Mapping Configuration
Priority Configuration
CIST Port Configuration
MSTI Port Configuration
Bridges Status

Ports Status

= ERPS
Global Setting
Ring Setting
Ring Information

# L3 Config

+ Alarm

+ PoE Management

Advanced Configuration - ERPS - Ring Information

Running Time: 01:52:28 Save  Language'[Auto_v| Logout

Configuration Step

1. Select [Advanced / ERPS / Ring Informations] in the navigation bar to enter the
interface of ERPS [Ring Network Information].

2. The ERPS current running information can be viewed in the [Ring Informations]

interface.
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3. Click [Refresh] to show the latest running information.

Expand | Gollapse
~ Ring ID:1
Ring Type major-ring Node Type transfer Protocol Vlan 1
Revertive revertive FSM State protection Virtual Channel | with
East Port GE/1/blocking West Port GE/2/blocking Belong Major ring | N/A
Guard Timer 500milliseconds HoldOff Timer Omilliseconds WTB Timer 5000milliseconds
WTR Timer Tminutes Force Switch Disabled Manual Switch Disabled

Refresh

4.13 L3 Config - Static Router Config

Running Time: 01:54:37

i Type Routa -

Destinstion IPe{ABCD)

Subnet Mask IPeé{ABLD)

B Gotenay IPAAB.C.D)
SHRP Setting Apply Cancsl

Eridge Configuration
Mapping Configuration
Priority Configuration
CIST Fort Configuration
MSTI Port Configuration
Bridges Status
Ports Status
Statistics

= ERPS
Global Setting
Ring Setting.
Ring Information
= L3 Config
Static Router Config
+ Alarm

Configuration Step

1. Select [Advanced / L3 Config] in the navigation bar to enter the interface of Static
Router Config.

2. The Static Router Configuration can be viewed in the [Static Router Config]
interface.

3. Click [Add] to add additional Static Enrties .
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4.14 Advanced Configuration - Alarm
4.14.1 Advanced Configuration - Alarm -Relay Setting

« e a 192

Running Time: 02:36:58 Save  Language:[Auo v
& Multicast Alarm Event Port Admin Status. Link Status Alarm Status.
+ GHRP
- GVRP LinkDown GE/ v Ho
GVRP Setting LinkDown GE/2 v Ho
+ 802.1X LinkDawn /3 ® No
+ Link Aggregation LinkDawn GE/ - v Ho
* Loopback LinkDown GE/S ~ ® No
B-ETR GE/s v No.
Bridge Configuratia 0E/7 v No
:::u\na Configuration rr = ~ -
e uratien LinkDawn GE/Y - ® No
CIST Port Configuration 5
inkDawn 0 No
MSTL Port Configuration —L Ly
e Power Supply WA N/A Yos(P
Ports Status Low Temperature M/ Nk No
Statistice High Temparaturs WA N/A N
- ERps LinkDown oE/ v N
Global Setting LinkDown 6E/2 v Ho
Ring Setting. LinkDawn GE/3 ® No
Ring Information LinkDawn GE/4 v No
= L3 Config GE/S - ® No
Static Routar Config oA = v ™
L GE/T v No
Relay Setting
oE/8 v No
Led Setting %
oE/3 v No
Temperature Setting %
T Seting GE/ID Disabled v <
Power Setting N/A Enabled v NiK YostP
+ PoE Management Apply | Ratresh
+ Extended

Configuration Step

1. Select [Advanced / Alarm / Relay Setting] in the navigation bar to enter the
interface of Alarm [Relay Setting].

2. The Alarm Event, Admin Status, Link Status and Alarm Status can be viewed in the
[Relay Setting] interface

3 Select [Disabled/Enabled] of admin Status, Click[Apply] to submit the admin status.
4, Click [Refresh] to show the latest running information.

4.13.2 Advanced Configuration - Alarm - Led Setting

8 - Lex x4+

fE FizerROAD

ning Time: 02:37-07 Sava  Language Aulo  v| Logout
Expand| Collapse Aarm Event Part Aibmin Status Link Status Alarm Status
Device Summary. < B
S LinkDown oEN Disabled v Na
T LinkDown BE/2 Disabled v v Na
+ Base Configuration
— LinkDawn GE/ Disabled ® No
-Ports LinkDown GE/d v No
S ATL LinkDawn GE/S x Na
+ DHCP snooping LinkDwn oE/e v Na
& DHCP Server LinkDawn GE/? v No
+ Multicast LinkDawn GE/8 v Na
= GMRP LinkDewn oER ® Na
GMRP Setting LinkDewn BEND ~ ® Na
= GVRP Pawsr Supply NiA Enabled v /A ves
GVRP Setting Low Temperaturs Nik Enabled N/A No
* 802.1% High Termparature /A Enabled v m N
# Link Aggregation
+ Lospback Apply | Refresh
« 5TP
+ ERPS
= L3 Config
Static Router Config
= Alarm
Relay Setting
Led Setting
Temperature Setting
Trap Setting
Power Setting
'+ PoE Management
+ Extanded
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Configuration Step

1. Select [Advanced / Alarm / Led Setting] in the navigation bar to enter the interface
of Alarm [Led Setting].

2. The Alarm Event, Admin Status, Link Status and Alarm Status can be viewed in the
[Led Setting] interface

3 Select [Disabled/Enabled] of admin Status, Click[Apply] to submit the admin status.
4, Click [Refresh] to show the latest running information.

4.13.3 Advanced Configuration - Alarm - Temperature Setting

IE FiBERROAD

Running Tims: 02:38:47 Save  Language:[Auo  v| Logout

Expand| Collapse
Device Summary.

+ System

+ Management

'+ Base Configuration

= Advanced Refresh | Apply

Configuration Step

1. Select [Advanced / Alarm /Temperature Setting] in the navigation bar to enter the
interface of Alarm [Temperature].

2. The current temperature and temperature setting can be viewed in the
[Temperature Setting] interface

3 Enter required temperature value at the Low / High Temperature Threshold(‘C),
Click[Apply] to submit the modification.

4. Click [Refresh] to show the latest information.
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4.13.4 Advanced Configuration - Alarm - Trap Setting

fE FizerROAD

Running Time: 02:38:18 Sava  Language Aulo  v| Logout
Expand| Collapze Aarm Event Port Admin Status Link Status Alarm Status
Device Summary. =
* System LinkUp GEN Disabled _~ [ Na
+ Management 5% oER Disabled v v Ho
+ Base Configuration
P— LinkUp GE/ Disabled ® No
-Ports Linkup GE/d Disabled _~ v No
P LinkUp GE/S x Na
. : .
& DHCP Server LinkUp GE/? v No
+ Multicast LinkUp GE/8 Disabled v v Na
= GMRP Linkup oEf * Na
GMRP Setting LinkUp BEND Disabled  ~ ® Na
= GVRP LinkDown GEN Disabled v No
GVRP Setting LinkDown GERZ Disabled v No
#802.1% LinkDawn GE1 Disa - x Na
P o i) LinkDewn GE/a - v Na
e LinkDawn GE/S ~ x Na
: ::5 LinkDown GE/s v v Na
- 13 Config LinkDown GE/T Disabled v v No
Static Router Config LinkDawn GE/B Disabled  ~ v No
& Alam LinkDown GEM Disabled v ® Na
Relay Setting LinkDown GE/D Disabled ~ » Ne
Led Setting Power Supply NiA Enabled [ Yes(Power 2
Temperature Setting Low Temperature niA Enabled - [ No
Trap Setting High Temporatura NiA Enabled _~ WA N
Power Setting
'+ PoE Management Apply | Refresh
+ Extanded

Configuration Step

1. Select [Advanced / Alarm / Trap Setting] in the navigation bar to enter the
interface of Alarm [Trap Setting].

2. The Alarm Event, Admin Status, Link Status and Alarm Status can be viewed in the
[Trap Setting] interface

3 Select [Disabled/Enabled] of admin Status, Click[Apply] to submit the admin status.
4, Click [Refresh] to show the latest running information.

4.13.5 Advanced Configuration - Alarm - Power Setting

IE FiBERROAD

Running Time: 02:41:23 Ssve  Lsngusgs: Awo  v| Logout

Expand| Collapse Power Alarm Setting
Device Summary. Pawsr Supply Status Pawer |
+ System
+ Management
'+ Base Configuration
- Advanced Refresh | Apply
+ Ports.
+ ACL
+ DHCP snooping
* DHCP Server
+ Multicast
= GMRP
GMRP Setting
= GVRP
GVRP Setting
* 802.1%
* Link Aggregation
+ Loopback
* STP
+ ERPS
= L3 Config
Static Router Config
= Alarm
Relay Setting
Led Setting
Temperature Setting.
Trap Setting
Power Setting

Power Supply Capability Pawer 1 & Power 2

Power Supply Cenfiguration Power | & Power 2

+ PoE Management
+ Extended
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Configuration Step
1. Select [Advanced / Alarm / Power Setting] in the navigation bar to enter the

interface of Alarm [Power Setting].

4.15 PoE Management
4 15 1 PoE Management - Port Configuration

fE FieerROAD

ning Time: 02:44:03 Seve Language: Ao v| Logoul

E——

+ Base Configuration

(e Management Mode ciass.consump
+ Ports Max Supply Power 300 (0-300 W)

PoE Global Setting

+ ACL PoE Usage Threshald 85 (o-100%)
# DHCP snooping Current Pawer Cansumption | = 108/500W
: ::]"::"" Tatal Ressrvad Powsr | = 115/300W
- GMRP Nale: you want 0 disable PO mode, you must isable he port mart power and tming poner Supgly
GMRF Setting Running Status Admin Status
=ty Fort | status Current Usod(ma) | Pawor Used(W) | Requested Power(W) Allocated Pawer(W) POClass | PoE Mode Briority Pawar Limit(W)

GVRP Setting
* B0Z.AX

+ Link Aggregation -——_—_ abled POt _—K,0
H—, L —————————————— | —

£/3 | NoPD Datectad

* STP
« ERPS
= L3 Config GE/S |No PD Detected
Static Router Config -

(D GE/7 | No PD Dstected
e -—————_——
Temperature Setting.

Trap Sexting Apply | Refiash
Power Setting

= PoE Management
Port Config
Smart Power Canfig
Time Range Config
Timing Supply Config

+ Extended

Configuration Step

1. Select [PoE Management/Port Configuration] in the navigation bar to enter the
interface of [Port Configuration].

2. The PoE Port Status and configuration can be viewed in the [Port Configuration]

interface.
PoE Global Setting
Management Made class-consump v
Max Supply Power 300 (0-300 W)
PoE Usage Threshold 85 (0-100%)
Current Power Consumption | £ 10.8/300W
Total Reserved Power | 3% .5/300W

Note:If you want to disable POE mode, you must disable the port smart pawer and timing power supply

Item Description
1) Class-reserved
2) Class-consump
3) Allocated-reserved
4) Allocated-consump
Class: The corresponding power is allocated

according to PD grading, as shown in the figure below:

Management Mode Class0 | Class1 | Class2 | Class4 | Class 4
Watts 15.4W | 4.0W 7.0W 15.4W | 30.0W

Allocated: A power value is directly assigned to PD
regardless of the PD level, and this power value can
be set. If POE+ is enabled, the maximum power is
15.4W. If POE+ is enabled, The maximum power is
30.0W.
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Reserved: Calculate the total power of the system
according to the power allocated to PD.

Consump: The total system is calculated according to
the current power consumed by PD.

PoE Usage Threshold

When the power consumed exceeds this threshold,
the interface will display red if the corresponding PoE
Max lights will be lightened.

Current Power
Consumption

The sum of the power consumption of all PDs as a
percentage of the total maximum output power.

Total Reserved Power

Power allocated to PD as a percentage of total power

Port | Status Current Used(mA) Power Used(W)

Admin Status

Requested Power(W) Allocated Power(W) PO Class PoE Mode Priarity Power Limit(Ww)

G —" B
-—————-I g Foes v-IL z -_

GE/3 | No PD Detected 0

-—————-IE IS

GE/5 | No PD Detected 0

-—————-IE aed ok

GE/T | No PD Detected 0

-—————-IE bedPo

own Enabled PoE+ ~

v-w 2 o |

known Enabled PoE+ ~ 30.0

v-|L —
own Enabled PoE+ ~ 30.0
5 e—

Item

Description

Running Status

Port/Current Used(mA)/Power Used(W)/Requested
Power(W)/Allocated Power(W)/PD Class (Class0-4)

Admin Status

PoE Mode:(Disable/Enabled PoE/Enabled PoE+)

Priority: Low(Default), High and Critical

When the power consumed by the PD device is
greater than the total power that the PSE can provide,
it is @ means to ensure that key devices can supply
power preferentially. When the power supply of the
PSE equipment is insufficient, if different terminals
When the port priorities are the same, the priority is
sorted according to the port number, and the port
with the smaller port number is given priority to
ensure the power supply.

Power Limit(W):The maximum output power of the
port. This value only takes effect when the
management mode is Allocated.
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4.15.2 PoE Management - Smart Power Configuration

fE FieerROAD

Running Time: 02:45:07 Save  Lsnguage:[Aulo  v| Logout
[ ———

+ Base Configuration
& ncvanced Zar Traffic Duration 120 (60-6008)

Smart Power Conflg

i#-Ports 1 1ere 5 1o YaMic detecia cn the port aRer e 00w DUFBKON, the port il Crsatie POE nd reenabie POE afer 10 seconds,
* ACL
+ DHCP snooping
+ DHCP Server
+ Multicast
- GMRP
GMRF Setting oE/2
= GVRP GE/3
GVRP Setting GE/k
+ B02.1X GE/S
+ Link Aggregation v
+ Loopback oEf
«5TP
+ ERPS
= L3 Config Apply | Refresh
Static Router Config
= Alarm
Relay Setting
Led Setting
Temperature Setting
Trap Setting
Power Setting
= PoE Management
Port Config

Part Smart Pawer Config
Part Smart Power

Smart Power Config

Time Range Config

Timing Supply Canfig
+ Extended

Configuration Step

1. Select [PoE Management/Smart Power Configuration] in the navigation bar to
enter the interface of [Smart Power Configuration].

2. The smart power configuration can be viewed in the [Smart Power Configuration]
interface.

Item Description

If there is no traffic detected on the port after the above
duration(Zero Traffic Durtation), the port will disable PoE and

Zero Traffic Duration reenable PoE after 10 seconds.
Configurable Duration: 60-600s
Smart Power Disabled/Enable (Default: Disbled)
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4.15.3 PoE Management - Time Range and Time Supply Configuration

ange Con X+

192.168.1.92

fE FieerROAD

Running Time: 02:45:18 Save  Language: [Auto  ~| Logout

E——
+ Base Configuration
= Advanced
Add Time Range Centig
* Ports
* ACL
+ DHCP snooping Start Time
#-DHCP Server EndTime 970 v - (01 |- [01 v [00 v |- [00 ~ : 00
+ Multicast

Made

[ — Apply Cancsl
GHRF Setting
= GVRP
GVRP Setting
+ 802.1%
+ Link Aggregation
* Loopback
« STP
+ ERPS
= L3 Config
Static Router Config
= Alarm
Relay Setting
Led Setting
Temperature Setting
Trap Setting
Power Setting
= PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Canfig
+ Extended

Configuration Step

1. Select [POE Management/Time Range and Timing Supply Configuration] in the
navigation bar to enter the interface of [Time Range and Timing Supply
Configuration].

2. The smart poe schedule can be configurate with [Time Range and Timing Supply
Configuration] interface.

PoE Schedule Configuraion Step

Add Time Range Config

Name

Mode ® Absolute O Periodic

Start Time 1970 v |- 101 v|-|01 v |00 v|:[00 v |: 00 v
End Time 1970 v |- |01 ~|-[01~ |00 ~|:[00 ~|:/ 00 ~

Apply Cancel

1. Enter the name of Time Range
2. Select Mode [Absolute / Periodic]
3. When selected Absolute mode, also select start time and end time

Add Time Range Config

Name

Mode O Absolute @ Periadic

Time 00 v|:/ 00 v|:00- 00 v|:/00 v|:00
Week O sun CIMon (JTues (wed () Thur [ Fri [ sat
\ Apply \ Cancel

4. When selected Periodic mode, also select time and week.

Note: This time is the system time used, so it is best to enable the SNTP client
of the switch to synchronize the system time.
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4.16 Extended

4.16.1 Extended - Port Cable Setting
You can check the status of copper cables using the time domain reflectometer
(TDR). The TDR detects a cable fault by sending a signal through the cable and
reading the signal that is reflected back to it. All or part of the signal can be reflected
back by any number of cable defects or by the end of the cable itself.

Port Cable Test

& ACL Al
i Port List

+ DHCP snaoping sEn GE/2 6E/3 GE/ GE/S GE/ 6E/1 GEfE

Port Channel Afm) Channel Blm) Channel Cim} Channel D(m)

Temperature Setting.
Trap Setting
Power Setting
= PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Config
= Extended
Port Cable Test
Ping Test

Configuration Step

1. Select [Advanced / Extended /Port Cable Test] in the navigation bar to enter the
interface of [Port Cable Test]

2. The Port Cable Setting and Result can be viewed in the [Port Cable Test] interface
3 Select needed test port at the port list ,Click[Start] to submit the testing.
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4.16.2 Extended - Ping Test
The easiest way to ping a specific port is to use the telnet command followed by the
IP address and the port that you want to ping.

713208 - P +

fE FieerROAD

Running Time: 02:48:24 Sava  Language: Aulo _v| Logout
 Ports
+ ACL Start Clear
+ DHCP snooping
+ DHCP Server
+ Multicast
= GMRP
GMRP Setting
= GVRP
GVRP Setting
+ 802.1%
+ Link Aggregation
+ Loopback
+ STP
© ERPS
= L3 Config
Static Router Config
= Alarm
Relay Setting
Lad Setting
Temperature Setting.
Trap Setting
Power Setting
= PoE Management.
Port Config
Smart Power Config
Time Range Config
Timing Supply Config
= Extanded
Port Cable Test
Ping Test

* | Ping Test

Configuration Steps

1. Select [Advanced / Extended /Ping Test] in the navigation bar to enter the interface
of [Ping Test].

2. The ping test configuration and process can be viewed in the [Ping Test] interface
3 Enter destination address, Click[Start] to submit the ping test, all the command
can be viewed at the below blank.

4. Click [clean] to clean all of the command at the blank..
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The information in this document is subject to change without notice. Fiberroad
has made all effects to ensure the accuracy of the information, but all
information in this document does not constitute any kind of warranty. If you
have any questions please feel free to contact to us.

Fiberroad Technology Co., Ltd
www.fiberroad.com

Sales Support: sales@fiberroad.com
Technical Support: support@fiberroad.com
Service Support: service@fiberroad.com



http://www.fiberroad.com/

