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About This Manual

Introduction
This document chapter includes an introduction to the Fiberroad Industrial Ethernet
products family,

Conventions
This document contains notices, figures, screen captures, and certain text
conventions.

Figures and Screen Captures

This document provides figures and screen captures as example. These examples
contain sample data. This data may vary from the actual data on an installed system.
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recording or otherwise, without the prior written permission of Fiberroad
Technology Co., Ltd. (Fiberroad)

Information provided by Fiberroad is believed to be accurate and reliable. However,
no responsibility is assumed by Fiberroad for its use nor for any infringements of
patents or other rights of third parties that may result from its use. No license is
granted by implication or otherwise under any patent rights of Fiberroad.

The information contained in this publication is subject to change without notice.
Trademarks

Fiberroad's trademarks have been identified as such. However, the presence or
absence of such identification does not affect the legal status of any brand.

Units of Measurement

Units of measurement in this publication conform to S| standards and practices.
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I Chapter 1 System Configurations

This chapter describes the port configuration in detail, including but not limit to the
following:

*

System Information
IP Setting

User Account

Port Setting

o,
S

o,
o

o,
COIR X4

o,
S

1. About Web-GUI Management

There is an embedded HTML web site residing in flash memory on CPU board of the
switch, which offers advanced management features and allows users to manage
the switch from anywhere on the network through a standard browser such as
Mozilla Firefox or Chrome. (Note: Window IE is not supported) The Web-Based
Management supports Mozilla Firefox 54.X or later, or Chrome 59.X or later. The
Web browser is a program that can read hypertext.

1.1 Preparing for Web Management

Before using the web management, install the industrial switch on the network and
make sure that any one of the PCs on the network can connect with the industrial
switch through the web browser.

The industrial switch default value of IP, subnet mask, username and password are
listed as below:

< |P Address: 192.168.1.6

HTTP service: Enable

User Name: admin

Password: admin

>

o,
°oe

o,
o0

o,
°oe
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1.2 System
1.2.1 System Information
Overview the device information and port status.

gement %+

192.168.1.92

~ System

Device Type swilch
MAC Address 00:18:83:12:F08C
1P Address 192166152
Netmask 266.256.255.0
Gateway 192.188.1.1
Running Time 00:51.06
Firmware Version V24
Firmware Date Jul 26 2022

Dip1&2&3

OFF & OFF & OFF

1.2.2 System-IP Setting
The IP addres

s setting surface is used to configure IP.

1P Address

Disable v
182.168.1.92

‘Subnet Mask

265.255.256.0
182.188.1.1

Apply

Item Description

Notes

DHCP Enable/Disable

www.fiberroad.com

When enabled, enable
the DHC client to obtain
the dynamic IP address.
When disabled, use the
configured static IP
address.
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IP Address \ Default:192.168.1.6 Static IP Address
Subnet Mask | Default:255.255.255.0 Static IP subnet mask
Gateway | Default:192.168.1.1 Gateway Adress

1.2.3 System - User Account
The user account setting page is used to configure user accounts.

Item Description Notes
New user name \ Add a new user name
New Password \ Add a new user name
Retype Password | Confirm the password of the
new user

www.fiberroad.com 8
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1.2.4 System-Port Setting
The port setting page is used to configure ports and display port status.

E—- E’Eiif Enable v | [Aulo ~| [on v
:PMM Port state ‘Spesd/Dupl Flow Cantral
o i
Port Sating Port B Enat ]| Auto v

+ Configuration

+ Security Apply

* Monitoring

& Tock T Speed/Duplex. Flow Control

port ] st Config Actual Gonfig Actual
Item Description Notes
Port 1-4 | Lan (RJ45) Port
Port 5-6 | Optical Fiber Port
State | Port state in enable/disable
Port Speed or Mode
Speed/Duplex
Speed/Duplex (Ao ]
10M/Half
10M/Full
LwooM/Ha\f J
100M/Full
Flow Control | On/Off

www.fiberroad.com 9
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I Chapter 2 Network Configurations

This chapter describes the port configuration in detail, including but not limit to the
following:

o,
o

VLAN
QoS

EEE
Security

o,
£

o,
o

*

/)
S

2. Configuration

2.1 Configuration-VLAN

2.1.1 Configuyration-VLAN-Static VLAN

The static VLAN table setting page is used to add or delete VLANs in the form of tag or
tag, and display the port information of VLANSs.

tic VLAN Table Setting

www.fiberroad.com 10 I
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2.1.2 Configuration-VLAN-VLAN Setting
The VLAN side setting page is used to configure the PVID of the port and the type of

received frame.

@ Web-Switch Management x 4+

192.168.1.92

VLAN Port Setting
Port PUID | Accepted Frame Type

= System Al ~
Port 4
Information Port 5

Usar Account
Apply

= VLAN Port PUID | Accopted Frame Type

A
A

A

A

§

A

2.2 Configuration-QoS

2.2.1 Configutation-QoS-Priority Selection

The priority selection setting page is used to configure the priority source weight. When
the received packet is paired with multiple sources, the source with the highest weight

will be selected to assign priority.

Priority Selection Setting

Usar Account
Apply

www.fiberroad.com 11
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2.2.2 Configutation-QoS-DSCP Remapping
The DSCP remapping settings page is used to configure the internal priority mapping

DSCF Remapping Setting

Apply

2.2.3 Configuration-QoS-Priority To Queue
The priority queue ID setting page is used to configure the internal priority to queue

Priority Ta Queus ID Sefting

Priceity Queus 1D

é

Apply

= VLAN Priceity Quous 1D

www.fiberroad.com 12 I
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2.2.4 Configuration-QoS-Queue Weight
The queue weight page is used to configure the weight of queue priority algorithm.

Pricrity Queue weight

Stict priority v

IP Satiing Apply

2.3 IGMP

2.3.1 IGMP-IGMP

IGMP page, used to configure IGMP enabled or disabled and display IGMP list items
After checking enable, the group broadcast text learned through IGMP protocol is
allowed to pass.

The display information includes the IP address, port and VLAN ID learned through IGMP.

x +

IGMF Enable Setting

Enable L/

Routerport 1|z |3
Static

Dynamic

Add [ Modify

5 [Pon g

Dump IGMP Entry

www.fiberroad.com
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2.4 STP
2.4.1 STP-Global Setting
Global parameters, STP for global settings.

<« 192.168.1.92

STP Global Satting

# 008 T

Item Description Notes
STP Mode | RSTP Only
System Priority @ 0-61140, The Step must be
4096
Default:32768
Forward Delay | 4-30
Default:15 second
Hello Time | 1-2
Default:2second
Max Age | 6-40
Default: 20 second
Tx Hold Count | 1-10
Default: 6 second

www.fiberroad.com 14
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2.4.2 STP-Port Setting

STP port summary page is used to display port STP summary information, including port,

role and status.

STP Part Setting

Port STP Enable Priority Path Cost Mode

u
f Sy port Enable v/ /[0 | (e -

Apply

pr— Prorty ot ot Mod
Enatied 1z s
tiea 1 At
natiled T 128 Auto

E
E
Enadied 128 At
E

Patn Cost

Path Cast

nabled 128 Autn

n6 Enadled 128 At

Item Description

Notes

Port \ Port 1-6
STP Enable | Enable/Disable
Priority \ 0-240
Path Cost Mode | Auto/Admin
Path Cost | 0-200000000

www.fiberroad.com
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2.4.3 STP-Detail Information
STP port information page is used to display the detailed information of STP port.

Trunk Group Setting
SNMP Satling
Pot Miroring
Port Isolation

Jumbo Frame

MAC Canstraint
Green Ethemet

= MAC Address

x +

STP Information

Current Brgge
Root Port
Designated Port
BackupiAner Port

Disabled Port

0016831 208c 132768

A

12356

Root Priority Vactor

oo renoem |

operione | ovepmiron | eeires

ooresszI08e 32768 0 ‘

oaagTaRe 32768 wao | wam

Reol Times

e

Hello Time

Message Age

I = :

[ = .

2.4.4 STP-Port Brief

anagement

x4+

192.168.1.92

= Configuration

= IGMP

= MAC Address

STP Port Brief
Port STP Enable
Part 1 Erabied
Purt2 Erabiet
Purta Erabies
Purtd Enabled

Puts Enabies

Role stae
Disabied Dicarding
Disabied Discarding
Disabied Dicarding

Designaied

Farwarding

Disatie Discarding

Purts Enabled

Disabied Discarding

www.fiberroad.com
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2.4.5 STP-Port Information
STP details page, used to display STP details
STP Port Information | Port Priority Vector | Port Times | Port Message Priority Vector

~ STP Port Information -
Port Priodty | STPEnable Point Ta Point Pan Cost Role Link Statue state Send RSTP
Port 1 128 Enabied Ho 200000000 Disabied Lirk Dowry Discarding True
Fanz 128 Enatieq Mo 200000000 Disatiea Link Down Discarding True
[T s | Mo 200000000 | Disabiea UekDoun | Discartiog Toe
Fans 128 Ensdieq ves 20000 Designatea Lk up Forwaraing e
Pots | 1 cranes | Ho 200000000 | Disabiea Lok Doun | Discartig Toe
Fane 128 Enadiea o 200000000 Disatiea Link Down Oiscaraing e
~ Part Priotity Vestor
Port Root Bridge Root Path Cost Dosignated Bridge Designatod Port  Recaived Port
Port 1 000000000000 1 o 030000000000 10 NAD )
Port2 006000000050 10 o | 03B00AA00G 10 WAL | NAD
Pot3 000000000000 1 o 000000000000 10 NAD Wik 10
Port4 oa188312M08¢ /32768 o | an18831218¢ 768 Ponanas | ponanzs
Ports 000000000000 1 o 000000000000 10 NAD NiA 10
Pone 001000100000 11 o 030000000000 10 WAL A
(~ Port Times,
Port Forward Delay Hallo Time Max Age Message Age
Port 1 0 0 o ]
Pat2 0 ) ° [
Portd 0 o o ]
Porta 15 2 0 [
Port5 0 o o ]
Porta 0 [) ° [
~ Port Massage Priority Vactor
Port Root Bridge Root Path Cost Designated Bridgs DesignataaPort | Received Port
Far1 400000000000 10 o 000000000000 10 N HAD
port2 900060000000 10 o 0D000030000 10 NAm HAD
Fard 800000000000 10 [ 006000000000 10 N HAD
Port4 001893121085 (32768 20000 244607331754 f32768 Port 11128 Part 41128
Pas 900000000000 10 o 000000000000 10 NAD HAD
Ports 00060000000 10 o 0B0000020000 10 NAM HAD

2.5 PoE Setting
PoE settings page, which is used to configure and show PoE State.

~ PoE Port Setting

Port 3
Port 4 Enehle -

Apply

Port PoE Mode. State Current(mA) Power(W) Temperature("C)
Port 1 Disatled off [] oo [
Porl 2 Disabled off [] oo o
Porl 3 Disabled of [] oo [
Portd. Disabled on [] L o

www.fiberroad.com 17
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2.6 Trunk Group Setting

Trunk group settings page, which is used to configure and show port aggregation.

ment %+

192.168.1.92

Trunk Group Setiing

Port 1
Pon2
S ol ey
= Configuration Porl5

Port 6

Add [ Madiy

= IGMP Group 10 Ports.

Delete Select All

Salect

www.fiberroad.com
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2.7 SNMP Setting

B Web- Switch Management

&« C a 192.168.1.92

SNMP Satiing

VLAN Seting Apply

2.8 Port Mirroring
rroring settings page is used to configure and show port based mirroring.

Port Miroring Setting

Mirror Dirsction  Mirraring Fart Wirrored Port List
Port 1
Port 2

#- System Po 3

Disable  v| Porli v Port 4

= Canfiguration Pon 5

Port &

Static VLAN
Apply

= IGMP Mirtor Direction  Mirmaring Part Wirrared Port List
L= Disabied

Item Description Notes
Mirrow Direction \ Disable/Rx/Tx/Both
Mirroring Port \ Port1-6
Mirrored Port List \ Port1-6

www.fiberroad.com 19
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2.9 Port Isolation
The port isolation setting page is used to configure and show port isolation.

Part Isolation Setting
Port Port solation List

3
§22339

g

Apply

= IGMP Port Port isolation List

2.10 Bandwidth Control
The bandwidth control setting page is used to configure the message bandwidth in and

Bandwidth Control Setting
Port Type State Rate (Kbitsec)

R Por 4 Ingress | |[Disable || Unlimited (01000000, musiple of 8)

= Configuration Port 5

Apply

= IGMP Port | Ingress Rats (Kbitsee) | Egress Rate (Kbitsec)
1GP Port 1 u

Pot2

Pori3

Portd

Port Brief Ports

Item Description Notes

Port Port1-6

Type | Ingress/Egress

State | Enable/Disable Default:Disable
Rate | Configuration when state in Multiple of 8
enable

0-100000Kbit/sec

www.fiberroad.com 20 I



http://www.fiberroad.com/

2.11 Jumbo Frame
Giant frame setting page, which is used to configure the maximum frame length allowed,

Jumbo Frame Setling
Jumibo Frame (Bytes) 16363 v

Apply

Item Description Notes
Jumbo Frame (Bytes) | 1522/1536/1552/16383 Unit:Bytes

2.12 Mac Constraint
The MAC constraint behavior page is used to configure the number of MAC allowed to be

learned by the port and the processing behavior of the MAC address learned by the port.

MAC Canstraint Action Sefting

MAC Canstraint Setting

Apply

Detail Infornation
Port Entry Limits
Por Brief
Port 1 Unimiied

Ponz uramited

Port3 Unimiied

uramited

Post Mot
9 Port§ Uniimited
Port Isolation —
Ports [r—

www.fiberroad.com
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Mac Constraint Action Setting
Item Description Notes
Learn Over Action \ Drop / Flooding

Mac Constraint Setting
Item Description Notes
Port | Port 1-6
State \ Enable/Disable
Entry Limits \ 0-2112 Default:Unlimited

2.13 Greent Ethernet Setting
The green Ethernet setting page is used to enable or disable the green Ethernet function.

Reduce energy consumption by setting green Ethernet function. When the Green
function is enabled, the system will automatically detect the cable length and select
different power modes to obtain the best performance and minimum power
consumption. If the connection is disconnected, the port will enter the power saving
mode within 0 seconds.

Green Ethemat Setling

Grsen Ethernet Disable

Apply

www.fiberroad.com 22 I
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2.14 Security

2.14.1 Security MAC Address — Mac Search

The MAC address search page is used to query the MAC address and display the VLAN ID.

gemen

192.168.1.92

MAC Addresses Searching

MAC Adgress VLANID

00:00:00-00:00-00 (1-4084)

2.14.2 Security MAC Address - Static Mac
The static MAC page is used to add, display and delete the static MAC address of the

port.

Static MAC Setting

MAC Address ‘ v

00-00:00:00:00:00

wavs | ron | soacenc woong | swes

Item Description Notes

www.fiberroad.com

MAC Address \ Added Static Mac Address
VLAN ID | The VLAN to which the added
static MAC belongs

23
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Port | The port to which the added
static MAC belongs
Source Mac Blocking | If this option is checked, the
message carrying this MAC is
not allowed to pass

2.15 Storm Control
The storm suppression page is used to suppress the flood message.

Storm Control Setling

‘Storm Type Port state Rate [kbps)

Apply

Pert 1 o an on

Port3 on an or

Detail Information Port 4 o or or
Pont Briet Port 5 on or

Port Infamation Puts on an

or

g/2|8 2|8 8

or

Item Description Notes
Storm Type | Broadcast, Multicast,
Unknown Unicast and
Unknown multicast

Port | Configure the port where storm
suppression takes effect.

State | Off/On
Rate | 8-1000000 kbps

www.fiberroad.com 24 I
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2.16 Monitoring

2.16.1 Monitoring-Port Statistics

The display letter includes the status of the port, the connection status, the correct data
packet sent, the wrong data packet sent, the correct data packet received and the wrong

data packet received.

x4+

&« a 192.168.1.92

Part Statistics Information

port state LinkStatus | TuGoodPkt | TxBadPki  RxGoodPkt |  RxBadPkt
Fart1 Enabled Link Doun a
© System Pari2 Enabled Link Doun [
= Configuration Pan s Enabled Lirk Down a
VN Part 4 | Enabled Link Up | 2679

Pons Enabied Link Doun 1

2.16.2 Monitoring-Cable Diagnostic
The cable diagnosis page is used to diagnose whether the network line is normal.

Cable Disgnostic

1
2
Static VLAN g
+
s

Check | Port | TestResult Cable Fault Distance

Apply

www.fiberroad.com 25 I
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2.17 Tools
2.17.1 Tools-Firmware Upgrage
The firmware upgrade page is used to enter the loading mode and upgrade in the

loading mode.

VLAN Satting
Enter loader made 1o upgrade firmware. Afier entering loader mode, configuration will be saved.

Enter Loader Mode

2.17.2 Tools-Configuraion Backup
The configuration backup page is used for configuration import and export. Click the

Backup button to export the configuration to PC backup. Click the select File button to
restore the configuration, select the configuration of PC backup, and then click the
restore button to import the backup configuration into the device.

HTTP Backuj

HTTP Restore Configuration
e Choos Fila | Na file chesen Restare

www.fiberroad.com
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2.17.3 Tools-Reset
The restore configuration page is used to restore the factory settings. Enter the reset

page and click the restore factory default button. The system will restart and restore to
the factory default configuration at the same time.

Reset Configuration

VLAN Satting
Reset to default factory settings and restart the system.

Faclory Default

2.17.4 Tools-Save
The save page is used to save the configuration. After clicking the save page, the system

configuration will be saved immediately, and the configuration saving page will show that
the configuration has been saved successfully.

Sava Configurations

VLAN Satting
The configuration has been saved sucosssiully.

www.fiberroad.com
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2.17.5 Tools-Reboot
Reboot paged used to reboot the device.

ment %+

192.168.1.92

Reboot

Reboot the switch.

Rabaot

www.fiberroad.com
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The information in this document is subject to change without notice. Fiberroad
has made all effects to ensure the accuracy of the information, but all
information in this document does not constitute any kind of warranty. If you
have any questions please feel free to contact to us.

Fiberroad Technology Co., Ltd
www.fiberroad.com

Sales Support: sales@fiberroad.com
Technical Support: tech@fiberroad.com
Service Support: service@fiberroad.com
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