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About This Manual

Introduction

This document chapter includes an introduction to the Fiberroad L2+ Managed
WebGUI Network Management , which also contains Fiberroad Industrial Grade
Ethernet Switch and Commercial Grade Ethernet Switch Series.

Conventions
This document contains notices, figures, screen captures, and certain text
conventions.

Figures and Screen Captures

This document p rovides figures and screen captures as examples . These examples
contain sample data. This data may vary from the actual data on an installed system.
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I Chapter 1 System Configurations

This chapter describes the port configuration in detail, including but not limit to the
following:

Administrator
Router Table
ARP Table
Software Upgrade

X X X X

1. About Web -GUI Management

There is an embedded HTML web site residing in flash memory on CPU board of the
switch, which offers advanced management features and allows users to manage

the switch from anywhere on the network through a standard browser such as

Mozilla Firefox or Chrome. ( Note: Window IE is not supported) The Web -Based
Management supports Mozilla Firefox 54.X or later, or Chrome 59.X or later. The
Web browser is a program that can read hypertext.

1.1 Preparing for Web Management

Before using the web management, install the  Ethernet Switch on the network and
make sure that any one of the PCs on the network can connect with the Ethernet
through the web browser.

All of the Fiberroad Network Switch default value of IP, subnet mask, username and
password are listed as below:

x  IP Address: 192.168.1.6

x  HTTP service: Enable

% User Name: admin

% Password: admin

Password

www.fiberroad.com 9 |



1.2 Device Summary

Overview the device information and port status.

I

L2+ Managed MAX Industrial Ethernet Switch Series

feereee “

sesfs]elifen

L2+ Managed Industrial Ethernet Switch with
Serial Ports ~ Series

W e A

e n

L2+ Managed Industrial Ethernet Switch Series

www.fiberroad.com
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FIBERRDAD

L2+ Managed Industrial Ethernet Switch with
Optical Fiber Bypass Series

L2+ Managed Industrial Ethernet Switch Series

FIBERRGAD

L2+ Managed PoE Switch Series (Commercial Grade)
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1.3 System - Administrator
1.3.1 System -Administrator -Administrators
Add Users and its level, status and description.

Add User
Name |

Password |
Confinm Password ||

e S
Item Description Notes
Name/Password/ConfirmPassword As Needed
Level Super/Senior/Junior/Guest

Status ON/OFF

Description As Needed

Remarks: 1. A total of 16 users can be added regardless of the level

1.3.2 System z Administrator - Online Users
Overview online users information

| Name | Level ' Login Type ' Login Information Login Time  Description |
| “admin | Super Administrator | web-3 | 1921681138 | 2000-01-01 000708 | Default Administrator |

(Marked win ™ i current adminisiratar.)

Refresh

Remarks: 1, Only super administrator have this privilege.

www_fiberroad.com 11|



1.3.3 System z Administrator

Access Timeout Setting

Z Management Setting

WebGUI User Manual

Login Way Setting
Console Timeout
Telnet

SSH

5 <1-30> Default Sminutes
® Enabled ) Disabled Timeout &
® Enabled O Disabled Timeout: &

<1-30> Default Sminutes
<1-30> Default Sminutes

WEB

® Enabled O Disabled Timeout: & <1-30> Default Sminutes

Refrosh | Apply

Item

Description

Notes

Consolt Time out

1-30(When enabled)

Default:5 minutes

Telnet Timeout

1-30(When enabled)

Default:5 minutes

SSH Timeout

1-30(When enabled)

Default:5 minutes

WEB Timeout

1-30(When enabled)

Default:5 minutes

1.4 System Log

1.4.1 System Log z Setting

In the system log setting interface, you can view or modify system log configuration

System Log Setting

| Output To Remote Hosts ]

[ [linll!lﬂdm ]lhnlp?n‘! Level |
Item Description Notes
Admin Status Enable/Disable Default: Enable
Output To Console ON/OFF Default:OFF
Output To Local Cache ON/OFF Defalt:ON
Level System log level, divided into 8 Default: INFO

www.fiberroad.com

12 |



WebGUI User Manual

levels according to the severity
EMERG level 0, the system
cannot be used

ALERT: Level 1, need to be
processed immediately

CRIT: Level 2, Severe State
ERR Level 3, Error Status
WARNNING : Level 4, Warning
Status

NOTICE : Level 5, normal but
important state

INFO : Level 6, Notification
Event

DEBUG : Level 7, debugging
information

Click t he n}tdtedoptpubtaireniot® hosts setting.

Expand| Collapse
Device Summary
= System
« Administrator
Administrators.

Online Users Level INFO v
Managemant Setting

+ Configurations
Date & Time
Summer Time.
Davice Status
ARP Table
Software Upgrade
Reboot
Version Information

+ Managament

+ Base Configuration

+ Advanced

+ L3 Config

+ harm

+ PoE Management

+ Extended

Item Description Notes

Host IP Address Remote log host IP address

Host IP Port Remote log host port, range 514,1024 - Default: 514
65534
System log level, divided into 8 levels Default: INFO

according to severity

EMERG level 0, system cannot be
used

ALERT : Level 1, need to be processed
immediately

CRIT: Level 2, Severe State

ERR : Level 3, Error Status
WARNNING : Level 4, Warning Status
NOTICE : Level 5, normal but
important state

INFO : Level 6, Notification Event

Level

www.fiberroad.com 13 |
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Remarks: 1. The smaller the log level value, the higher the level. Only logs with a level
equal to or greater than the set level will be output. For example, if you set the

logging level to the console to 5 (NOTICE), only logs with level 0 to 5 will be out put to
the console.

1.4.2 System Log z View

System Log
| Rofrosh | Rovorsed | Export | Ciear

2000-01-01 00100113 I MAIN: sysDoR eDefaultandreboot | (R Button] =
2000-01-01 00100116 I LOGD: Syslogd Stop ]
2000-01-01 00100110 1 L6GD: Syslogd Start

2000-01-01 00 0 I LOGD: Output to Conaole(level ) disabled

2000-01-01 00 0 I LOGD: Output to Cache File(level=INFO) enabled

2000-01-01 0 0 1 LOGD: Output to TFTP Server(level=INFO,1p=0.0.0.0:0) disabled

2000-01-01 00:00:13 I MAIN: sysDoRestoreDefaultAndReboot! (Reset Button]

2000-01-01 00100115 I LOGD1 Syslogd Stop

2000-01-01 00300108 T LOGD: Syslogd Start

2000-01-01 00100106 T LOGD: OUtput to Console{level-INFO) disabled

2000-01-01 © 1 LOGD: Output to Cache File(level=INFO) enabled

2000-01-01 00100:08 I LOGD1 Output to TETF Server(level=INFO, ip 0.010) disebled

2000-01-01 00100109
2000-01-01 00100112
2000-01-01 00100114
2000-01-01 00100108
2000-01-01 00100108
2000-01-01 00100108
2000-01-01 0010008
2000-01-01 00100108
2000-01-01 00100112
2000-01-01 00100114

00105

MAIN: Switch Dasmon Version: V2.0

MAIN: sysDoRestoreDefaultAndReboot! [Reset Button]
syslogd Sto
L0GD: Syslogd Start
1OGD: Qutput to Console (level=INFO) disabled
LOGD: Dutput to Cache File(level=INFO) enabled

LOGD: Output to TETF Server(level=INFO,ip=0.0.0.010) disabled
MAIN: Switch Daemon Veraion: V2.0

MAIN: sysDoRestorsDefaultAndRebcot! (Reset Button]

L0GD: Syslogd Stop

10GD: Syalogd Start

LOGD: Output to Console (level=INFO) disabled

0-01-01 00100109
2000-01-01 00100109
20000101 00100108
2000-01-01 00100113
2000-01-01 00100115

10GD1 Output to Cache File(level=INFO) enabled
LOGD: Output FTP Server (level=INFO, 1p=0.0.0.010) disabled
aDefaultAndReboot | (Reset Button) -

v #

4 0 T 24 0
El

Description

Reversed New to old display in chronological order

Clear Clear he contents of the system log

1.5 Configurations

1.5.1 Configurations - View

< ion View || Running Canfiguration | Stariup Configuration | Rsload

[1== Running Configuration ==

15ystem Nama : awizch
1Product : FR-THI208

1Software Version i VZ.0[72.0)

1Frodust MAC Address : 001983-12544D
!3ystem Date Time t 2000-01-01 00:03:41
1-2 Bunning Configuration -

tcommand in 'aystem’

tayslog
syalog enable

no sysleg console

=ysleg cashe enable level &
1

laccess timeaut

timeout conaols §

tixecut telnet 5

timecut web 5

‘timecut ash 5

tcommand in ‘administrator® -
login way ensble telnet

www.fiberroad.com 14
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Iltem Description Notes

Startup Configuration Show system startup configuration Text Style

1.5.2 Conflguratlons Z Import

= [[5owme ] \

Remarks: 1, In the Configurations [Import] interface, click [Browse], select the
configuration file to import, and click [Submit] to start the import.

1.5.3 Conflguratlons Z Export
{: || Expont | }
| Running |
|Export | [ Ewpart | \

Remarks: 1. Export configuration is divided into startup configuration and running
configuration. Click [Export] in the corresponding project to prompt up the "File
Save" dialog box (different browsers may differ, here take the IE 11 browser as an
example), click [Save] to export the corresponding configuration file to the local.

www_fiberroad.com 15 |
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1.5.4 Configurations z Restore Factory Default

Westore Factory Detautl ]

Restore Factory Detaull ]\ Restors. [*System will reboot atter restorig to factory detault)

Configuration Step s

1, Click [Restore] and then click [OK] in the confirmation dialog box to
factory configuration.

2. Click [Cancel] to cancel the factory configuration restoration. After a successful
factory reset, the system automatically restarts to take effect to the factory
configuration.

restore the

1.5.5 Configurations 7 Date & Time
e e e e o
Refrash | Apply
Iltem Description Notes
System Time Display the actual effective system time Read Only
Time Zone System time zone setting, sglect any time
zone from the drop -down list .
It can be set after the SNTP client is disabled.
Manual Set .
Time The year range is 1970-2037.0thers are the
same as the common settings .
Set to PC time Synchronize with PC time
SNTP Client Enabled: Enable the SNTP client Default:Disabled

www.fiberroad.com
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Disabled: Disable the SNTP client

Date & Time

System Time

2018.06.25-17:15:52

Time Zone | (GMT+8:00) Beijing, Perth, Singapore, Hong Kong v
Manual Set Time [2018 v Year|6 v |Month[25 v |Day 17~ Hour|15 + Minute[10 + Second
SNTP Client [Enabled v
¥ Unicast IPesss |nterva|(unit:minutes)<10—43200>
[ MultiCast
) Broadcast
Sync Status
Iltem Description Notes
. These three modes
Unicast .
Synchronous . are multi -selectable,
Multicast
Mode but at least one must
Broadcast
be selected
IP address pf SNTP, Default IP address
IP 8.8.8.8; Interval range 10 -43200, and Only for unicast mode
default value 1440
Interval SNTP client time synchronization interval Only for unicast
Sync now SNTP client immediate synchronize times

1.5.6 Configurations

| Summer Time Setting

Z Summer Time Setting

| Ssummer Time

| (Bisavied~

Non-Recuiting
Racurring Refresh | Apply

Disabled

Configuration Step

1.Select [System/ Summer Time ] in the navigation bar to enter the [

interface .

Non -Recurring

Summer Time ]

Summer Time Setting
Summer Time. | Non-Recur v
Start Time [1970 ~ | Year 01 ~|Month (01 ~|Day 00 ~|Hour(00 v|Minute 00 ~|Second

End Time

[ 1970 v | Year 01 v|Month| 01 ~|Day 00 ~|Hour 00 «|Minute 00 +|Second

Offset(unitminutes)

|0 | <1-1440> DefaultOminutes

www.fiberroad.com
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Recurring
Summer Time Setting
Summer Time
Start Month January v
Start Week First ~
Start Day Monday v
Starting Time of Day 00 ~|Hour[00 ~ Minute[00 | Second
End Month January v
End Week First ~
End Day Monday v
Ending Time of Day 00 w|Hour00 ~ Minute[00 | Second
Offset{unit:minutes) ] <1-1440> DefaultOminutes

Default: Disabled

1.5.7 Configurations 7z Device Status

Expand| Collapse Device Information
Device Summary Product Model FR-7M3208
= Systam
+ Administrator
+ System Log
= Canfigurations
View
Impart
Export
Rastore Factory Default
Date & Time "
Summer Time. CPU Usage 180
Device Status Memory Usage 26.9% (Total 126484 KBytes, Free:92436 KBytes)

System Name switch
Product MAC Address 001893125440
Product Serial Number N/A

Software Version V20

2022-04-27 09 3055

ARP Table Nvram Usage 3.0% (Total:262136 Bytes, Free:251880 Bytes)
Software Upgrade Current Temperature 31.0°C
Power Supply Status. power 1

+ Management Rotrosh
+ Base Configuration
+ Advanced
L3 Config
+ Alarm
* PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Canfig
+ Extended

In the [Device Status] interface, the basic information and the operating status
information of the device system are displayed.

Item Description Notes
Product Model The device mode Read Only
Product MAC The device MAC address Read Only
Address

Product Serial The device product serial number Read Only
Number

Software Version The software version running on Read Only
Software The time when running the software Read Only
Released Date

Hardware Version The hardware version of the current device Read Only
Date and Time The device system time Read Only
Operation Hours The system running time Read Only
CPU Usage The system's CPU usage. Read Only
Memory Usage The memory usage of the device system Read Only
Configuration Configuration space usage of the device Read Only
Usage system

www.fiberroad.com 18 |
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1.5.8 Configurations 7 ARP Table
Each switch has an ARP table to stroe the IP addresses and MAC addresses of the
network devices.

| 1P Address | MAC Address Interface ]
1521681138 | sercas 3273 lip0 |

@t [t F1 [Ge| First | Last | [ Refesh

1.5.9 Configurations

System
Product Model FR-7M3208

Z Software Upgrade

Software Released Time 2022-04-27 093055

Software Version V20

 Software Upgrade |
| software Upgrade || Browsa. |

Submit |

Configuration Step

1, On the [Software Upgrade] interface , click [Browse] to select the upgrade file to be
imported. (The upgrade files are generally of the form .ub and .urk. Marked with "b"

for BOOT files and "r" for "File System". The file is marked with k for the file with the
kernel. Click [Submit]. The system starts uploa ding the upgrade file. After the upload
is complete, the device automatically restarts to update the software after the

upgrade is complete.

2, During the software upgrade, make sure that the device is powered up until the
upgrade is completed.
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1.5.10 Configurations zZ Reboot

[ Aebot [ oboot | \

Configuration Step

1.Select [System / Configurations / Reboot] in the navigation bar to enter the

[Reboot] interface

2Click [Reboot] and the YConfirm RestartA dialog
the device. A restart progress bar is displayed. Click [Cancel] to cancel the restart of

the device.

192.168.1.6 says

Are you sure you want to reboot the system?

OK ‘ Cancel

Message window

System is rebooting...

-
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I Chapter 2 Management Configurations

This chapter describes the port configuration in detail, including but not limit to the
following:

x  |P Interface
x  SNMP
x  LLDP

2. Management

2.1.1 Management - IP Interfaces z Settings

IP (Internet Protocol Address) is short for IP  Address. IP address is a unified address
format provided by the IP protocol, which assigns a logical address to each network
and host on the Internet to mask physical address differences.

Expand| Collapse MName IP Address 1PvE Address VLAN
Device Summary . DHCP : Disabled
b aratem 192.168.1.92/24(static)
= Management
“ IP Interfaces

IPVE : Disabled

Setting
DHCP Client
DHCP Client{IPvé)
+ SNMP
+ LLoP
+ Base Configuration
+ Advanced
+ L3 Config
+ Alarm
- PoE Management
Port Config
Smart Power Canfig
Time Range Config
Timing Supply Config
+ Extended

Configuration Steps

1. Select [Management / P Interface / Setting] in the navigation bar to enter the IP
interface [Setting].

2. All current IP interface and configuration information can be viewed in the IP
interface [Setting],

3. To add a new IP interface, click [Add], then fill in the relevant configuration, and
click [Apply],

4. To modify an IP interface, check the corresponding IP interface, click [modify], then
modify the configuration, and click [Apply], the IP interface is shown.

5. To delete an IP interface, check the appropriate IP interface and click  [Delete].
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Setting
Static IP Address | | IPv4(AB.C.D)
Subnet Mask | |IPv4(AB.C.D)
VLAN | | <1-4094>
IPv6 |Disabled  v|
IPv6 Address | | IPVB(X:XXX/M)
l Apply H Cancel ]
Item Description Notes

Static IPv4 address, the format is dotted
decimal system, each interface IPv4

Static [P Address address can not be in the same network ABCD
segment.

Mask The mask of IPv4 address A.B.C.D

VLAN VLAN bound by assigned IP interface <1z 4094>

IPv6 Disabled/Enabled Default:Disabled

IPv6 Address XXX XIM

2.1.2 Management Zz IP Interfaces z DHCP Client

DDHCP Client Setting

Admin Status [ Disabled ~ Apply

DHCP Client Status

Status
1P Address.

| Refresn

Configuration Step
1,Select [Management / IP Interface / DHCP Client] in the navigation bar to enter the
[DHCP Client] interface.

2,In the [DHCP Client] interface, you can view the current configuration information
and DHCP client status.

Iltem Description Notes

Admin Status Enable/Disable Default: Disable
Renew DHCP Client renew the configuration

Release DHCP Client release the current
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configuration
Refresh Refresh the configuration

2.1.3 Management z IP Interfaces z DHCP Client(IPv6)

| OHCP Client(1Pve) Setting |
| Admin status [[cisaviea ——~ Apply ]

DHCP Client(IPvé) Status
Status

IPVE Address

Lease Time

Lease Obtained

Lease Expires

["Pisase retiesh Ihe page aher Renew or Release |

Configuration Step s
1,Select [Management / IP Interface / DHCP Client(IPv6] in the navigation bar to enter
the [DHCP Client(IPv6] interface.

2,In the [DHCP Client(IPv6)] interface, you can view the current configuration
information and DHCP client status.

Item Description Notes
Admin Status Enable/Disable Default: Disable
Renew DHCP Client renew the configuration
Release DHCP Client release the current
configuration
Refresh Refresh the configuration
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2.2 Management z SNMP

2.2.1 Management -SNMP - v1/v2 setting

The Simple Network Management Protocol (  SNMP) is an Internet Standard protocol
that is based on the manager/agent model with a simple request/response format.

The network manager issues a request and the managed agents will send responses
in return.

Expand| Collapse SHMP Basic Setting

Device Summary Admin Status @® Enabled ) Disabled
+ System

* Management

SHMP Port 161 <1-65535> Defauli61

System Name. switch {Any UTF-8 5 aces, MAX: 255 Bytes)

= IP Interfaces
Setting
DHCP Client System Contact contact

System Location jocation {Any UTF-8 aces, MAX: 255 Bytes)

ot Spaces, MAX: 255 Bytes)

DHCP Client{IPv6)
- SNMP

V1/V2 Setting Cammunity {Any UTF-8 String Except Spaces, MAX: 127 Bytes) Type Add

V3 Setting Communities public Read-Only  Read-Write
Trap Setting privata Read-Only  Read-Write
+ LLDP
+ Base Configuration
+ hdvanced
+ L3 Config

+ Alarm

Apply

= PoE Management
Port Config
Smart Power Canfig
Time Range Config
Timing Supply Canfig
+ Extended

Configuration Steps

1.Select [Management / SNMP / V1/V2 Setting] in the navigation bar to enter the
SNMP interface.

2.You can view the Base Setting of SNMP in the [SNMP Base Setting] interface.
3.To modify the Base Configuration , modify the corresponding configuration in the
configuration box, and then click [A  pply] to make effective.

4. If you want to add a group word, click [Add] and a group word is added to set the
group word name and type.The system supports up to eight group characters, with
the first and second being the default, so you can add up to six m  ore.Click [Apply] to
make effective.

5. To delete a group word, click [Delete] on the right corresponding entry (the first
and second are the system default, cannot be deleted), and click [Apply] to make
effective.

Item Description Notes

Admin Status Enable / Disable Default: Enable

SNMP Port SNMP port with Range <1 -65535> Default: 161
System name, any legal character other

SNMP Name than a space can be entered with a

maximum length of 255

System location information, any legal
System Location character other than a space can be

entered with a maximum length of 255

System contact information, any legal

System Contact character other than a space can be
entered with a maximum length of 255
Communities Name : Any legal character other than a
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space can be entered with a maximum
length of 127

Type: Read and write

Note : The system supports a maximum
of 8 group characters and requires at
least two group characters. The default
two group characters can only change
the group name, cannot change the type
or delete. Click [Add ] to add a group
character, add a group character can
change the name and type, and delete.

2.2.2 Management z SNMP z v3 setting

SNMPV3 addresses issues related to the large-scale deployment of SNMP,
accounting, and fault management. Currently, SNMP is predominantly used for
monitoring and performance management. SNMPv3 defines  a secure version of
SNMP and also facilitates remote configuration of the SNMP entities.

Expand| Collapse User Name User Type Security Level Auth Type Auth Password Priv Type Priv Password
Duvics Summary
+ System
- Management
“ IP Interfaces
Setting
DHCP Client
DHCP Client{IPvé)
= SNMP
V1/V2 Setting
V3 Setting
Trap Setting
+ LLDP
+ Base Configuration
+ Advanced
+ L3 Config
+ Alarm
- PoE Management
Port Config
Smart Powsr Conflg
Time Range Config
Timing Supply Canfig
+ Extended

Configuration Steps

1.Select [Management / SNMP V3 Setting] in the navigation bar to enter the SNMP
interface.

2.You can view the Base Setting of SNMP in the [SNMP Base Setting] interface.
3.To modify the Base Configuration , modify the corresponding configuration in the
configuration box, and then click [Apply] to make effective.

4. If you want to add a group word, click [Add] and a group word is added to set the
group word name and type.The system supports up to eight group characters, with
the first and second being the default, so you can add up to six more.Click [Apply] to
make effective.

5. To delete a group word, click [Delete] on the right corresponding entry (the first
and second are the system default, cannot be deleted), and cli  ck [Apply] to make
effective.
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Device Summary
+ System SNMP V3 User
- Management [ T
= 1P Interfaces
Setting
DHCP Client
DHCP Client(IPv6)
= SNMP
W1/V2 Setting
e e
+ LLDP
+ Base Configuration
+ Advanced
+ L3 Config
+ Alarm
- PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Canfig
+ Extended
ltem Description
User Name As Needed
User Type Read-Write/ Read -Only
NoAuthNoPriv: Communication without authentication and
privacy.
Security Level  AuthNoRriv.: Communication with authentication an witout
privacy.

AuthRriv: Communication with authentication and privacy.

NoAut hNoPriv canAt support

MD5: The MD5 message -digest algorithm is a cryptographically
broken but still widely used hash function producing a 128  -bit
hash value.

Auth Type SHA: In cryptography, SHA -1 (Secure Hash Algorithm 1) is a
cryptographic hash function which takes an input and produces
a 160-bit (20 -byte) hash value known as a message digest z
typically rendered as a hexadecimal number, 40 digits long.
Auth As Needed
Password
Only supports AuthPriv level
DES:DES is based on the Feistel structure where the plaintext is
divided into two halves. DES takes input as 64 -bit plain text and
Priv Type 56-bit key to produce 64 -bit Ciphertext.

AES:AES algorithm takes 128 -bit plaintext and 128 -bit secret key

which together forms a 128 -bit block which is depicted as 4 X 4
square matrix.

Priv password

As Needed

www.fiberroad.com
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2.2.3 Management z SNMP z Trap Setting

The Simple Network Management Protocol (SNMP) is an  Internet -standard protocol
used to manage devices on IP networks. The SNMP messages are used to inspect
and communicate information about managed objects. The Trap message is one of
the types of SNMP messages which are generated to report system events.

Expand| Collapse SNMP Trap Setting
Device Summary
+ System

Admin Status Enabled ® Disabled

Send Authentication Failed Trap Enabled ® Disabled
“ Management

= IP Interfaces

Default Trap Community publ (Any UTF-8 String

‘‘‘‘‘‘‘ ty (Any UTF-8 String Except Spaces, MAX: 127 Bytes) Server IP Port <1-65535> Add

Setting Trap Servers
DHCP Client
DHCP Client{IPvé)
- SNMP
V1/V2 Setting
W3 Setting

Apply

Trap Setting
+ LDP

+ Base Configuration

+ Advanced

+ 13 Config

+ Alarm

- PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Config

+ Extended

Configuration Steps

1. Select [Management / SNMP / Trap Setting] in the navigation bar and enter the
SNMP [Trap Setting] interface.

2. The current trap configuration of SNMP can be viewed in the SNMP [Trap Setting]
interface.

3. If you need to modify the Trap Set ting, modify the corresponding configuration in
the configuration box, and then click [Apply],

4. If you want to add a Trap server, click [Add] and the Trap server entry will occur.The
system supports up to 4 groups of Trap servers, the first group is the de  fault of the
system and cannot be deleted, so you can add up to 3 groups of Trap servers, click
[Apply] to make effective.

5. If you want to delete the Trap server, click [Delete] on the right of the corresponding
entry (where group 1 is the default of the sy stem and cannot be deleted), and click
[Apply] to make effective.

SNMP Trap Setting

Admin Status OEnabled ® Disabled

Send Authentication Failed Trap OEnabled ® Disabled

Default Trap Community [pubiic | (Any UTF -8 String Except Spaces, MAX: 127 Bytes)

Tran Sere Index | Community (Any UTF-8 String Except Spaces, MAX: 127 Bytes) Server [P Address Server [P Port <1-65535> Add

e 1 [public | [192.168.1.166 | 162 |

Item Description Notes

Admin Status Enable / Disable Default: Enable

Send Enable : Enable the Sending SNMP

Authentication Authentication Failed Trap Default:Disable
: Disable : Disable the Sending SNMP '

Failed Trap

Authentication Failed Trap
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Default Trap
Community

Default trap Community characters, any
legal character other than a space can be
entered with a maximum length of 127

Trap Server

Coummunity Characters : Any legal
character other than a space can be
entered with a maximum length of 127
Server IP Address : The IP address of
trap serve, IPv4, dot decimal format.
Server IP Port : The IP port of trap serve,
range <1-65535>, default 162

Note: The system supports up to 4
servers. Click the [Add]to add. The
system default server number:1,
community character  : public, IP
address: 192.168.1.166, IP port: 162. The
default server cannot be deleted, but the
added server can be deleted.

2.3 Management Zz LLDP

2.3.1 Management z LLDP - Global Setting

LLDP can be used in scenarios where you need to work between devices which are
not Fiberroad proprietary and devices which are Fiberroad proprietary. You can use
the LLDP protocol for troubleshooting purposes. The s  witch gives all the information
about the current LLDP status of ports and you can use this information to fix
connectivity problems within the network.

Expand| Collapse LLOP glabal setting
Device Summary LLDP admin status
+ System
- Management
“ IP Interfaces
Setting
DHCP Cliant
DHCP Client(IPvé)
- SNMP
V1/¥2 Setting
V3 Satting
Trap Setting
= LLOP
Global Satting
Port Configurations.
+ Base Configuration
+ Advanced
+ L3 Config
+ Marm
= PoE Managsmant
Port Config

Transmit interval

Smart Powar Conflg
Time Range Config
Timing Supply Canfig

+ Extended

<5-32768> Default 30 secand
4 <2-10> Default4

<5-3600> Def
1-100> Defaults
1 <1-3600> Default:] second

' <1-8> Defaultd

Apply

Configuration Steps

1. Select [Management / LLDP / Global Setting] in the navigation bar to

[Global Setting] interface.

2. The LLDP global configuration can be viewed in the LLDP [Global Setting] interface.
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3. Modify the corresponding LLDP configuration in the LLDP [Global Setting] interface,
and then click [Apply] .

LLDP global setting

LLDP admin status Disabled v

Transmit interval 30 <5-32768> Default:30 second

Hold multiplier 4 <2-10> Default:4

Reinit delay 2 <1-10> Default:2 second

Trap interval 30 <5-3600> Default:30 second

Transmit credit num 5 <1-100> Default:5

Fast transmit interval 1 <1-3600> Default:1 second

Fast transmit num 4 <1-8> Default:4

Apply
Item Descript ion Notes
LLDP admin status Enable / Disable Default:
Disable

Transmit interval LLDP transmit interval range 5 -32768 Default : 30
Hold multiplier LLDP hold multiplier range 2 -10 Default: 4
Reinit delay LLDP reinit delay range 1 -10 Default: 2
Trap interval LLDP trap inerval range 5 -3600 Default: 30
Transmit credit num LLDP transmit credit num range 1 -100 Default: 5
Fast transmit LLDP fast transmit inter val range 1-3600 Default: 1
interval
Fast transmit num LLDP fast transmit num range 1 -8 Default: 4

2.3.2 Management

Z LLDP z Port Configurations

Expand] Collapse port | Destination addres ., o Transmit inter  Hold multip Reinit delay Trap interva Transmit credi Fast transmit int Fasttransmit o 0o oo
Device Summary s valis) ier i Iis) toum ervalis) num !
+ System . 01B0C2-00000E v ||| <> -
- M it
SHEGEmEn GE/ |0180C2-00000€ || Disabled a o 0 a Disabled +
= IP Interfaces
Stting GE/2 | 0180C2-00000E || Disabled v|[o o 0 o L 0 o Disabled v
DHCP Cllent GE/3 | 0180C2-00000E Disabled ~||0 0 a 0 0 a Disabled v
DHCP Client{IPvé)
ST GE/4 [0180C2-00000E | [Disabled o a 0 0 0 d
V1/V2 Setting GE/S |0180C2-00000E | Disabled ~ o 0 a 0 0 o ed
9 sen GE/6 [0180C2-00000E | [Disablod ~[[o o 0 0 0 0 o Disabled +
Trap Setting
- o GE/7 [0180C2-00000E | [Disablod ~ 0 [ a 0 0 a Disabled
Global Setting GE/8 [0180C2-000008 || Disabled - o 0 a 0 0 a Disabled v
Port Configurations
GE/o [0180C2-000008 | [Disabied o 0 0 Disabled v
+ Base Configuration
+ Advanced GE/10 | 0180C2-000006 | [Disabled ~|[o o 0 0 0 o Disabled v
+ L3 Config
+ Alarm Apply Refresh
=~ PoE Management
Port Config

Smart Power Canfig
Time Range Config
Timing Supply Config

+ Extended

Configuration Steps,

1. Select [Management / LLDP / Port Configuration] in the navigation bar to enter the
LLDP [Port Configuration] interface

2. The LLDP port corresponding configuration can be viewed in the LLDP [Port
Configuration] interface

3. Choose the LLDP configuration of all ports corresponding to any destination

address 0180C2-00000E, 0180C2-000003, 0180C2-000000 in the LLDP [Port
Configuration] interface

www.fiberroad.com
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4. To modif y the LLDP configuration of a destination address port, click [Modify] after
selecting the destination address, and enter the port configuration interface

4.Select or fill out the configuration items that need to be modified, and click [Apply]
to make effe ctive. There will be a corresponding prompt if the configuration item is

incorrectly filled .

Item

Description Notes

Destination Address

0180C2-00000E
0180C2-000003
0180C2-000000

Remarks :

0x0180-C200-000E for LLDP frames destined for nearest bridge agents.
0x0180-C200-0000 for LLDP frames destined for nearest customer bridge agents.
0x0180-C200-0003 for LLDP frames destined for nearest non -TPMR bridge agents.

Item Description Notes
Transmit Only : Enable LLDP port transmit
function
Receive Only : Enable LLDP port receive
function Default:

Admin Status

Transmit and receive : Enable LLDP port Disable
transmit and receive function
Disable : Disable LLDP port transmit and

receive function

Transmit Interval(s)

Default: Use[Global Setting] transmit
interval
LLDP transmit interval range 5 -32768

Hold Multiplier

Default: Use[Global Setting] hold
multiplier
LLDP hold multiplier range 2 -10

Reinit Delay(s)

Default: Use[Global Setting] reinit delay
LLDP reinit delay range 1-10

Trap Interval (s)

Default: Use[Global Setting] trap interval
LLDP trap inerval range 5 -3600

Transmist credit
num

Default: Use[Global Setting] Transmist
credit num
LLDP transmit credit num range 1 -100

Fast transmit
interval(s)

Default: Use[Global Setting] Fast transmit
interval
LLDP fast transmit interval range 1 -3600

Default: Use[Global Setting] Fast transmit

Fast transmit num num
LLDP fast transmit num range 1 -8
Trap enable Enable / Disable
Port Description
TLVs transmit System Name
enable System Description

System Capabilities

www.fiberroad.com
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I Chapter 3 Base Configuration

This chapter describes the port configuration in detail, including but not limitto  the
following :

Ports
VLAN
QO0S
FDB

X X X X

3 Base Configuration
3.1.1Base Configuration -Port -Status And Setting

Running Status | Admin Status
Port | Link Status PortType  Speed  Duplex | R Rate(bps) TRate(bps)  Admin Status Speed | Duplex | Flow Cantrol EEE Setting
GEN v Copper 100M Full 0.00 3241K On Auta Auto off Disabled Modify
Gz |v Copper 100M | Full 0.00 241K on Auto Auto off Disabled | Modity
cen | R Copper 1M | Half 0.00 000 on Auto Auto off Disabled | Modity
G |¥ Copper 100M | Full 000 [3241¢ Ton Auto I off Disabled | Modify
G5 | R Copper oM | Haif 000 [000 [on Auto [auto off Disabled | Modity
cee | Copper 1o0M | Ful 000 3220 [on Auto [ auto off Disabled | Modity
GE/T v Copper 1000M .Full 56.35K .m 94K -Un Auta 'Aum off Disabled Modify
ceE |V Copper 100M | Full 0.00 32.24€ on Auto Auto off Disabled | Modity
e | % Fiber 10M Half 0.00 0.00 on Fiber Auto Full off Disabled Modify
G0 | ® Fiber 1M | Half 0.00 000 on Fiber-Auto | Ful off Disabled | Modity

Configuration Steps

1. Select [Bae Configuration / Ports / Status and Setting] in the navigation bar to
enter the [Status and Setting] interface.

2. The Status and Settings interface shows the operating status and configuration
information for each port.

Setting
Port GEN
Link Status Link Down
Admin Status On v
Fiber Mode
/_ W‘ ’_Canoel ‘

3" If you need to modify the configuration of a port, just click the [Modify] on the
right side corresponding entry. to enter the modification interface and modify the
corresponding configuration item. Click the [Apply] to complete the modification,
and click the [Cancel] to cancel the modification.
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Iltem Description Notes
Port The name and number of the port
Link Status % Indicates that the port is linked up

% Indicates that the port is linked down

Port Type Copper or Fiber Port
Rate The port working speed, unconnected port
is always displayed as 10M
Duplex The port working duplex mode, the
unconnected port always shows half
duplex
Iltem Description Notes
Port Read Only
Link Status Read Only
Admin Status ON/OFF Default: ON
Fiber Mode Fiber-Auto Default:
Fiber-100M Fiber-Auto
Fiber-1000M
EEE Energy Efficient Ethernet Default:
Enabled / Disabled Disabled

Remarks: Energy Efficient Ethernet (EEE) is an IEEE 802.3az standard that is designed
to reduce power consumption in ethernet
network during idle periods.

3.1.2 Base Configuration -Port -Description

Port Description

GE/1
GE/2
GE/3
GE/4
GE/S
GE/6
GE/T
GE/8
GE/9
GENO

Apply | Refrosh
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Expand| Collapse
Device Summary
 Systam
+ Management
= Base Configuration
= Ports
Status And Setting
Description
Statistics.
Stp Information
Sfp Detail Information
Traffic
& VLAN
+ Qos
+ FDB Table
Port Mirror
Port lsclate
Storm Filcers
'+ Advanced
W L3 Config
+ Alarm
= PoE Management
Port Config
Smart Power Canflg
Time Range Config
Timing Supply Canfig
'+ Extended

Expard | Callapse

~ Port:GE/1

Rx Bytes

R Packets

R Unicast Packets
Rx Multicast Packets
Rx Broadcast Packets
Rx Discards Packets
Rx Pause Packets
Drop Events
Fragments

~ Port:GE/2

~ Port:GE/3

* Port:GE/4

* Port:GE/S

~ PortGE/6

~ PoruGE/T

R Bytes

R Packets

Rx Unicast Packets

Rx Multicast Packets

-Port -Statistics

181996
380
22

6

5
3
0
0
0
0

6208721

43911
14984
8860

20067

T Bytes
T Packats

T Unlcast Packats
Tx Multicast Packets
Tx Broadcast Packets
T Discards Packets
T Pause Packets

Fes Errors

T Bytes
T Packets
T Unicast Packets

Tx Multicast Packets

WebGUI User Manual

14875507
22834
22032
576

Configuration Steps

1. Select [Base Configuration / Ports / Statistics] to enter the port [Statistics] page

2. The [Statistics] shows each port statistical information. You can expand
corresponding port statistics by clicking

cleared button on the right to clear the statistics of the port.
3. Click the [Refresh] to upd ate the statistics of all ports. Click [Clear All] to clear the
statistics for all ports.

“* flag on the left of port entry, and click

Item

Description

Notes

Rx / Tx Packets

Total received / sent packets

Rx / Tx Unicast Packets

Total received / sent unicast packets

Rx / Tx Multicast

Packets

Total received / sent multicast packets

Rx / Tx Broadcast
Packets

Total received / sent broadcast packets

Rx / Tx Discards Packets

Total received / sent discarded packets

Rx / Tx Pause Packets

Total received / sent flow control packets

Drop Events

Drop messages (interval sampling)

FCS Errors

FCS error packet

Fragments

Fragment packets (less than 64 bytes)

www.fiberroad.com
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-Port -SFP Information
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Port  Status  Wavelength(nm)
GE/9 | Inserted | 1310
GE/10 | Inserted | 1310

DDM Calibrated  Tx

Distance(m)
20000
20000

Bit Rate(MBd) | Etharnet Codes
1300 N/A
1300 Fiber-1000M

Supparted
Supported

Internally | 498

-7.00

Internally

Refrash

'C) | Voltage(V) 'C\ll’!lllﬂn”

2355
2111

328 9.05

Item Description Notes
Port The name of information Read Only
Status Removed / Inserted Read Only
Wavelength Operating Wavelength Read Only
Distance(m) SFP effective transmission distance Unit: Meter
Bit Rate N/A / Bit Rata Unit: MBd
Ethernet Codes N/A / Fiber -100M / Fiber -1000M Read Only
DDM N/A / Supported Read Only
Calibrated N/A / Internally / Externally Read Only
Tx Power(dBm) Transmitter optical power Unit: dBm
Rx Power(dBm) Receiver optical power Unit: dBm
Temperature( N) SFP operating temperature Unit: N
Voltage(V) SFP Voltage Unit: V
Crrent(mA) SFP Current Unit: mA

www.fiberroad.com
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-Port -SFP Detail Information
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3.1.6 Base Configuration

Expand | Callapse.
~ Port:GE/9
Status Inserted Ethernet Codes BASE-8X10 Mode Single Mode
Wavelength(nm) 1310 Distance(m) 20000 Bit Rate(MBd) 1300
Vendor Name OFM oul 00-00-00 PN SFP Transcelver
Version SN HW352107150386 Date 20210715
Connector Type i« ODM Supported Calibrated Internally
T Power(dBm) 501 R Power(dBm) int Temperature(°C) N2
Voltage(V) 328 Current(mA) 1080
~ PortGE/10
Status Inserted Ethernet Codes 1000BASE-LX Mode Single Mode
Wavelengthinm) 1310 Oistance(m) 20000 Bit Rate(MBd) 1300
Vendor Name OEM oul 00-00-00 N SFP
Version 000 SN Date 2020.07-04
Connector Type L 0OM Supported Callbrated Internally
T Power(d8m) -7.00 Rx Power(dBm) inf ) 2740
Voltage(V) 328 930

| Retrosh |
.y mtx

1000}
800%)
60r)
400
200%)

23] & > e
& & o & & & & &
Refresh
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3.2 Base Configuration - VLAN
3.2.1 Base Configuration -VLAN-Basic Setting

Expand| Collapse VLAN Setting
Device Summary Choose Range 1-200 ~[1 | Search | (M“WLAN Port Member, 'U"VLAN Untagged Member)
+ System
+ Management
= Base Configuration
+ Ports
= VLAN
Basic Setting
Port Setting
Double VLAN
+ QoS
+ FDB Table
Port Mirrar
Port Isolate
Storm Filters
+ Advanced
+ L3 Config
+ Alam
- PoE Management
Port Config
Smart Power Canflg
Time Range Config
Timing Supply Config
+ Extended

vian Name GE/1 GE/2 GEf3 GE/4 GE/S GE/6 GE/T GE/8 GE/9 GE/10
1 VLANT u u u u u u u u u u

Configuration Steps

1. Select [Base Configuration / VLAN / Basic Setting ] to enter the VLAN [Basic Setting]
interface.

2. On [Basic Setting] interface, you can view the related configuration information of
each VLAN. If you want to find information about a VLAN ID, select the range of the
VLAN ID in the drop -down box, enter the specified VLAN ID in the input box, and click
[Search].

3. To add, modify, or delete VLANS, click [Setting]. Enter the VLAN to be added,
modified, or deleted in the <VLAN list> box on setup interface. Then select Add,
Modify, or Delete. Click [Apply]. The setting and modification options can only modify
the VLAN name

Basic Setting
Created VLAN 1

VLAN List
Example:1-10,13,15-4094

® Add ' Delete " Modify Name:

Apply Cancel

Item Description Notes
Choose Range

To search for a VLAN ID

1. Select the interval where the VLAN to be
searched in the interval selection box;

2. If you enter a specific VLAN ID in the

Search input box, for example 11, the information
bar with the VLAN number 11 turns yellow;
3. If there is no such VLAN, the
corresponding information is prompted.

Top Display the first page of VLAN information

Bottom Display the last page of VLAN information
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Item

Description

Notes

VLAN List Box

Itis to input the VLAN list to be set and
supports multi -VLAN batch input, such as
1,2,3,4-10

Add

To add the VLAN that is entered in the
VLAN list box. VLAN 1 is the default VLAN.
It already exists and does not need to be
created

Delet e

To delete the VLAN input in the VLAN list
box. VLAN 1 is the default VLAN and cannot
be deleted.

Modify

To modify the VLAN input in the VLAN list
box. The VLAN name can be modified. The
new name needs to be entered in the
name box.

3.2.2 Base Configuration

Expand] Collapse
Device Summary
+ System
+ Management
= Base Configuration
& Ports
= WLAN
Basic Setting
Port Setting
Double VLAN
+ Qos
+ FOB Table
Port Mirror
Port Isolate
Storm Filters
+ Advanced
+ L3 Config
+ Alarm
- PoE Management
Port Config

Smart Power Config
Time Range Config
Timing Supply Config

+ Extanded

Created VLAN

Created VLAN

Port
GE/
GE2
GE/3
GE/4
GE/S
GE/6
GE/T
GE/B
GE/S

GE/10

VLAN Mode

-VLAN-Port Setting

1

PVID  Tagged VLANs for hybrid / Permitted VLANS for trunk Untagged VLANs

Setting
Wadity
Madify
Madify
Madify
Madify
Wadiy
Madify
Madity
Madity
Madify

Configuration Steps
1. Select [Base Configuration / VLAN / Port Setting] to enter the VLAN Port Setting

interface.

2. On the [Port Setting] interface, you can view the VLAN related configuration

information of each port.

3. To modify the VLAN configuration of a port, click [Modify] in the corresponding
port display field to enter the port setting interface,
4. Select or fill in the configuration items that need to be modified and click [Apply].
There will be prompts if the configuration item is filled in incorrectly.

Item

Port Setting
Port

VLAN Mode

PVID

Permitted VLAN

" Replace ‘' add ' Delete ® Al created vian

Example:1-10,13,15-4094

[ Apply I Cancel

Description

Notes
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Port Port Name Information
Port VLAN Mode
Access: Access mode
VLAN Mode Trunk : Trunk mode
Hybrid : Hybrid mode
PVID Port PVID <1-4094>

Tagged VLAN

List of VLANSs allowed to pass through the
port. It supports batch input of multiple
VLANs. For
Add: Add the tagged VLAN to the port as the
input VLAN;

Delete: Delete the VLAN from the tagged
VLAN of the port;

Replace: Replace the original tagged VLAN of
the port with the input VLAN;

All created VLANS: All the created VLANSs are
tagged VLANS of the port. Even if they are
created later, they will be automatically

added to the tagged VLAN of the port.

exdmp\l;e: Y1l

Untagged VLAN

Port untagged VLAN list, supports multi -VLAN
batch input, such as: "1,2,3,4 -10";

Add: Add the incoming VLAN to the untagged
VLAN of the port;

Delete: Delete the incoming VLAN from the
untagged VLAN of the port.

Replace: Replace the original untagged VLAN
of the port with th e input VLAN.

3.2.3 Base Configuration

Expand] Collapse
Device Summary
+ System
+ Management
- Base Configuration
+ Ports
< VAN
Basic Setting
Port Setting
Double VLAN
+ Qos
+ FDB Table
Port Mirrar
Port Isolate
Storm Filters
+ Advanced
+ L3 Config
+ Marm
* PoE Management
Port Config
Smart Power Conflg
Time Range Config
Timing Supply Canfig
+ Extended

-VLAN-Double VLAN

Mode Outer PVID Ingress Mode

Egress Mode

Iltem

Description

Notes
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Port Port Name Information Read Only

Mode Enabled / Disabled Default: Disabled
Outer PVID 1, 33-46

Ingress Mode All / Tagged / Untagged Default : All
Egress Mode Tagged / Untagged Default: Untagged

3.3 Base Configuration -QOS
3.3.1 Base Configuration -QoS- Mapping -802.1p Priority
The 802.1p determines the packetAs queue in t

Expand| Collapse 802.1p Priority Mapping

Davics Summary 8021p Priority | 0 1 2 3 4 5 6 7
W-8ysem Local Priarity 0 ! 2 3 4 5 6
+ Management
* Base Configuration Moty

+ Ports

< VAN

Basic Setting
Port Setting
Double VLAN
- qos
= Mapping
802,1p Priority
DSCP Priority
Local Priority
+ Ports
+ FOB Table
Port Mirror
Port lsolate
Storm Filters
+ Advanced
+ L3 Config
+ Alarm
= PoE Management
Port Config
Smart Power Config
Time Range Config
Timing Supply Config
+ Extended

Configuration Steps

1. Select [Base Configuration / QOS / Mapping / 802.1p Priority] in the navigation bar
to enter the QOS [802.1p Priority] interface.

2. On the QOS [802.1p Priority] interface, you can view the mapping from 802.1p
priorities to local priorities.

802.1p Priority Mapping
802.1p Priority [ 1 2 3 4 5 6 7
Local Priority [} - 1 v 2 ~ 3 ~ 4 v 5 - 6 v 7

3. To modify the mapping relationship, click [Modify] and select the mapped local
priority for the corresponding 802.1p priority in drop -down list box.

Item Description Notes
Modify the mapping between 802.1p
priorities and local priorities

Modify

3.3.2 Base Configuration -QoS- Mapping z DSCP Priority
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DSCP is a 6bit packet header value used for traffic classification and priority
assignment.

DSCP Priority Mapping
DSCP Priority | 0 1
Local Priority | 0 0
DSCP pricrity | 8 9
Local Priority 1 1
DSCP Priority 16 1
Local Priarity 2 2
(DSCP Priority 24 25 26 27
3
3
a
a
5
4

©
o
slel=
==
Zlele
o

4

g[~[&["

Local Priority |3
OSCP Priority |32
Local Priority a

s[~[=[~[5]"
5E

DSCP Priority

40

Local Priority |5
OSCP Priority |48
6
56

7

FENC

Local Priority
DSCP Priority
Local Priority

~gleglvlg

-4
<lgl=

Moty

Configuration Steps

1. Select [Base Configuration / QOS / Mapping / DSCP Priority] in the  navigation bar
to enter the QOS DSCP Priority Mapping interface.

2. On the QOS [DSCP Priority] interface, you can view the mapping from DSCP
priorities to local priorities.

3. To modify the mapping relationship, click [Modify] and select the mapped local
priority for the corresponding DSCP priority in drop  -down list box

Item Description Notes
Modify Modify the mapping between DSCP
priorities and local priorities

3.3.3 Base Configuration -QoS- Mapping z Local Priority
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The local priority is assigned to the local clock and is used if needed when the data
associated with the local clock is compared with data on another potential
grandmaster (or the master) clock.

Expand| Collapse Local Priarity Mapping
Lol Local Pririty o 1 2 ] 4 5 6 7
+ Systam
+ Managament
~ Base Configuration Madify
" Ports
- VLAN
Basic Setting
Port Satting
Double VLAN
- qos
= Mapping
802,1p Priority
DSCP Priority
oeal Priority

Queue 0 1 2 3 4 5 6

+ Ports
+ FDB Table
Port Mirrar
Port Isolate
Storm Filters
+ hdvanced
+ L3 Config
+ Marm
- PoE Management
Port Config
Smart Power Canfig
Time Range Config
Timing Supply Config
+ Extended

Configuration Steps

1. Select [Base Configuration / QOS / Mapping / Local Priority] in the navigation bar
to enter the QOS Local Mapping.

2. You can view the mapping from the local priority to the egress queue on the QOS
[Local Priority] interface.

3. To modify the mapping relationship, click [Modify] and select the mapped egress
gueue for the corresponding local priority in drop ~ -down list box.

Item Description Notes
Modify the mapping relationship
Modify between the local precedence and the

egress queue

3.4 Base Configuration -QoS- Ports
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Quiality of Service (QoS) Port -based settings allow you to configure each port on the
device for QoS Local Area Network (LAN) settings using different priority levels for
network traffic. This allows the router to prioritize and handle traffic differently on
each port so you may get the best performance while connecting to a range of

devices.

Expand| Collapse
Device Summary
+ System
+ Management
= Base Configuration
» Ports
= WLAN
Basic Setting
Port Satting
Double VLAN
= qos
 Mapping

Port
GEN
GE/2
GE/3
GE/4
GE/S
GE/6
GE/T
GE/B
GE/9
GE/0

Default Priority

0
o
0
0
0
0
0
0
0

QOs Policy
NONE
NONE
NONE
NONE
MNONE
NONE
NONE
MNONE
NONE
NONE

Schedule Mode
5P
sp
s
E
Ed
s
E
E
5P
s

Weights

Satting
Modity
Madity
Modity
Madity
Madity
Modity
Maodity
Madity
Madity

Modity

802,1p Priority
DSCP Priority
Local Priority
= Ports.
Port Priority
Rate Limitation
+ FOB Table
Port Mirror
Port lsolate
Storm Filters
+ Advanced
+ L3 Config
+ Aarm
= PoE Management
Port Config
Smart Powar Config
Time Range Config
Timing Supply Config
+ Extended

Configuration Steps

1. Select [Base Configuration / QOS / Ports / Port Priority] in the navigation bar to
enter the QOS [Port Priority] interface.

2. The QOS related configuration of the port can be viewed on the QOS [Port Priority]
interface.

3. To modify the QOS configuration of a port, cl ick [Modify] on the corresponding
port display to enter the port setting interface, as shown in Figure 5.4.

4. Select or fill in the configuration items that need to be modified and click [Apply]

to confirm. There will be prompts if the configuration item is filled in incorrectly.

Port Priority

Port GE2 v

Default Priority 0 <0-7>

QOS Policy NONE v

Schedule Mode SP v

Weights 1 (3 U5 7 |11 (125 (31 [|44 | <1-127>
Apply Cancel

Item Description Notes
Port Port name information
Default Priority The port default with priority Range <0-7>

NONE: indicates no policy. The port does not
have a policy by default.

QoS Policy COS: CQOS priority policy
DSCP: DSCP priority policy
OS-DSCP: COSDSCP priority policy
Scheduling SP: Strict Priority scheduling strategy
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Mode WRR: Weighted Round Robin scheduling
strategy

WFQ: Weighted Fair Queue scheduling strategy
If the selected scheduling mode is WRR or
WFQ, you need to configure the weight of each
queue, total 8 queues. To set 8 weights, the
weight of all queues must be 127.

Weights

3.4.2 Base Configuration -QoS- Ports -Rate Limitation

Port-based rate limiting allows you to limit  the speed at which network traffic is sent
or received by a device that is connected to a port on your switch. Unlike 802.1p
Quiality of Service (Qo0S), port -based rate limiting does not prioritize information
based on type. Rate limiting simply means thatt he switch will slow down traffic on a
port to keep it from exceeding the limit that you set. If you set the rate limit on a port
too low, you might see degraded video stream quality, sluggish response times

during online activity, and other problems.

Expand]| Collapse Port Ingress Rate Limitation Rate(Kbps) Egress Rate Limitation Rate{Kbps) Satting
Davica Summary GE/ off N/A off N/A Modify

+ Systam GER2 off /A off N/A
+ Management
- Base Configuration

i GE/4 off /A off N/A

GE/3 off /A off N/A

- AN GE/S off N/A off NfA
Basic Setting GE/6 off /A off N/A
Port Setting GE/T off /A off N/A Madity

Doubla VLAN GE/B off N/A off N/A Moty
= Qos
- Mapping

GE/Y off N/A off N/A Moty

GE/10 off /A off N/A Modity
802.1p Priority

DSCP Priority
Local Priority
= Ports
Port Priority

+ FDB Table
Port Mirrar
Port laolate
Storm Filters
+ Advanced
+ L3 Config
+ Aarm
- PoE Management
Port Config
Smart Powar Config
Time Range Config
Timing Supply Canfig
+ Extended

Configuration Steps

1. Select [Base Configuration / QOS / Port / Rate Limitation] in the navigation bar to
enter the QOS [Rate Limitation] interface.

2. On the QOS [Rate Limitation] interface, you can view the related configuration of
the port's speed limi t.

3. To modify the port's speed limit configuration, click [Modify] in the port display
column to enter the Rate Limitation setting interface.

4. Select or fill in the configuration items that need to be modified and click [Apply]
to confirm. There will b e prompts if the configuration item is filled in incorrectly.

Rate Limitation

Port GE/5 -
Ingress Rate Limitation On ® Off <16-1000000>kbps
Egress Rate Limitation On ® Off <16-1000000>kbps
Apply Cancel
Item Description Notes
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Port

Port name information

Ingress Rate
Limitation

Set the port's entry speed limit:

On: Enables the port to limit the rate
of ingress. The rate limit ranges
from <16 -1000000>

OFF: Close the port's ingress rate
limit

Egress Rate
Limitation

Set the port's output speed limit:

On: Enables the port to limit the rate of
egress. The rate limit ranges from <16 -
1000000>

OFF: Close the port's egress rate limit

3.5 Base Configuration
3.5.1 Base Configuration

Expand| Collapse Aging Setting
Device Summary
+ Sysiem
+ Management
= Base Canfiguration
+ Ports
= VLAN
Basic Setting
Port Setting
Double VLAN
- Qos
= Mapping
802.1p Priority
DSCP Priority
Local Priority
= Ports
Port Priority
Rate Limitation
~ FOB Table
- Configuration
Aging Setting
Static MAC Entry
Port Leaming Ability
FDB Table
Dalete Entries
Port Mirrar
Port Isolate
Storm Filters
+ Advanced
+ L3 Config

+ Alarm

Fast Aging Time

- PoE Management

Aging Time{unitsecond

-FDB Table
-FDB Table - Configuration 7z Aging Setting

®aon O off 300 <1-86400> Default:300second

Apply

Configuration  Steps

1. Select [Base Configuration / FDB Table / Configuration / Aging Time] to enter the

[Aging Time] interface.

2. The aging time related configuration of the FDB Table can be viewed in the [Aging

Time] interface.

3. If you need to modify the aging time confi  guration of the FDB Table, you can
modify the corresponding configuration in the aging time configuration box and click

[Apply] .
Item Description Notes
The FDB Table aging time can be configured
via the radio button.
Enable d: The aging time is on. Range 1-86400
. . seconds, default value 300 seconds.
Aging Time

Disabled : The FDB Table never aging, but the
system resetting could clear the dynamic
forwarding entries.

Note: Default with Enable, 300 seconds.

3.5.2 Base Configuration
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Expand| Collapsa
Device Summary
+ System Statle MAC Entry
+ Managamant MAC Address
- Base Configuration
" Ports
- VLAN
Basic Setting
Port Satting
Double VLAN
- qos
= Mapping
802.1p Priority
DSCP Priority
Local Priority
= Ports.
Port Priority
Rata Uimitation
- FOB Table
“ Configuration
Aging Setting

xxxxxxxxxxxx

Static MAC Entry
Port Laarning Abllity
FOB Table
Dalete Entries
Port Mirror
Port Isolate
Storm Filters
+ Advanced
+ L3 Config
+ Alarm
- PoE Management

Configuration Steps

1. Select [Base Configuration / FDB Table / Configuration / Static MAC Entry] to enter
the [Static MAC Entry] configuration interface.

2. On FDB Table [Static MAC Entry] interface, you can view the st atic MAC related
configuration information of FDB Table,

3. If add a new static MAC address, click [Add] to enter the Static MAC configuration
interface. Fill in the corresponding configuration items and click [Apply] to complete
the addition. There will be prompts if the configuration item is filled in incorrectly.

4. If modify the static MAC address, select the corresponding static MAC address and
click [Modify] to enter [Static MAC Entry] interface. To modify the corresponding
configuration item, click [Apply] to complete the modification. There will be prompts
if the configuration item is filled in incorrectly.

5. If delete a static MAC, select the corresponding static MAC and click [Delete] to
delete the static MAC.

Item Description Notes
A valid unicast MAC address, format XXXXXX -

MAC Address XXXXXX

VLAN A valid VLAN ID, rang 1-4094

Port Select a specified port

3.5.3 Base Configuration -FDB Table - Configuration z Port Learning Ability
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Expand| Collapse Port Admin Status Learning Number Setting
Device Summary GEN 8192 Moy
e 8182 Mcxsify
+ Management
+ Base Configuration
+ Ports
< VLAN GE/S
Basic Setting GE/6

GE/2
GE/3
GE/4

8192 Modty
8192 toatly
8192 Moy
8192 Modfy
8192 Moy
8192 Mody
892 Noxsify

Port Setting GE/7
Double VLAN GE/B
s GE/9
= Mapping
802.1p Priority
DSCP Priority
Local Priority
= Ports.
Port Priority
Rate Limitation
~ FOB Table
- Configuration
Aging Setting
Static MAC Entry
Port Learning Abllity
FOB Table
Dalete Entries
Port Mirror
Port Isolate

GE/10 8192 Moy

3 olelelelelelelele]e

Storm Filters
+ Advanced
+ L3 Config
+ Aarm
- PoE Management

Configuration Steps

1. Select [Base Configuration / FDB Table / Configuration / Port Learning Ability] to
enter the [Port Learning Ability] interface.

2. On the FDB Table [Port Learning Ability] interface, you can view the Port Learning
Ability related configuration information of FDB Table.

3. To modify the Port Learning Ability configuration, click [Modify] in the
corresponding port column to enter the port configuration interface.

4. Select or fill in the configuration items that need to be modified and click [Apply].
There will be prompts if the configuration item is filled in incorrectly.

Item Description Notes
Port Port name, selected modified port

Functional configuration of port learning,

configured via radio buttons.

ON: The Port Learning Ability is on. IS3000
Learning /1S2000 series range is 1-8192;

OFF: Closes the Port Learning Ability.

Note: The default is Enable with value

8192.

Remarks: The number of address learning is shared by all ports

3.5.4 Base Configuration -FDB Table- FDB Table
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The FDB (forwarding database) table is used by a Layer 2 device (switch/bridge) to

store the MAC addresses that have been learned and which  ports that MAC address

was learned on. The MAC addresses are learned through transparent bridging on
switches and dedicated bridges .

1 e MAC Address v [ port Trpe
I ] 00017C-0B0IEE 1 GE/T

ERE oouan-nzzoa h [oer
7 a ooarc-oFaona h IER

DOOBAB-AYFFIF 1 GE/T
) I 5 D01B93-1753E4 T 1 I GE/T
) | b DO1B93-1854ES | 1 | OE/7
I D01B90-0ABBCA | 1 | OE/7
(m] | 1] D0204B-49FEST I 1 | GE/T
) I 9 DOEOLC-36016D | 1 | GE/T
e DOED4C-3401AA h [oem
T n D0EO4C-373329 IO |oer
J | ” DOEDLC-&BE122 I 1 | GE/T
) I i) DBA266-55303C T 1 | GE/T
T o6v198.FI7724 0 loen
(=] I 15 10ETCE-6CEBT4 T 1 | OE/T
(m] | "% 201A06-BDO04A | 1 | GE/T
) I n 209BES-123918 | 1 I GE/?

Mext |1 4 [ Go First | Last Refrash

Configuration Steps

1. Select [Base Configuration / FDB Table / FDB Table] to enter [FDB Table] interface.

2. On the FDB Table interface, you can view the FDB Table information.
3. If delete a forwarding entry, select the corresponding forwarding entry or select it
all and click [Delete] to delete the entry.

3.5.5 Base Configuration -FDB Table - Delete Entries

MAC Dsletian

Oslete By AL

Oynarmic or Stalic () Dynamic C) Static
VLAN 40
Part

| Apply

Configur ation Steps

1. Select [Base Configuration / FDB Table / Delete] to enter the [Delete] interface.
2. If delete related entries in the FDB Table in batches, select the corresponding
remove condition in the MAC address deletion column, and then click [Apply]

Iltem Description Notes

All: Deletes all FDB Table entries.

VLAN: Specifies the VLAN ID to delete FDB Table
entries.

Port: Specify the port number to delete the FDB

Delete By
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Table entries.
Dynamic: Delete the dynamic FDB Table entries

Dynamic or that have been learned.

static Static: Delete manually added static FDB Table
entries.

VLAN Delete the forwarding entry of the specified
VLAN. The range is 1-4094.

Port Delete the forwarding entry of the specified port

3.5.6 Base Configuration -FDB Table - Port Mirror

Port mirroring is used on a network switch to send a copy of network packets seen
on one switch port (or an entire VLAN) to a network monitoring connection on
another switch port. This is commonly used for network appli  ances that require
monitoring of network traffic such as an intrusion detection system, passive probe or
real user monitoring (RUM) technology that is used to support application
performance management (APM).

Expand)| Collapse Port Mirror Setiing
Device Summary.
+ System

+ Management

Admin Status Disabled

Manitor Port GEN

= Base Configuration ‘Source Ingress Ports All =1 GEfl GEf2 GE/3 GEf4 GE/S GE/6 GEST
-Pors BE/f8 GE/? Ge/10
© VLAN Souree Egress Ports a cou GEN &2 oE/1 GE/4 GE/S GE GE/1
+Qos oE/8 En oen
- FDB Table
+ Configuration
FDB Table
Delete Entries
Port Mirror
Port Isolate
Storm Filkers

Apply

+ Advanced

+ L3 Config

+ Alam

+ PoE Management
+ Extended

Configuration  Steps

1.Select [Base Configuration / Port Mirror] in the navigation bar to enter the [Port

Mirror] configuration interface

2.Modify the port mirroring configuration information. Pull down and select to disable

or enable mirroring, select the mirroring destination port, check t he ingress port and
egress port, the ingress or egress cannot contain the destination port, and click [apply]

to submit the modification

Item Description Notes
Admin Status Select whether to enable port mirroring

Select the destination port for port mirroring  via

drop -down box

Select the source port list in the ingress direction.

Monitor Port

Source Ingress It can be selected with the check button. (The
Ports source port list cannot contain the destination
port)
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Select the source port list in the egress direction.

Source Egress It can be selected with t he check button. (The
Ports source port list cannot contain the destination
port)

3.5.7 Base Configuration -FDB Table - Port Isolate

Port isolation allows a network administrator to prevent traffic from being sent
between specific ports. This can be configured in addition to an existing VLAN
configuration, so even client traffic within the same VLAN will be restricted

[Inolate Asd |
eclata 10 s
Al
aslate Ports logn  Doen  Cloen Clokw  Coes  Coew  Deer Clogis
Joess  [oeno
Apply Cancel

Configuration  Steps

1.Select [Base Configuration / Port Isolate] in the navigation bar to enter the [Port
Isolate] configuration interface

2.Modify the port isolate configuration information. Pull down and select to Add or
Modify, enter Isolate ID, select a Isolate Ports, and click [apply] to submit the
modificatio n.

3.5.8 Base Configuration-FDB Table- Storm Filters
Broadcast filtering helps to prevent a broadcast storm, which is a massive
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transmission of broadcast packets being sent by a single port to every port on a local
area network (LAN). Forwarded message responses can overload network resources,
slow regular network traffic, or cause the network to time out. Broadcast filtering lets
you limit the number of broadcast packets that each port sends. When you turn on
broadcast filtering, you have the optionto  set the storm control rate on each port of
your switch.

| Broadcast Packets | Threshald(ktips) Unknewn Unicast Packets | Unknewn | | Setting
GE/1 o o on N/A on NiA Modity
Er  |on o off I off [ Modity
GE/3 | On IM off I off [ || Mody
Gk |0 0 off I off [ [ Moty
s |on M off | ia ot D | Moty
o |0 M on M on Ivia | Moty
o7 |on | |
GE/8 [on

OE/Y I

M |on

M on I on I Moty
[e on | N/A on [ NiA | Madity
[ea on N/A of [ NiA Modity
[s off I off NiA [ oty

Configuration  Steps

1. Select [Base Configuration / S torm Filter s] in the navigation bar to enter [S torm
Filter s] configuration interface.

2. The Storm Filtering interface displays broadcast storm filtering configuration
information for each port.

3. To modify the port storm filtering configuration information , click the [Modify] to
enter the [Storm Filters] modification interface, as shown in Figure 13.2. Enter valid
confi guration parameters and click [Apply] to submit the changes. Click [Cancel] to
cancel the modification

Item Description Notes
Port Modify the configured port

ON- If you choose to enable, enter the
Broadcast corresponding rate suppression value, <16 -
Packets 1000000>, and enter 16, unit is kbps

OFF

On - If you choose to enable, enter the
Unknown corresponding rate suppression value, <16 -
Unicast Packets 1000000>, enter 16, unit is kbps

OFF

On - If you choose to enable, enter the
Unknown . .
Multicast corresponding rate suppression value, <16 -

1000000>, enter 16, unit is kbps
Packets

OFF
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I Chapter 4 Advanced Configurations

This chapter describes the advance configuration in detail, including but not limit to
the following:

ACL

DHCP snooping
Multicast
GMRP

GVRP

EPRS

X X X X X X

4. Advanced Configuration

4.1 Advanced Configuration  z Ports z Ports Security

Port security is a layer -2 traffic control feature on Fiberroad Industrial switches. It
enables an administrator configure individual switch ports to allow only a specified
number of source MAC addresses ingressing the port.

Expand| Collapse Port Mode Action State MACT MAC 2 Mac 3 Clear
Device Summary . - v > ~ Clear
+ System
+ Management
'+ Basa Configuration
= Advanced
& Ports GE/4
Port Security OE/S

GE/1
GE/2

BE/3

+ ACL BE/6
 DHCP snaoping i
+ DHCP Server .
+ Multicast T
+ GMRP

© GVRP GE/10 Disabled v
s Apply | Retash

000000-00000¢ 000000-000000

<[l < <)l elll<)|l</|< ]l <

+ Link Aggregation
+ Loopback
+ STP
v ERPS
# L3 Config
+ Alarm
4 PoE Management
'+ Extended

a1 yeu want bo modify the mede, you must enable the port isarning abilly and sel the leaming rumber o 8102,

Configuration  Steps

1.Select [Advance] in the navigation bar to enter the [Port Security]  configuration
interface

2.Modify the Port Security configuration information. Pull down and select to disabled
or enabled mode, select the action, enter the number of MAC addresses to be secured
on a port, and click [apply] to submit the modification.

Item Description Notes
Mode Enable port security on the desired ports. If
desired, specify the secure MAC address.
Action Trap/Shundown/Trap&Shundown/Drop/Trap&Drop
MAC 1/MAC You can add MAC address to the list of secure
2/MAC 3 address

Remarks: If you want to modify the mode, you must enable the port learning ability
and set the learning number to 8192.
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4.2 Advanced Configuration 7z ACL

4.2.1 Advanced Configuration 7z ACL Z ACL Group Setting

The Groups for ACLs feature lets you classify users, devices, or protocols into groups
and apply those groups to access control lists (ACLS) to create access control policies
for those groups.

Expand| Collapse

Device Summary
+ System ACL Braup Setting
+ Management
+ Base Configuration
- Advanced

= Ports

Port Security
= ACL

ACL Group Setting
ACL Rule Setting
+ DHCP snooping
+ DHCP Server
+ Multicast
+ GMRP
+ GVRP
+ 802.1%
# Link Aggregation
+ Loopback
+ STP
+ ERPS
+ L3 Config
+ Alarm
4 PoE Management
+ Extended

Configuration Step

1. Select [Advanced / ACL / ACL Group Setting] in the navigation bar to enter the ACL
interface.

2. The ACLinformation will be added in [ACL Group Setting] interface

3. Add an ACL Group: click [Add ] to enter [ACL Group Setting] interface, An ordinal
number (0 -3999) is assigned to the group. Set a name for the group, not repeatable.
Then select the port and bind t o the group. It is not workable if port binding not

done. Click [Apply ] to complete the configuration.

4. Modify an ACL Group Configuration: select an ACL group and click [Modify ] to enter
the [ACL Group Setting] interface. Fill in the required configuration items, and click
[Apply] to complete the configuration.

5. Delete an ACL Group Configuration: select an ACL group and click [Delete ] to delete

the configuration.

ACL Group Setting
Index <0-3999:

Group Name

All GE/1 GE/2 GE/3 GE/4 GE/5
Binding Ports GE/6 GE/7 GE/8 GE/9 GE/10
(Leave Binding Ports empty to disable the ACL Group.)
Apply Cancel
Item Description Notes

ACL group index, range <0 -3999>, divided into 4
matching groups L2, L3 /L4, Source L2 / L3/ L4,
Destination L2 / L3 / L4. The matching items
supported by each matching group are as follows:
L2: Source MAC, Destination MAC, Ethernet type,
VLAN, IP protocol, range 0 -999.

L3/ L4: VLAN, Source IP, Destination IP, Source IP
port, Destination IP port, IP protocol, range 1000 -
1999.

Source L2 /L3 /L4: Source MAC, Ethernet type,

Index
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VLAN, Source IP, Source IP port, IP protocol, range
2000-2999.
Destination L2 / L3/ L4: Destination MAC,
Ethernet type, VLAN, Dest ination IP, Destination
IP port, IP protocol, range 3000 -3999.
The Group name must be unique and string
Group Name format, ASCII code A-Z, a-z,0-9, _, no more than 32
characters.
An ACL is applied to a certain port or some port,
then the bound port ACL becomes effective.

Binding Ports

4.2.2 Advanced Configuration 7z ACL Z ACL Rule Setting

ACLs are a collection of permit and deny conditions, called rules, that provide
security by blocking unauthorized users and allowing authorized users to access
specific resources. ACLs can block any unwarranted attempts to reach network
resources.

Expand| Collapse
Device Summary
+ System
+ Management
+ Base Configuration
- Advanced
- Ports Agply
Port Security
- ACL
ACL Group Setting
ACL Rule Setting

0-45525>

+ DHCP snaoping
+ DHCP Server
+ Multicast
+ GMRP
+ GVRP
+ 802.1%
+ Link Aggregation
+ Loopback
v sTP
+ ERPS
+ L3 Config
+ Alarm
+ PoE Management
+ Extended

Configuration Step

1. Select [Advanced / ACL / ACL Rule Setting] in the navigation bar to enter the ACL
Rule view interface.

2. In Select Range, select the interval of the group in the first drop  -down list, and
select a specific group within the group interval in second drop  -down list. The next
two lines show the selected group name and the port that the group binds. The table
shows the ACL rules that the group has configured. Click the icon @ in the filter rule
bar to expand and view the specific content of the filter rule, the icon changed to be
=

ACL Group Information

Choose Range [0-099 vl v

[J | Index Action Filtering Rule

3. Add an ACL Rule: click [Add] to enter the ACL rule setting interface.One of the
filtering rules can be selected by selecting different filters via the drop -down list,
and then the corresponding filtering items will be automatically generated for
users to fill in. You can also remove the filter items by the [Delete] on the right
side. Fill in the required configuration items, and click [Apply] to complete the
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ACL Rule Setting

Index
Action

Filtering Rule
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<0-65535>
* Drop Permit ' Redirect| GE/1
v

Apply Cancel

4. Modify an ACL Rule: select an ACL and click ‘Modify' to enter the [ACL Rule Sett ing]
interface. Fill in the required configuration items, and click 'Apply' to complete the

configuration.

5. Delete an ACL Rule: select an ACL and click 'Delete’ to delete the configuration.

ACL Rule Setting

Index
Action
Filtering Rule

IP Protocol

Source MAC

Destination MAC

WLAN

Ethernet Type

® Drop O permit © Redirect

@ icve Oiamp O1ce O upp | Delete |

@y O XXXOOX-XXxXXxX Mask: FFFFFF-FFFFFF ‘ Delete

®any O XXXOOX-X0Xxxx mask: FFFFFF-FFFFFF ‘ Delete

@y O <1-4094> | Delets

@y O Hex | Delsts

[ Apply I Cancel

Iltem

Description Notes

Index

ACL Rule Index

Action

When the message conforms to the filter rule, the
action includes:

Allow

Discarded

Redirect to the destination port

Filtering Rule

ACL filtering rules include:

Source MAC

Destination MAC

IP Protocol

Ethernet type

VLAN

The filtering items can be filtered by a range via
setting the mask.

Note: When the match mask is 1, it is

matched. Not matched at O

Item

Description Notes

Sources MAC

Format Xxxxxx -xxxxxx, support the mask, default
mask ffffff -ffffff

Destination MAC

Format Xxxxxx-xxxxxx, support the mask, default
mask ffffff -ffffff

IP Protocol Only supports TCP, UDP, ICMP, IGMP currently
Hexadecimal format, support mask, default mask
Ethernet Type
FFFF
VLAN <1-4094>
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4.3 Advanced Configuration =~ z DHCP snooping

4.3.1 Advanced Configuration

Z DHCP snooping z Global Setting

DHCP snooping is a security feature that acts like a firewall between untrusted hosts
and trusted DHCP servers.

Expand| Collapse OHCP snaopeing Global Satting

Davice Summary

dmin Status
+ System OHCP opiion 82

+ Management
+ Base Configuration
- Advanced
« Ports
Port Security
s acL
ACL Group Setting
ACL Rule Setting
“ DHCP snaoping
Global Setting
Port Setting
Binding Table
+ DHCP Server
+ Multicast
+ GMRP
o GVRP
+ 802.1X
+ Link Aggragation
+ Looback
v sTP
v ERPS
+ L3 Config
+ Alarm
+ PoE Management
+ Extended

WebGUI User Manual

Configuration Steps

1. Select [Advanced / DHCP Snooping / Global Setting] in the navigation bar to enter
the [Global Setting] interface of DH CP snooping.
2. The global configuration information can be viewed in of DHCP snooping [Global

Setting] interface.

3. To modify the global configuration of DHCP snooping in the DHCP snooping global
configuration box, click [Apply].

DHCP snoopoing Global Setting
Admin Status
DHCP option 82

off
off

Apply

Item Description Notes
TS . ON: Enable DHCP Snooping Global Default:
OFF: Disable DHCP Snooping Global OFF
. ON: Enable DHCP Snooping Global Default:
DHCP option 82 . .
option OFF: Disable DHCP Snooping Global OFF

www.fiberroad.com

55 |



WebGUI User Manual

4.3.2 Advanced Configuration z DHCP snooping z Port Setting

Cireuit 1D (Any UTF-8 Siring Excopl Spaces, MAX. 32 Bytes)
Remale 1D (hny UTF-8 Siring Excopt Spaces, MAX. 32 Byts) )
L Avply Cancel

Configuration Steps

1. Select [Advanced / DHCP Snooping / Port Setting] in the navigation bar to enter the
DHCP snooping [Port Setting] interface.

2. The port configuration can be viewed in the DHCP  snooping [Port Setting]
interface.

3. To modify the DHCP snooping configuration for a port, click the [modify] to enter

the port configuration interface, as shown in figure 17.2.

4. Select or fill in the configuration items that need to be modified, and cl ick [Apply]
to make effective. There will be prompts if the configuration items are incorrectly

filled.

Item Description Notes
Port The name of information
Yes: Set as trust port
Trust
No: Set as untrust port
Circuit ID Default by global agent circuit ID
Remote ID Default by global agent remote ID

4.3.3 Advanced Configuration 7z DHCP snooping z Binding Table

1P Address | MAC Address | Lonsa Time [vuan Port

[t 1 [Go| Fint | Last | | Refrash
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Configuration Steps

1.Select [Advanced / DHCP Snooping / Binding Table] in the navigation bar to enter
the DHCP snooping [Binding Table] interface.

2.All bind list information can be viewed in the DHCP snooping [Binding Table]
interface.

3.Click [Refresh] to update all DHCP snooping bind list information.

4.4 Advanced Configuration 7z DHCP Server

4.4.1 Advanced Configuration z DHCP Server z Global Setting

A DHCP Server is a network server that automatically provides and assigns IP
address, default gateways and other network parameters to client devices. It relies

on the standard protocol know as Dynamic Host conf iguration protocol or DHCP to
respond to broadcast queries by clients.

Expand| Collapse
Device Summary
+ System
+ Management
+ Basa Configuration
Port Sacurity 0 Disabled Modity
= ACL
ACL Group Setting
ACL Rule Setting
= DHCP snaoping
Global Setting
Port Setting
Binding Table

1P Address Lease Informat
+ Multicast
+ GMRP
+ GVRP
+ 802.1X
+ Link Aggregation
+ Loopback
wsTP
" ERPS

+ L3 Config

+ Alarm

+ PoE Management

+ Extended

Configuration Steps

1.Select [Advanced / DHCP Server / Global] in the navigation bar to enter the DHCP
Server[Global Setting] interface.

2.The DHCP server global setting admin status can be enabled/disable , and enter
the lease times.

Remarks: 1. This DHCP-assigned IP address is not permanent and expires i n about
24 hours.

3, Click [Modify] to modify IP interface individually.

Setting

IP Interfaces

| Apply || Cancel |
Item Description Notes
Admin Status Engbled / Disabled DHCP server global Default: Disabled
setting
Lease time <30-525600> Default:30minutes
Status Enabled / Disabled IP interface Default-30minutes

individually
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Z DHCP Server z IP Address Poo |

Each DHCP address pool has a group of assignable IP addresses and network

configuration parameters. The DHCP server selects IP add

resses and other

parameters from the address pool and assigns them to the DHCP clients.

Expand| Collapse
Device Summary
+ System
+ Management
+ Base Configuration
= Advanced
= Ports
Port Security
= ACL
ACL Group Setting
ACL Rule Setting
= DHCP snaoping
Global Setting
Port Setting
Binding Table
= DHCP Server
Global Setting
1P Address Pool
1P Address Lease Informat
+ Multicast
+ GMRP
" GVRP
+ 802.1X
+ Link Aggregation
+ Loopback
+ sTP
+ ERPS
+ L3 Config
& Alarm
+ PoE Management
+ Extended

Configuration Steps

1.Select [Advanced / DHCP Server / IP Address Pool] in the navigation bar to enter
the DHCP Server[IP Address Pool] interface.
2. All IP Address Pool information can be viewed in the DHCP Server [IP Address

Pool] interface.

3, Click [Add] to add IP address pool individually.

Click [Apply] to complete the

configuration.
Item Description Notes
Pool Name The name information of IP address pool Default: None
IP Interface Select a needed IP interface Default: None

Start IP Address

Start IP Address in the IP address pool

Default: None

End IP Address

End IP Address in the IP address pool

Default: None

Subnet Mask

Subnet Mask of IP address

Default: None

Lease Times No Default: None
Yes: <30-525600> minutes

Default Gateway No Default: None
Yes IPv4(A.B.C.D)

DNS Server No Default: None
Yes|Pv4(A.B.C.D)

Secondary DNS No Default: None

Server

Yes IPv4(A.B.C.D)

Static IP Address

Add Static IP Address as needed

Default: None
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4.4.3 Advanced Configuration ~ z DHCP Server z IP Address Lease Information

Configuration Steps
1.Select [Advanced / DHCP Server / IP Address Lease Information] in the navigation
bar to enter the DHCP Server [IP Address Lease Information] interface.

Expand| Collapse 1P Address MAC Address Explred Time 1P Interface
Device Summary
% System
# Management
 Base Configuration
= Advanced
= Ports
Port Security
= ACL
ACL Group Serting
ACL Rule Setting
= DHCP snooping
Global Setting
Port Setting
Binding Table
- DHCP Server
Global Setting
1P Address Paol
L-IP Address Lease Informat
 Multicast
- GMRP
- GURP
+ 802.1X
= Link Aggregation
+ Loapback
v ST
« ERPS
L3 Canfig
H-Alam 1 J1 [Go| Fist Last Refresh
4 PoE Management
= Extended

2. All IP Address Lease Information can be viewed in the DHCP Server [IP Address
Lease Information] in terface.
3, Click [Refresh] to refresh the list of the information.

4.5 Advanced Configuration 7z Multicast

4.5.1 Advanced Configuration  z Multicast z Manual Address Setting

Multicast is the delivery of information to a group of destinations simultaneously,
using the most efficient strategy to deliver messages over each link of the network
only once, and create copies only when the links to the destinations split

Expand| Collapse
Davice Summary
+ System Manual Address Setting
+ Management C Adiras
+ Basa Configuration AN
% Advanced an oEn
Port Security GE/N
= ACL
ACL Group Setting
ACL Rule Setting
- DHCP snaoping
Global Setting
Port Satting
Binding Table
= DHCP Server
Global Setting
1P Address Pool
1P Address Lease Informat
- Multicast
Manual Address Setting
# 1GMP snooping
Multicast Table
+ GMRP
+ GVRP
+ 802.1X
+ Link Aggregation
+ Loopback
v sTR
" ERPS
+ L3 Config

Configuration Steps

1.Select [Advanced / Multicast /Manual Address Setting] in  the navigation bar to
enter the Multicast [Manual Address Setting] interface.

2. All manual address can be viewed in the Multicast [Manual Address Setting]
interface.

3, Click [Add] to manual add MAC address and VLAN for corresponding ports.4, Click
[Apply] to complete the configurations
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4.5.2 Advanced Configuration  z Multicast z IGMP snooping Global Setting
IGMP snooping is the process of listening to Internet Group Mana  gement
Protocol(IGMP) network traffic to control delivery of IP multicasts.

Expand| Collapse 1GMP snad
Device Summary
+ System
 Management
'+ Base Configuration
= Advanced
= Ports
Port Security
= ACL
ACL Group Setting
ACL Rule Setting
= DHCP snooping
Global Setting
Port Setting
Binding Table
= DHCP Server
Global Setting
1P Address Pool
IP Address Lease Informat
= Multicast
Manual Address Setting
= IGMP snooping
Glabal Setting

Add  Delete Example’1-10,13,15-4094

VLAN Setting
1P Groups
MAC Groups
Multicast Table

+ GMRP

+ GVRP

+ 802.1%

+ Link Aggragation

Configuration  Steps

1. Select [Advanced / Multicast / IGMP snooping / Global Setting] in the navigation
bar to enter the [Global Setting].

2. You can view the global configuration of IGMP snooping on the IGMP snooping
global interface.

3. If you need to modify the global configuration of IGMP snooping, you can modify
the corresponding configuration in the configuration box, and then click [Apply].

Item Description Notes
Admin Status Enabled: Enable the IGMP snooping function Default:

Disabled: Disable IGMP snooping function Disabled
Blinding VLAN List of VLANSs to be bound

Select the operation for the VLAN and enter the
list of VLANSs to add or remove:
Add or Remove Add: Add a VLAN. The format is as follows: 1 -
VLAN 10,13,15-4094;
Delete : Delete the VLAN. The format is as
follows: 1 -10,13,15-4094.

Route Port Valid aging time of routed ports, range  30-300.

Aging Time The default is 105. The unit is seconds.

Host Port Aging Effective host port aging time, range 60 -600. The Unit:
Time default is 260. Second
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4.5.3 Advanced Configuration  z Multicast z IGMP snooping VLAN setting

To run the IGMP Snooping querier on a VLAN, you have to enable it globally and on
the VLAN. To enable IGMP snooping on a specific VLAN, use the IP IGMP snooping
VLAN enable command in switch configuration mode.

[ | Router Parts
l Dynamic

Fast Leave | ouerer
Disabled Disabled

Guerler Intervalls) | Quarler Source IP Adrass

Satting
Madity

1 V1 [Go| Fist | Last Bulk Configuration

Configuration  Steps
1. Select [Advanced / IGMP Snooping / VLAN Settings] to enter the VLAN Settings

VLAN Router Ports Fast Leave Querier Querier Interval(s) Querier Source IP Address Setting
1 Dynamic Disabled Disabled ‘ Modify ‘
‘ Prev | Next |1 M1 | Go | Home | Tail ‘ | Bulk Configuration ‘

2. The IGMP snooping [VLAN Settings] interface displays all the VLAN configuration
information of IGMP Snooping.

3. Modify individual bound VLAN configuration information. After entering the [VLAN
Settings] interface, click the [Modify] to enter  the modification interface, as shown in
Figure 12.2. Enter valid configuration parameters and click [Apply]  to submit the
moadification. Click [Cancel] to abandon the modification.

VLAN Setting
VLAN [1 | <1-2092~
Router Port Mode IW‘
- [Disabled v
Querier 'W‘
Querier Interval 60 s <30-120=s
Querier Source IP Address 0.0.0.0 ABCD
‘ Apply H Cancel |

4. Bulk VLAN configuration information in batches. After entering the [VLAN Setting],
click the [B ulk Configuration] at the bottom of the page to enter the [VLAN  Bulk
Configuration], as shown in Figure 12. 3. Enter valid configuration parameters and

click [Apply] to submit the modification. Click [Cancel] to abandon the modif ication.

VLAN Bulk Configuration

WAL |Examp\e:‘|f10,1 3,15-4094 ‘
Router Port Mode 0 /W‘
Fast Leave o /m
Querier @] /m

‘ Apply | | Cancel
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ltem Description Notes
VLAN VLAN being configured

Select the mode of the routed port in this VLAN.

Use the drop -down box to modify it.

Dynamic

Static - If you choose the static routing port

mode, you still need to select specific routing

ports.

It can be selected with the check button.

Select whether to enable the quick leave mode

under this VLAN. Use the drop -down box to

Fast Leave Mode  modify it.

Disabled

Enabled

Select whether to enable the querier function in

this VLAN. Use the drop -down box to modify it.

Disabled

Enable - If the querier is enabled, you need to set

the corresponding querier interval and query

source IP address.

The query interval of the querier is 30 -120

seconds.

Set the source IP address of the query message

sent by the querier. The valid unicast address is

3J192. 16 80.0D.0"Ishlpo.available

RouterPort
Mode

Querier

Query Interval

Queryer Source
IP Address

4.5.4 Advanced Configuration  z Multicast z IGMP snooping IP Groups

Expand| Collapsa N Ports
Device Summary
+ System
+ Management
'+ Base Configuration
= hdvanced
= Ports.
Port Security
= ACL
ACL Group Setting
ACL Rule Setting
= DHCP snooping
Global Setting
Port Setting
Binding Table
= DHCP Server
Global Setting
1P Address Pool
1P Address Lease Informat
= Multicast
Manual Address Setting
= 1GMP snooping
Global Setting
WLAN Setting
1P Groups
MAC Groups.
Multicast Table
+ GMRP
+ GVRP
¥ 802.1%
+ Link Aggragation

Configuration Steps

Select [Advanced / IGMP snooping / IP Group s]in the navigation bar to enter the
IP Group interface.

The IGMP snooping [IP group] interface displays the IP group information
maintained by IGMP Snooping and can be refreshed by clicking the [Refresh]
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4.5.5 Advanced Configuration  z Multicast z IGMP snooping MAC Groups

[van | MAG Address [ ports

Mot |1 1 [Ga| Fist | Lamt | Refrash |

Configuration  Steps

1. Select [Advanced / IGMP Snooping / MAC Groups] in the navigation bar to enter
the MAC Group interface

2. The IGMP snooping [MAC Group] interface displays the MAC group information
maintained by IGMP Snooping. Click the Refresh button to refresh.

4.5.6 Advanced Configuration  z Multicast z IGMP snooping Multicast Table

[0 e | MAC addrens [an [ porta

t[r Y [Ga| Fist | Last |

Configuration  Steps

1. Select [Advanced / IGMP Snooping / Multicast Table] in the navigation bar to enter
the Multicast Table interface

2. The IGMP snooping [Multicast Table] interface displays the Multicast Table
information maintained by IGMP Snooping. Click the Refresh button to refresh.
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Z GMRP
Z GMRPz GMRP Setting

GARP Multicast Registration Protocol (GMRP) is a Generic Attribute Registration
Protocol (GARP) application that provides a constrained multicast flooding facility
similar to IGMP snooping. GMRP and GARP are industry -standard protocols defined

by the IEEE 802.1

Expand| Collapse
Device Summary
+ System
+ Management
+ Base Configuration
- Advanced
+ Ports
+ ACL
+ DHCP snaoping
+ DHCP Server
+ Multicast
- GMRP
GMRP Sett

+ GVRP
+ 802.1%
+ Link Aggregation
+ Loopback
v sTP
+ ERPS

+ L3 Config

+ Alarm

+ PoE Management

+ Extanded

GMRP Global Setting

Configuration steps
1. Select [GMRP / GMRP Setting] in the navigation bar to enter the GMRP

configuration interface.
2. You can view the global configuration of GMRP in the [GMRP Global Settings]

interface

3. If you need to modify the global configuration of GMRP, modify the corresponding

configuration in the GMRP global configuration box, and then click <Apply>.

Item Description Notes
Admin Status GMRP global enable switch. Default:
Enabled : Enable GMRP function; Disabled
Disabled: Disable the GMRP function.
Hold Time Hold timer period, the range is 100 -32760 (ms), w2
the default value is 100ms;
Join Time Join timer period, the range is 100 -32760 (ms), w2
the default value is 200ms;
Leave Time Leave timer period , the range is 100 -32760 (ms), Leave Time
the default value is 600ms w Leav
Time
Leave All Time Leave all timer period, the range is 100 -32760 Leave Time
(ms), the default value is 10000ms; w Leav
Time

GMRP Port Mode Configurations,
1.If you need to modify the Port Mode of GMRP, Click [modify] to select GMRP Mode
as Normal , Fixed, Forbidden
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Iltem  Description Notes
Port \ Port name of information
GMRP Mode \ Normal, Fixed, Forbidden Default: Forbidden

4.7 Advanced Configuration 7 GVRP

4.7.1 Advanced Configuration 7 GVRPZ GVRP Setting

Same as GMRP, GVRP (GARP VLAN Registration Protocol) is a VLAN registration
protocol based on GARP (Generic Attribute Registration  Protocol), which is used to
register and deregister VLAN attributes

Configuration Steps

1.Select [GVRP/GVRP configuration] from the navigation bar to enter the GVRP
configuration interface.

2.The global configuration of GVRP can be viewed in the [GVRP global Settings]
interface,

3.To modify the GVRP global configuration, modify the corresponding configuration
in the GVRP global configuration box, and then click < apply >.

Item Description Notes
GVRP global enable switch. _
Admin Status  Enabled: Enable GVRP function; B:ESZAI\ST_ETD
Disabled: Disable the GVRP function.
. Hold timer period, the range is 100 -32760
Hold T . 2
ol fime (ms), the default value is 100ms; W
Join Time Join timer period, the range is 100 -32760 w2

(ms), the default value is 200ms;
Leave Time Leave timer period, the range is 100 -32760 LEAVE TUN
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